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Abstract—Security Operations Centers (SOCs) are high-stress,
time-critical environments in which analysts manage multiple
concurrent tasks and depend heavily on both technical expertise
and effective communication. This paper examines the integra-
tion of Large Language Model (LLM) technologies into an opera-
tional SOC using an anthropological, fieldwork-based approach.
Over a six-month period, two computer science graduate re-
searchers were embedded within a corporate SOC, guided by an
internal advocate, to observe workflows and assess organizational
responses to emerging technologies. We began with an initial
demonstration of an LLM-based incident response tool, followed
by sustained participant observation and fieldwork within the
incident response and vulnerability management teams. Drawing
on these insights, we co-developed and deployed an LLM-based
SOC companion platform supporting root cause analysis, query
construction, and asset discovery. Continued in-situ observation
was used to evaluate its impact on analyst practices. Our findings
show that anthropological and sociotechnical approaches, coupled
with practitioner co-creation, can enable the nondisruptive intro-
duction of LLM companion tools by closely aligning development
with existing SOC workflows.

I. INTRODUCTION

A Security Operations Center (SOC) is an operational
unit in which security analysts continuously engage with
both technology and people, and where the effectiveness of
processes and communication skills directly shapes workflow
efficacy [1], [2]. To better understand the dynamics within
a SOC in the context of emerging technologies, we embed-
ded two computer science graduate students in an industry
SOC. A designated member of the organization guided them,
serving both as a mentor in navigating the organizational
environment and as a source of legitimacy until individual
trust was established. Through participant observation and
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fieldwork, we examined the tacit and explicit knowledge flows
within the organization and co-created tools with practitioners
that synthesized shared expertise to meet the needs of the
operational environment. Using a sociotechnical approach, we
show how embedded, trust-centered collaboration can support
the effective and sustainable introduction of new technologies,
such as Large Language Models (LLMs), in SOC settings.

Despite long-standing efforts to improve SOC effective-
ness and reduce burnout [3] through improved processes,
tools, and training, research consistently identifies a persistent
gap between academic work and operational SOC practice
(e.g., [4], [5]). Ethnographic studies show that tools designed
without accounting for analysts’ experiential and iterative
reasoning often fail in practice [6], leading to limited adoption
or abandonment [5], [7]. This reflects a recurring mismatch
between practitioners’ needs and researchers’ assumptions.

Bridging the research-practitioner gap is vital, especially
for emerging Artificial Intelligence (AI) and LLM-based SOC
tools [8]–[10]. Although these systems promise efficiency
gains, their success depends on analyst trust, workflow align-
ment, and organizational context. Co-developing solutions
with SOC practitioners improves integration, adoption, and
perceived usefulness, while giving researchers access to real
incident workflows and decision-making that are otherwise
difficult to study [11]. Prior work has shown that self-reported
security behaviors (such as surveys) are reliable for certain
measures but insufficient for others, particularly when tasks
are complex or embedded within broader workflows [12].

Achieving meaningful collaboration, however, is non-trivial.
SOC analysts operate in high-pressure, alert-driven environ-
ments with limited time to engage external researchers [2],
[11], [13]. Much operational knowledge remains tacit and is
shared informally through day-to-day interaction rather than
formal documentation [6], [7]. While not all SOCs exhibit the
same degree of insularity, gaining access to authentic opera-
tional practices still requires trust, time, and sustained pres-
ence. Embedded collaborations that capture real SOC work
are therefore rare and difficult to execute, but when successful,
they reveal rich sociotechnical insights into how people, tools,
and processes jointly shape security operations [6], [11], [14].
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Over a six-month engagement, our graduate students (field-
workers) participated in on-boarding and training, attended
meetings, and collaborated closely with analysts and man-
agers. This sustained presence enabled us to observe work-
flows, tool usage, communication patterns, and breakdowns
from an insider perspective while minimizing disruption to
ongoing operations. Sustained day-to-day interaction (along
the lines of [15]) fostered trust, allowing access to candid
discussions and operational practices that would otherwise
remain out of view from research teams.

This engagement enabled the iterative design and deploy-
ment of an LLM-based SOC companion platform that inte-
grated multiple tools alongside industry-standard SOC tech-
nologies and supported a co-created, multi-stage effort for
embedded research in operational environments. Tools were
introduced incrementally, allowing analysts to shape their
functionality and integration, resulting in strong engagement
and a deliberately non-disruptive adoption that augmented
rather than replaced existing workflows.

II. RELATED WORK

Related work is organized into three areas: embedded so-
ciotechnical studies of SOC practice, AI and LLM-based tools
for security operations, and analyst-centered research on trust,
explainability, and workflow integration.

A. Embedded Sociotechnical Studies in SOCs

Prior research at the intersection of cybersecurity, sociotech-
nical systems, and researcher-practitioner collaboration high-
lights persistent gaps between academic research and opera-
tional security work. Ethnographic studies of SOCs demon-
strate that security operations are complex, practice-driven,
and shaped by social dynamics as much as technical tools.
Sundaramurthy et al. [6], through a 3.5-year multi-site an-
thropological study, model SOC work as an activity-theoretic
system in which analysts continually navigate contradictions
between tools, procedures, and organizational expectations;
they argue that meaningful innovation requires embedded
researchers who understand the culture and tacit practices of
analysts. Subsequent fieldwork reinforces this view. Jones et
al. [14] showed how COVID-19-driven shifts toward endpoint-
centric monitoring increased operational load, introduced new
privacy tensions, and exacerbated analyst burnout, underscor-
ing the sociotechnical fragility of modern SOCs.

Beyond SOCs, Tuladhar’s insider ethnography shows that
security practices become organizational norms only when
learned in context and reinforced through hands-on collabora-
tion with security advocates [16]. Vielberth et al.’s [2] system-
atic review similarly finds that SOC research is fragmented,
relying on interviews or isolated case studies and lacking
holistic sociotechnical frameworks. Greig et al. [17] further
identify persistent gaps between formal security policies and
everyday practice. The common theme is sociotechnical: se-
curity is enacted through people’s stories, workflows and peer
norms, not just through technology.

B. AI and LLM-based Tools for Security Operations

Recent work has begun exploring how LLMs and other AI
methods can support SOC tasks. Srinivas et al.’s [18] survey
and taxonomy of AI in SOCs catalogs applications ranging
from log summarization and triage to report generation and
vulnerability management, but notes persistent issues (e.g.
interpretability, robustness, legacy integration, hallucinations)
that hamper operational fit. Empirical studies reinforce these
points: Mink et al. [8] found that practitioners view machine
learning (ML) tools as augmenting, not replacing, existing
rule-based workflows and demand contextual explanations
beyond raw feature highlights. Likewise, Binbeshr et al.’s [10]
review reports that ML techniques currently dominate SOC
research and highlights challenges in data quality, model
interpretability and integration, even as AI-driven approaches
promise improved detection accuracy and scalability.

In the LLM context, Singh et al.’s [19] 10-month longi-
tudinal study of 45 analysts showed that GPT-4 was chiefly
used as an on-demand sense-making aid (for interpreting
commands and contextualizing telemetry) rather than for final
decisions. Relatedly, Microsoft’s Copilot for Security guided
response (CGR) system [20] has demonstrated strong triage
and remediation performance at scale using aggregate metrics,
but its impact on individual analysts’ workflows unexamined.

C. Analyst-centered and Sociotechnical Factors

Rastogi et al [21] showed that generic explainability tech-
niques often miss analysts’ needs in high-pressure SOC
environments. Nyre-Yu et al. [22] report that a deployed
explainable-AI tool was scarcely used and did not improve
analyst accuracy; they stressed on aligning tool outputs with
users’ roles, workflows and trust thresholds. Similarly, Mink
et al. [8] found security practitioners value low false positives
and desire explanations that help verify alerts in context.
These insights echo broader human-AI collaboration research
which emphasizes maintaining user authority and embedding
AI outputs into existing workflows. In particular, trust-centered
design and strategies for sustained adoption remain open
problems. Bridging this gap will require iterative, embedded
research in live SOCs to ensure AI companions truly fit
analysts’ needs and constraints.

III. METHODOLOGY

We conducted an ethnographic study using participant
observation, fieldwork, and co-creative practices to develop
a grounded understanding of organizational dynamics and
social structures, see Figure 1. Through close engagement, we
examined how SOC analysts carry out their work, how existing
tools are integrated into daily workflows, and how analysts
interact with one another and their environment. By working
on peripheral tasks [23], we encountered situations [24] where
we engaged directly with the SOC analysts. These interactions
complemented with interviews and informal conversations and
allowed us to experience firsthand the practical challenges
analysts face in their everyday operations.
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Fig. 1: Overview of the Adopted Ethnographic Approach –
How participant observation, fieldwork, and co-creation were
used to examine analyst workflows, interactions, and tool use
within an operational SOC.

A. Internal Advocate

This study began with two graduate students embedded
within an organizational setting, where they were guided by
an advocate who was a member of the organization, or an
internal advocate (IA). The IA started our engagement by
setting up meetings with various members of the organization
exposing the fieldworkers to a wide breadth of positions
within the organization, broadening their social circle and
giving perspective to the landscape [25]. This guided entry
into organization had two critical benefits (1) it gave the
fieldworkers the opportunity to understand how to engage with
the organization’s members and (2) it informed the members of
the organization of legitimacy of these unknown outsiders [26],
thus establishing the initial seed of trust. The IA also met
frequently with the fieldworkers in both one-on-one sessions
and group settings allowing them to inquire about observed
practices and to learn about organizational intricacies from a
trusted-insider who was external to the study.

B. Participant Observation

The fieldworkers used participant observation to develop
an external perspective on these teams while gradually es-
tablishing trust through ongoing social interaction. The work
environment was completely remote, which posed challenges
for participant observation due to the absence of informal
“water-cooler” interactions, spontaneous conversations, or op-
portunities to casually observe colleagues at work. Instead,
the fieldworkers conducted participant observation through
Microsoft Teams meetings, shared screens, and text-based
communication. To support this process, fieldworkers relied
on artifacts such as organizational hierarchy maps to under-
stand the company’s social and operational structure, identify
relevant stakeholders, and coordinate meetings. These tools
enabled the fieldworkers to systematically engage with a broad
range of critical personnel across teams that were geographi-
cally and continentally distributed.

C. Fieldwork

After approximately one month of observing and engaging
with members of the security team, the fieldworkers devel-
oped an initial understanding of how work was done and
identified several recurring pain points. However, to deeply
understand these challenges and explore potential solutions, it
was necessary for the fieldworkers to engage directly in the
analysts’ work. The fieldworkers requested access to relevant
databases, servers, API systems, and submitted a formal pro-
posal seeking permission to execute code and deploy LLM
models on the organization’s infrastructure. This role-based
fieldwork enabled to gain hands-on experience with a broad
range of tools, tasks, and procedures encountered in daily
security operations. Beyond informing subsequent discussions
with the security team, this experience provided first-hand
insight into how operational challenges arise, how they are
shaped by constraints, and how they propagate across other
workflows and responsibilities within the organization.

D. Co-creation

Our approach to co-creation followed an iterative design that
heavily relied upon continued engagement with the security
team members to leverage their tacit knowledge which was
made explicit through conversation and engagement to inform
and direct the creation of these solutions [27]. This approach
utilized numerous instances of employee testing and demo
sessions to present and gather information on how useful
they considered the tools, what issues existed, and how to
develop it further to be a tool that could be integrated into
their day-to-day workflows. We deliberately incorporated co-
creation into the study to ensure the development of the
tools embedded the synthesized experience of the fieldworkers
and the analysts. Co-creation in the context of our study
was viewed through two complementary lenses: (1) a process
in which researchers and stakeholders collaboratively engage
in the ideation, planning, implementation, and evaluation of
new services and systems to enhance the practical impact
of research outcomes [28]; and (2) the joint generation of
knowledge through close collaboration between academics and
stakeholders from other sectors [29].

IV. OBSERVING THE ISSUES WITHIN THE SOC

To better understand the SOC, the fieldworkers developed an
initial LLM tool (ContextDemo) for demonstration purposes.
This was the first step towards showing the security team what
the LLMs could do for them, but presented in a way that would
allow us to understand the needs and how the analysts wanted
to use the technologies. It was developed to be the first window
into the analysts workflows, methodologies, and building trust
by positioning themselves as capable and knowledgeable for
developing actionable tools specific to their needs. The way
ContextDemo was designed was through a single agent process
connected to numerous vector stores and two SOC tools.
ContextDemo was developed prior to beginning the embedded
research from information provided by the organization based
on the expectations of our positions.
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Fig. 2: ContextDemo Workflow Visualization – Portrays the
actions the tool takes before producing an output.

A. Demo Work

1) Process Data: ContextDemo was given access to a
“ticket” which described the type of investigation, which
included minor relevant details, a collection of documents
representing data from a mock organization, and three vector
stores containing data from CWE, CVE, and MITRE STIX.
These vector stores were created to show the security team
the ability to attach various repositories of information to the
LLM for retrieval. We pre-processed the data to collect names
and relevant IP addresses by correlating the names with a
mock organizational Excel spreadsheet which mapped users
to workstations with various IP addresses. It was designed to
show that the LLM could be designed to pull in information
from various Excel sheets.

2) Nmap Tool: The Nmap tool [30] performed a fast scan
on Docker containers modeling the data pairs identified during
pre-processing, demonstrating that the LLM and tool design
can be orchestrated for task completion.

3) VirusTotal Tool: The VirusTotal tool would use any
URL collected from the pre-processing to scan for phishing
links or malware deployment. The VirusTotal tool was de-
signed to show that the LLM could utilize API libraries to
help complete tasks.

4) Identification and Summarization of Indicators of
Compromise (IoCs): The first pass was purely the LLM gen-
erated summarization of the SOC ticket and the accompanying
documents with a system message directing the purpose to
identify IoCs. The LLM would use the information stored in
the vector stores to support the findings.

5) Analyze Summaries and Provide Evidence: In the
second pass, the system substantiated the initial summary
with tool-generated evidence, demonstrating ContextDemo’s
ability to combine static information with dynamic runtime
data to support trustworthy outputs. Subsequent discussions
involved SOC analysts in incident response and vulnerability
management, alongside AI governance and legal teams and
managers at multiple levels.

B. Critical Conversations

1) Chief Information Security Officer (CISO): The first
critical discussion was with the organization’s CISO as this
gave the research a top-level priority on how to properly ad-
dress the issues the organization faced. To understand directly

the CISO was asked what their definition of a productive
workflow was, their response directed us to three areas of
focus: SIEM-based threat detection, incidence response, and
vulnerability management. This helped us understand the
critical nature of these areas by describing that any lapse in
these areas due to communication or the technologies presents
an opportunity for risk. There was continued discussion on
how having a tooling platform that would complement the
existing technologies would help improve the workflows by
enabling rapid response with minimal stop points.

2) SOC Director: The engagement with the SOC director
focused initially on learning the organization’s security vendor
platform and on identifying opportunities to design automation
workflows using the capabilities already available to the SOC.
As discussions progressed, there was group discussion on how
AI-based tools could be leveraged to further enhance these
automation workflows. In parallel, the fieldworkers examined
the classification of security incidents and alerts within the se-
curity vendor’s platform to inform alert tuning efforts, relying
on input from the SOC to identify specific operational gaps
that could be meaningfully improved. Through these iterative
conversations and brainstorming sessions, the team converged
on solution areas related to asset discovery and end-of-life
(EOL) remediation. The SOC director emphasized that while
both tasks are critical to the organization’s overall security as-
surance, they are often among the most time-consuming due to
the need to process large volumes of documentation, database
records, and frequently changing application dependencies.

3) Legal Team: Speaking with the organization’s legal
team on actionable requirements following a security event
that exceeds a threshold of severity which involved: data
loss, data alteration, or data injection, lead to a discussion
on Root-Cause-Analysis or RCA. RCA is an event where
multiple members of various teams come together, under a
strict window of time to analyze and understand what were
the “root causes” of the incident and who was involved. It
was noted that this can often be a very exhausting process
both mentally and emotionally. There was an identification of
usefulness for an LLM or automation tool that could conduct
this work to aid in speeding up the RCA process by reducing
the amount of human-interaction involved and thus minimizing
the cognitive load on it’s participants.

4) SOC Analysts: The analysts wanted to know more about
how ContextDemo (the demonstration tool) worked and how
it could be integrated into their workflow. Leveraging what
we had learned from the legal team and the SOC director, we
began asking the analysts to walk us through their process and
day-to-day tasks. In the discussions the fieldworkers focused
on the tasks of asset discovery and RCA. Asset discovery
is a critical task for ensuring the vendor’s security platform
had visibility on the organization’s various assets. This walk-
through of their day-to-day task of managing databases of
information, using various Python scripts, and correlating
data across various spreadsheets to create a summary report
for an asset owner to read was identified as something that
could be automated using an LLM and would save them
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countless working hours. RCA was a little more challenging
for them to walk us through due to two factors: (1) RCA
was not commonly done due to the incidents being few and
far between, and (2) the sensitivity of the data regarding the
events made it difficult for the analysts to reproduce the events.
However, the analysts were able to simulate the process by
walking the fieldworkers through how they use the security
vendor’s platform and various database systems for searching
for relevant log and event data to corroborate claims made
during an RCA event. What we found throughout the walk-
through for the RCA event was similar to asset discovery,
that there is an overwhelming amount of data which requires
consideration and no consolidated platform to consider it.

V. FIELDWORK

After the first month of conversations the fieldworkers
wanted to get a hands-on perspective of what the conversations
with the analysts had brought to their attention. To do this,
the embedded researchers worked directly as SOC analysts
performing the work to learn both the formal and informal pro-
cesses which lead to the pain-points for conducting incidence
response and the challenges faced when developing solutions
as members of the vulnerability management team.

A. Acting within the SOC

As SOC analysts the researchers were on-boarded as mem-
bers of the organization’s SOC. The first step was being
assigned tickets for events labeled as “alerts”. Alerts were
organization specific investigations, the difference between
an “alert” and an “investigation” was that the organization’s
security platform vendor provided SOC services to handle the
investigations which were generated by the security platforms
detection services and sent to the system information event
management (SIEM) platform. Investigations were defined as
events handled by L1/L2 analysts, while cases requiring higher
levels of expertise or access to information unavailable to the
security vendor’s SOC were escalated to alerts for internal
handling by the organization.

The fieldworkers handled alerts for one month before adding
additional tasks and duties to their workflow. During the work
as SOC analysts the fieldworkers learned three critical aspects
of the work: (1) the amount of social interaction required to
perform these investigations, (2) the challenges with generat-
ing queries for the vendor’s security platform using a propri-
etary query language, and (3) how the information to confi-
dently close a ticket required correlating information across
various sources of data. There were numerous interactions
with the SOC team to confirm when alerts were appropriate
for closure, validate methodologies for handling different alert
causes, and understand analyst query construction practices.

B. Managing Vulnerabilities

Another role the fieldworkers acted in was Vulnerability
Management. This role covered a range of tasks, but what the
analysts focused on was aiding with maintaining the organiza-
tion’s security vendor’s agent system which provided visibility

to asset event logs and system information for producing
investigation and alert tickets. This was described as a critical
task by both the SOC director and the SOC analysts who
worked in this area. The agents used to report to the security
platform could be in one of the three following states:
• Active: The state of actively reporting to the security

platform within the last four hours.
• Stale: The state of not having reported to the security

platform between 4 and 18 hours.
• Not Reporting: The state of having no record of an asset,

indicating the agent had not been properly installed there.
To identify the state of the assets requires the use of the

security vendor’s API system, which required permitted access
to the organization’s jump server and permitted access to
the security vendor’s platform by the organization’s platform
manager. Once given the appropriate access and permissions
the next step was to write scripts to retrieve the necessary
information from the security vendor’s platform using their
APIs. After collecting the necessary information we found the
logging data did not output the documented state and that the
documentation made suggestions for labeling the states, this
was confirmed in a meeting with the security vendor’s support
team through the security vendor’s ticketing service.

The next step was pre-processing on the data to identify a
way to label each agent as a particular state. Once we had the
created programs for collecting data from the API and pre-
processing to match the labeling suggestions we would meet
with the vulnerability management team members to discuss
how to take this information and report on the assets. Because
many of the assets are hosted in various cloud networks and
the data regarding ownership is hosted in separate databases
this required a large amount of effort to find the database
which housed the owner’s contact info, which required addi-
tional permission requests and guidance on how to securely
handle data on both a development and production server. The
fieldworkers observed that vulnerability management work
requires a combination of cybersecurity expertise, software
development proficiency, and effective communication.

While many workflow issues were observed during our
fieldwork, we found that the issues of social interactions, query
building, and distributed data were among the highest ranking
when considering issues with the workflow.

1) Issues with Social Interactions: An observed issue with
social interactions found during the fieldwork as SOC analysts
was that when conducting an alert investigation there are often
times where confirmation of certain events observed the alert
logs is required from the effected users. Due to a variety of
reasons there can be delays in communications which result
in challenges with the closing of the alert or a need to lock an
account during the presence of a false positive. Several chal-
lenges arose, including remote communication driven by the
organization’s multinational footprint, workloads that delayed
responses, and the time required to troubleshoot technical
issues with users who have varying technical backgrounds.

2) Issues with Query Building: While working as SOC
analysts the main feature for investigating log data was through
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the security vendor’s SIEM platform which used a proprietary
query language. While the security vendor provided docu-
mentation for use, the types of queries often required were
more advanced than the provided documentation could assist
with, which introduced noise and additional time to prepare
queries. The security vendor provided an AI query building
tool, however due to the alerts involving data that the security
vendor was not permitted access to this limited the capabilities
of the tool in aiding with building queries for the organization’s
analysts. A key observation that arose with query building
is that if sufficient queries could not be crafted within a
reasonable amount of time, the fallback to this was to directly
communicate with users.

3) Issues with Distributed Data: An issue that was shared
by both the SOC and vulnerability management teams was the
issue of distributed data. For the SOC analysts this distribution
of resources introduced additional time spent on alerts by
needing to search various databases spread across multiple
applications or service providers. As a SOC analyst a piece of
information stored in one of many distributed data locations
could be critical to accurately or quickly labeling an alert
as a true positive or false positive. For the vulnerability
management team the issues with distributed data sources
was emphasized greater as a source of repetitive and mun-
dane actions. This was particularly evident when identifying
whether the security vendor’s platform agents were processing
data correctly and, when failures occurred, determining the
responsible asset owner.

VI. CO-CREATING NEW TOOLS

The process of tool-building went alongside participant
observation and the fieldwork which quickly lead to usable
insights. During the initial design phase there were three
approaches to our considerations on what tools to build (1)
the embedded researchers and SOC analysts decided on tool
designs based on discussions over repeated demonstration
of ContextDemo and during participant observations and (2)
other tool designs were identified through the fieldwork where
points in the workflow would lead to discussion on how
to make improvements or automate the process. The third
observation (3) was that as the embedded researchers began
developing and deploying tools, members of the SOC would
actively make requests for additional capabilities to be in-
tegrated into the SOC companion platform. In response to
these requests and observed needs, the fieldworkers prioritized
the development of LLM-based agents for root cause analysis
(RCA), asset discovery, and query building.

A. Root Cause Analysis

The fieldworkers and SOC analysts jointly developed the
RCA tool through an iterative process in which they col-
laborated to define requirements, refine functionality, and
evaluate the tool’s outputs. The fieldworkers took lead in im-
plementation (programming the prototypes), while the analysts
provided continuous input and domain guidance. The RCA
tool was prototyped as an analyst-facing interface integrating

a large language model that ingests an incident’s alerts and
relevant logs to give a structured incident summary, impacted
entities, root cause identification, contributing factors, remedi-
ation actions, and preventive measures for the future. During
development, early builds were shared with a small group of
analysts to get rapid feedback on accuracy and usefulness.
This tight feedback loop ensured the first prototypes aligned
with analyst expectations before wider testing. As one senior
analyst noted during a demo, “the initial version is on
the right track”, and they offered concrete suggestions for
improvement (such as refining the user interface and ensuring
the LLM’s recommendations were interpretable).

Development then entered an iterative refine-and-test cycle.
The prototypes were deployed within the SOC, and analysts
used them on real incidents over multiple iterations. After
each trial, feedback was gathered through observations, think-
aloud sessions, and debrief interviews, then rapidly incorpo-
rated changes. Each iteration brought the tools closer to the
SOC’s needs. By the second demo, the analyst’s feedback
had grown more positive (they reported that LLM suggestions
were becoming more relevant and saw clear time-saving
benefits), coupled with remaining requests like improving the
UI/UX and adding some guardrails for the LLM outputs. This
participatory refinement ensured the solutions evolved in-sync
with user expectations. A pain point was the limited access
to historical RCA reports. Formal RCA documents are rarely
produced, typically only for severe or escalated incidents. As
a result, our limited access constrained our ability to ground
early prototypes in extensive real-world reference material
or to train and validate the tool against a large corpus of
completed analyses. This scarcity reflects a broader reality of
SOC practice, where RCA documentation is often inconsistent,
informal, or de-prioritized under operational pressure.

The fieldworkers remained on-site to support initial use of
the tool and to troubleshoot any issues. By embedding the
new RCA tool into routine operations, real-world adoption
was observed. The close collaboration up to this point paid
off: analysts were receptive and even eager to incorporate the
new aids, since they had co-designed the tools and could see
the time-saving potential in their day-to-day tasks.

B. Asset Discovery

The asset discovery tool was developed to aid the vul-
nerability management team by autonomously detecting and
reporting on agents which were labeled as stale or not
reporting. A team member described the necessity of the tool
based on the anticipated amount of work for the following
year caused by reported workflow speeds due to AI assisted
development. The asset discovery agent was discussed by the
analysts and fieldworkers with the desired capability to lever-
age the LLMs ability to parse and efficiently make connections
between large amounts of data that is often widely distributed
across platforms and tedious for humans to recognize patterns
in logs that is often challenging for humans to interpret [31].

To achieve this functionality the agent was designed to
autonomously make the necessary API queries based on the
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code developed during the fieldwork performed as part of
the vulnerability management team. The goal was to look
for updates to the asset agent logs, generate a notification
of the issue, produce remediation steps based on the op-
erating system, draft an email based on the findings and
then store for the team member to review before the agent
would send to the owner of the asset. The design of the tool
was through the analysts and fieldworkers discussing various
approaches by sharing YouTube videos and documentation
snippets describing techniques and functionality. This resulted
in a tool in which the only required manual effort from the
user is the review and acceptance of the generated content.
Meetings were held for one month to demonstrate progress
on the integration of the API code, after which text-based
communication became the primary mode of contact.

The initial demonstration was presented to the vulnerability
management team, who found the tool beneficial and noted
that the summarization performed as expected. An issue that
arose with the development of the asset discovery tool was
that the SOC analysts who were apart of the vulnerability
management team were often busy being part of two teams
and as async meetings regarding the design and development
increased the focused was lost. The de-syncing of commu-
nications caused a lag in development due to the disruption
required to actualize the tools full capabilities.

C. Query Builder Agent

The query builder agent was not explicitly requested; rather,
it was discovered during fieldwork and subsequently described
as a highly valued capability. The fieldworkers discovered this
tool during their time working as analysts. Shortly after the
engagement with the organization the security vendor launched
a query builder tool readily available for use alongside their
SIEM service. However, based on their hands-on experience
and their understanding of the data accessible to the vendor,
the fieldworkers concluded that an internally developed query
builder could offer a superior user experience. The internally
developed tool differed from the vendor-provided solution
by iteratively engaging analysts in discussions about relevant
internal documentation, thereby enabling controlled access to
contextual information not shared with the security vendor.
This training process relied exclusively on supplying data
to the LLM’s short-term context through retrieval-augmented
generation (RAG) and prompt engineering.

The RAG system was populated with documents that in-
corporated queries developed by analysts and fieldworkers
through ongoing discussions of shared and role-specific use
cases. These documents described investigation steps and as-
sociated queries and were jointly authored by the analysts and
fieldworkers. A challenge emerged during the data creation
and ingestion phase: the process introduced a disruption to
analyst workflows by requiring the explicit documentation of
procedures that were largely tacit in practice. Although ana-
lysts were generally willing to contribute during discussions,
document creation did not become a sustained priority until

the SOC director was made aware of the lag in the creation
process and elevated the task as an explicit requirement.

Once analysts observed the force-multiplying effect of user-
supplied information, they directly requested a feature that
would allow them to provide contextual information from alert
logs to help populate query fields. Enabling analysts to supply
additional context to the LLM when crafting queries reduced
the need to manually parse and encode context-specific search
parameters. This shift marked a transition from disruptive co-
creation and integration to a largely non-disruptive process.
One SOC analyst noted that this style of tool development
was unfamiliar, stating that it “is not the type of tool we are
used to have developed for us”.

VII. DISCUSSION

We view this six-month embedded collaboration as an ap-
proach to breaking the barriers between industry professionals
and academic researchers by becoming encultured [32], [33]
through an embedded research effort where the graduate re-
searchers learn the norms, practices and intricacies of working
within an organization and its SOC. We recognized how
imperative it is to understand the nuanced details of the work to
truly understand the needs for developing impactful solutions
using the emerging technologies of today. To achieve the
knowledge required to build effective tools and conduct this
research, we adopted a Zone of Proximal Development (ZPD)
perspective [34], positioning ourselves as learners embedded
in close collaboration with knowledgeable analysts.

A. Bootstrapping Trust

The role of the internal advocate (IA) proved critical to
establishing trust. The necessity of this role became evident
early in the engagement, when the IA was not initially
included. Shortly thereafter, referencing the IA by name or
including them on email threads was sufficient to obtain
approvals, as the researchers were able to leverage the trust
already established between the IA and the organization. At
several points during the engagement, team members reported
that they met with the IA to review and discuss plans
proposed by the researchers, with approval granted through
these discussions. As the engagement progressed, the IA
remained involved, but we observed a shift: team members
increasingly contacted the researchers directly, and access no
longer required explicit approval from the IA. This transition
signaled that the trust vested in the IA had been effectively
imparted to the researchers. As a result, researchers were able
to engage more seamlessly in their work without disrupting
the IA’s ongoing responsibilities.

B. Disruption and Non-Disruption

The activities of participant observation, fieldwork, and co-
creation can be seen as three separate yet parallel journeys [35]
to understand the cognitive aspects of being a SOC analyst in
a large-scale organizational setting. These activities enabled
us to identify networks of interaction [36] among humans,
technologies, and processes in which knowledge is implicitly
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embedded, providing access to valuable and largely undocu-
mented tacit knowledge [37]. This understanding supported the
non-disruptive development and deployment of the LLM tech-
nologies introduced into the SOC. This approach is character-
ized by a trust-centered engagement with continuous feedback
loops. Our approach distinguishes itself from the perceived
typical vendor-driven or top-down technology deployments,
by emphasizing co-creation and aligning to workflows over
one-size-fits-all solutions.

A key outcome of the field work in Section V was the dis-
covery of the SOC processes as they are actually implemented,
including informal practices and undocumented workarounds
that diverged from prescribed procedures. Surfacing these lived
workflows was essential to understand where existing tools
constrained the analyst’s work and to avoid premature automa-
tion. This process-level understanding directly informed the
subsequent co-development of LLM tools that aligned with
real operational practice.

To understand progress, adoption, and disruption caused
by the tools provided to the SOC, fieldworkers relied on
the feedback of analysts. As one analyst put it, “any kind
of automation that reduces the workload of analysts is
welcome”, indicating a strong desire for well-targeted tooling.
Through brainstorming sessions and workflow sketching, we
combined the analysts’ domain knowledge with the fieldwork-
ers’ technical expertise to formulate solutions that were both
useful and technically feasible. Our decision to develop the
RCA tool, query builder, and asset discovery tools were well
received by many of the analysts despite the initial set of
issues identified. The issues of the criticality of time during
investigations introduced by the CISO were echoed by an
analyst during the platform’s post-deployment discussions,
where “time sinks... communicating with users and waiting
for responses and confirmation on the suspicious activity ...
reducing that time is critical”.

Further discussions with the analyst were noted on how
the developed tools provided a meaningful reduction to their
time spent on an event, which we viewed as a characteristic
of non-disruptive integration. Analysts had reported to the
fieldworkers that “...we can get more rich data to make
decisions. Reducing the need to reach out to users, by
helping us generate queries that provide more information”.
However, an initial drawback or occurrence of disruption to
the analysts was a wide-spread lack of understanding how to
properly use the tool and transparency on the data the tools had
available to them. This prompted the fieldworkers to return to
developing various UI/UX elements to elevate usage, as well
as develop a process allowing the analysts to provide their
own data to store for later use and provide the team as a
whole access to a collective knowledge source. Despite the
drawbacks of the tool it was found to be a positive force-
multiplier to the analysts’ workflows.

Another characteristic of non-disruptive integration was the
recognition that our tools were filling gaps created by the
wide-range of tools and resources which require interaction
for any given task. We observed that during this time the

amount of tools and resources required to work had reached
double-digits in quantity. One of the analysts mentioned that an
issue with their work was having to dig through and correlate
data across multiple sources. The motivation for developing
a tool that brought together multiple sources of information
into a single location aimed to reduce the cognitive load by
having to manually access the resources. In another discussion
with an analyst, following two demonstration iterations and in
the context of planning further tool development, the analyst
remarked with respect to the proposed features that “reducing
the number of features will make for a truly useful and
performant application.”

C. A Transferred Trust

Importantly, the analysts framed the collaboration itself as
impactful. Enthusiasm for the project’s continuity was evident
as the team members repeatedly inquired about next steps and
notifying the embedded researchers on the disruptive nature of
early deployments, this signaled a notable degree of early trust
by the organizational collaborators and a desire to keep the
momentum going. We believe this to be a large factor in our
trust building due to the common occurrence of security tools
being dropped into the SOC with limited ways of modifying
their usage to fit organization specific needs. By introducing
disruptions into the workflow and receiving feedback on them
to make them non-disruptive we established a sense of agency
among the analysts which allowed them developmental control
over these companion tools. An analyst remarked that they
had “never seen a project where [outsiders] come in and
build tools with us according to our needs”, highlighting
how rare and welcomed this embedded co-development was
in their experience.

Taken together, these findings indicate that success cannot
be assessed solely through productivity metrics. Qualitative
factors such as sustained engagement with researchers, in-
creased analyst confidence, and expanded internal capabilities
proved equally important. SOC leadership identified comple-
mentary criteria, noting that, in the words of the director
and CISO, “successful initiatives must (1) be replicable and
capable of being institutionalized, and (2) produce outputs
that yield corporate value through tools that are genuinely
usable in the operational environment.”

We had concerns that once the embedding work had con-
cluded, tool adoption would conclude with it. To analyze
continued usage a follow-up was conducted a month after
the fieldworkers’ departure from the organization, it was
mentioned by 2 of 3 analysts that the tools were still in
use. One analyst mentioned during discussions for additional
models to be made available. Another analyst mentioned “We
use these things, when we need to use it, it helps us learn
more”, this was a strong signal that the tools were augmenting
the workflow and not disrupting it. The analyst stating that
the tools are there when they need them informed us that the
tools are not something they relied on to get the job done,
but something they used to help get the job done, signaling
a companion aid style of usage instead of a dependence style
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of usage [38]–[40]. A desire for further development and
as needed usage were consistent with observed usage during
initial tool deployment, signaling that tools were still in-use
and being considered.

By building solutions with the analysts rather than for them,
the co-building phase established a foundation of mutual trust
and relevance. In contrast to the perceived vendor model where
a one-size-fits-all product is introduced into the SOC, our
embedded co-development led to tools that were “owned” by
the team, both conceptually and physically by uploading the
tools’ source code to the organization’s GitHub repository.
This collaborative groundwork set the stage for future adop-
tion, as participants felt personal investment in the technology
and confidence that it would genuinely fit their workflows.

VIII. CONCLUSION

This work demonstrates that the process by which LLM
tools are introduced can be as important as the tools them-
selves. A co-creative, embedded approach fostered analyst
trust, ownership, and alignment with existing workflows by
augmenting established practices rather than displacing them,
resulting in non-disruptive adoption. Trust building rested on
two complementary mechanisms: an internal advocate who
initially bootstrapped trust and provided direction, and embed-
ded researchers who established credibility by participating as
analysts during fieldwork and responding directly to workflow
disruptions caused by early tool iterations.

Through this ethnographic engagement, fieldworkers trained
in both computing and anthropology enabled the SOC to gain
applications tailored to its operational needs, while the field-
workers themselves became encultured in the SOC domain,
enhancing their capacity to engage with future innovations.
Although this work reflects a single organization over a limited
period, its core contribution is to show how embedded, trust-
based co-development can shift AI tool adoption from a
disruptive intervention to a sustainable, contextually grounded
improvement in SOC practice.

IX. FUTURE WORK

There is a clear need for longitudinal work to understand
the long-term effects of using LLM-based tools in security op-
erations. This includes evaluating the security risks introduced
by deploying LLM- and AI-based systems into organizational
pipelines and assessing how such tools may themselves be-
come targets for exploitation. A systematic examination of
how reliance on LLMs to support or close investigation tickets
affects analysts’ long-term skills, judgment, and decision-
making is also necessary to better understand the psychologi-
cal and cognitive implications of LLM use in cybersecurity. In
parallel, continued embedded, fieldwork-based cybersecurity
research is critical for understanding how trust in LLM-based
tools is established, sustained, and recalibrate when failures or
unexpected behaviors occur.

X. ETHICAL CONSIDERATIONS

This study involved security analysts and managerial staff
and was conducted in accordance with established ethical
research standards. Research activities occurred between July
and November 2025 and were approved by the Institutional
Review Boards (IRBs) of the participating universities. The
IRBs granted a waiver of written consent; all participants
instead provided informed oral consent and were given IRB-
approved protocol documentation describing the study’s pur-
pose, procedures, and participant rights, including the ability
to withdraw at any time without penalty.

XI. LLM USAGE CONSIDERATIONS

LLMs were only used for editorial purposes in this
manuscript, and all outputs were inspected by the authors to
ensure accuracy and originality.
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