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Abstract—Security Operations Centers (SOCs) have increas-
ingly adopted Large Language Models (LLMs) to support cyber-
attack analysis, yet existing LLM usage often lacks knowledge
required for accurate protocol-level explanations. In this study,
we propose PAIEL, an LLM-based framework that integrates
semantic context of protocol-level knowledge and structured
context as external knowledge to generate accurate and faithful
explanations for each protocol from raw packets, thereby sup-
porting SOC analyst operations. Through extensive experiments,
we show that PAIEL outperforms common LLM baselines in
terms of both human and automatic evaluations by considering
protocol specifications. Our results also indicate that both struc-
tured context and semantic context are necessary to generate
effective explanations. We also conduct an evaluation of PAIEL
as a real-world application by providing it with SOC analysts,
and then demonstrate that PAIEL is practical in the real world.

I. INTRODUCTION
A. Background

Security Operations Centers (SOCs) face increasing ana-
Iytical demands as cyberattacks grow in volume. SOCs must
continuously monitor diverse data, including low-level teleme-
try such as packets, to detect cyberattacks. SOC operations
involve multiple stages: alert triage, evidence collection, threat
investigation, and incident response [1]. In each stage, analysts
must interpret evidence from packets to understand attack
behaviors and make operational decisions [2]-[4]. Modern
SOCs employ both heuristic-based [5], [6] and machine
learning (ML)-based [7]-[11] tools to handle massive alert
volumes [12]-[14]. These approaches often provide limited
explanations [15], forcing analysts to shoulder the cognitive
cost of interpreting protocol-level evidence and deciding ap-
propriate responses manually [16], [17].

However, understanding novel attacks and emerging threats
unknown to SOC analysts from massive and complex teleme-
try is non-trivial and presents numerous challenges. For exam-
ple, OT (Operational Technology) protocols used in industrial
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control systems (ICS) environments exhibit highly complex
structures: they involve numerous service types, object models,
and vendor-specific variations. Consequently, accurate inter-
pretation of their packets requires substantial domain expertise.
It is more serious in protocol-level analysis from a single
packet because analysts must interpret protocol background
from raw packet alone. Protocol-level understanding in such
OT protocols imposes a high cognitive cost on SOC analysts,
especially for novice analysts. A typical approach to analyzing
novel attacks is to leverage machine learning models that learn
from known attacks to infer unknown ones [8]-[10], [18].
Nevertheless, typical machine learning models have inherent
limitations in providing decision-relevant explanations, and
hence may be insufficient to support complex decisions in
SOCs with organizational constraints [15].

As a means to address the above limitation, SOCs have
recently introduced Large Language Models (LLMs) for the
purpose of interpreting cyber attacks for analysts [19]. LLMs
learn semantic structures from large amounts of text data and
can potentially generate appropriate responses based on in-
put [20]-[22]. Yet, simply applying LLM:s is often insufficient
for protocol-level analysis. This is because the protocol-level
knowledge of packets is governed by protocol specifications.
These specifications typically lie outside the LLM’s training
distribution, which makes such knowledge difficult to infer
without explicit protocol context.

To the best of our knowledge, the existing LLM appli-
cations that provide accurate explanation generation for cy-
berattacks [23]-[25] require pre-summarized knowledge files
(e.g., CVE files [23], [25] or incident tickets [24]). Unfor-
tunately, when such pre-summarized knowledge is no longer
provided with an LLM, it may be unable to provide accurate
explanations. While there is an existing method that directly
handles raw network traffic [26], it primarily focuses on traffic
generation and classification rather than interpreting packets.
In SOC workflows, however, analysts must understand the
protocol-level knowledge of single packets for decision mak-
ing, e.g., distinguishing between legitimate control commands
and malicious payloads. Therefore, systems without protocol-
level explanation may be unable to support SOC analysis [20].

Based on the above background, designing LLM appli-
cations that generate protocol-level explanations from raw



packets, i.e., without requiring analysts to provide protocol-
level knowledge and fine-tune models for specific environ-
ments, remains an open challenge. To address this challenge,
we propose an LL.M-based explanation framework to support
protocol-level analysis as a fundamental task of SOCs. Ac-
cordingly, we examine the following two research questions:
RQ1 Can faithful and accurate protocol-level explanations
be generated from a single packet?
Do such faithful and accurate protocol-level explana-
tions support security analysts in actual operation?

RQ2

B. Contributions

In this paper, we propose PAIEL (Packet Analysis and
Insight Extraction using LLM), an LLM-based framework to
generate protocol-level explanations for SOC analysts. PAIEL
directly takes a single packet as input and then generates expla-
nations grounded in protocol specifications. We demonstrate
that faithful and accurate protocol-level explanations can be
generated from a single packet across various protocols that
require different service knowledge, indicating that packet ex-
planation is generalized beyond a single protocol environment.
Our main technical contributions are as follows:

(i) To realize the first contribution, we design a new frame-
work, PAIEL. It integrates two complementary sources of con-
text, i.e., structured context and semantic context. Structured
contexts anchor explanations in protocol-defined knowledge,
while semantic context provides a broader operational back-
ground. Neither context alone is sufficient. (See Section IV.)

(ii) Extensive experiments show that different characteristics
are obtained by the above contexts. Structured context im-
proves metrics in human evaluation, whereas semantic context
improves a metric in automatic evaluation. Both contexts are
necessary, and therefore, PAIEL outperforms common LLM
baselines by virtue of introducing them. (See Section V.)

(iii) We also conduct an evaluation of PAIEL on actual SOC
operation as a real-world application. We provide PAIEL with
several SOC analysts and then confirm if PAIEL is practical
for SOC analysis in the real world. (See Section VI.)

II. RELATED WORK

In this section, we review three strands of related work:
applications of LLMs in SOC workflows, LLM-based interpre-
tation and summarization of raw packets, and LLM-integrated
explanations of mitigation and incident response. We then
describe the position of PAIEL within this landscape.

A. LLMs in SOC workflows

LLMs have been increasingly adopted in SOCs to assist
with incident management and threat analysis since these
tasks often impose high stress on SOC analysts [27], [28].
Locallntel [23] aggregates global and local incident knowledge
of LLMs to generate attack reports, and Xpert [24] supports
incident management through interaction between incident-
ticket databases and LLMs. The framework by Albanse et
al. [25] is a human-machine collaboration using LLMs for
the design of SOC workflows. However, inputs of the above

works are often curated incident information instead of raw
packets. According to the recent survey [29], context-aware
and human-centered assistance align with SOC workflows.
PAIEL focuses on SOC workflows by analyzing packets to
support both novice and veteran analysts.

B. LLM-based Packet Interpretation and Summarization

Recent studies have motivated direct applications of LLMs
to network traffic, such as packet interpretation. NetGPT [26]
is an early work, feeding raw network traffic to an LLM
to generate natural-language descriptions. However, such ap-
proaches rely on the LLM’s implicit knowledge of network-
ing protocols without explicit grounding, and hence tend to
generate superficial explanations due to insufficient protocol
context [30]. More recently, TrafficLLM [31] maps traffic
to a unified representation and instruction-tunes LLMs for
detection. PAIEL is similar to NetGPT because of its analysis
from a single packet, and is more advanced by integrating
protocol specifications with Retrieval-Augmented Generation
(RAG). We compare the performance with a NetGPT-like
method as a common LLM baseline in our experiments.

C. LLM-integrated Explanation of Mitigation and Response

Explanation generation in security systems is a key focus
and LLMs enable it. DoLLM [32] applies LLMs to flow-level
feature analysis for attack detection, but operate on aggregated
traffic statistics instead of packets. ContextBuddy [33] learns
analysts’ context-selection patterns via imitation learning to
recommend relevant context. However, such an approach nei-
ther interprets protocol-level knowledge nor provides protocol-
level explanations. In contrast, PAIEL generates protocol-level
explanations for why a specific packet triggers an alert, based
on protocol specifications and retrieved contextual knowledge.

D. Positioning of PAIEL

Table I summarizes the key differences between PAIEL
and the above related work. The related work [26], [31] that
directly interprets raw packets make limited use of explicit
external knowledge: for instance, they often focus on incident
summarization and knowledge retrieval instead of protocol-
level explanations The design of PAIEL differs from the
related work, because it combines structured context derived
from protocol specifications with semantic context to generate
protocol-level explanations directly from raw packets. To the
best of our knowledge, few studies discuss such a design.

III. PROBLEM STATEMENT

In this section, we describe the problem setting of this paper
in detail. In security operations centers (SOCs), security alerts
are often linked to specific packets. Accordingly, our task is
to explain why such packets cause a security alert, includ-
ing articulating their protocol-level knowledge and security-
relevant implications, through packets. We describe a task
formalization and why it is challenging.



TABLE I
COMPARISON WITH RELATED WORK ON LLM-BASED CYBERSECURITY
APPLICATIONS. “NETWORK” INDICATES WHETHER THE METHOD CAN
HANDLE RAW PACKETS; “KNOWLEDGE” INDICATES WHETHER IT
INCORPORATES EXTERNAL DATABASES OR DOMAIN KNOWLEDGE; “SOC
APPS” INDICATES THE TYPE OF APPLICATION PROVIDED.

Method Network  Knowledge  SOC Apps
Locallntel [23] v Incident response
Xpert [24] v Incident response
Albanse et al. [25] v Design of workflow
NetGPT [26] v Traffic analysis
TrafficLLM [31] v Traffic detection
DoLLM [32] Flow-level detection
ContextBuddy [33] v Alert investigation
PAIEL v v Packet analysis

A. Task Formulation

Let P denote the space of packets and &£ the space of
natural-language explanations. Each packet p € P consists
of protocol header fields, application-level payload data, and
possibly lightweight metadata. The task is to learn a mapping
f + P — & that generates an explanation, including the
protocol-level knowledge and security-relevant implications,
from packets, as well as providing clarifying context to support
SOC analysts. We focus on protocol-level explanation from a
single packet, focusing on analysis with sufficient protocol
information and public specifications for the target protocols.

B. Why This Task Is Challenging and Our Approach

The use of a single packet often lacks protocol-level knowl-
edge required for effective retrieval, making both direct LLM
applications unreliable. It is also the reason why NetGPT [26]
tends to generate superficial explanations.

We argue that faithful and accurate explanations from pack-
ets require contextual grounding beyond their packet fields to
avoid superficial explanations and hallucination. Accordingly,
our approach integrates explicit protocol knowledge with an
LLM to generate explanations that emphasize security-relevant
implications for analysts’ decision making.

IV. PROPOSED METHOD: PAIEL

In this section, we propose PAIEL, a protocol-level ex-
planation framework that addresses the lack of protocol-level
knowledge by interpreting single packets. We first introduce
its key idea and then outline the overall workflow. Subsequent
subsections detail the context extraction components used in
PAIEL as the main module, and then describe its extension
and applications of PAIEL. This section is identical to the
first technical contribution.

A. Key Idea

The key idea of PAIEL is to integrate two complemen-
tary sources of context, i.e., structured context derived from
protocol specifications using a service database and semantic
context retrieved from external knowledge using RAG. By
unifying these contexts into a single prompt, PAIEL enables an
LLM to generate faithful and accurate explanations for single
packets. This unified approach addresses the challenge in

protocol-level explanation from a single packet with sufficient
knowledge, such as the intended behavior and protocol-defined
constraints. To realize the above approach, PAIEL employs a
context extraction module that combines a service database
with RAG as retrieval, thereby overcoming the limited ground-
ing and unreliable behavior observed in the retrieval [34]. Ad-
ditionally, PAIEL incorporates a context compression module
as an extension to mitigate noisy and over-retrieval results.

B. PAIEL Workflow

Figure 1(a) summarizes the PAIEL workflow, which pro-
ceeds in three steps: packet representation construction, con-
text extraction, and explanation generation.

1) Packet Representation Construction: PAIEL first con-
verts each raw packet into a packet representation that supports
both context retrieval and explanation generation. During this
step, PAIEL extracts standard header fields (e.g., addresses
and ports) as well as protocol control fields, which identify
the protocol-defined service or operation, for use in structured
context extraction. PAIEL also extracts payload content and
sanitizes it to remove noise and sensitive artifacts. The result-
ing text serves as a primary signal for semantic context ex-
traction and, possibly, context compression. Device metadata
about communicating endpoints is possibly included to further
ground the explanation in the operational environment. Such
metadata is optional and dataset-dependent.

2) Context Extraction: As shown in Figure 1(b), PAIEL
combines structured context from the service database with
semantic context retrieved from external knowledge using
RAG in order to generate a prompt to an LLM. The semantic
context is optionally refined by the context compression mod-
ule described in Section IV-D. We detail the context extraction
components in the next subsection as the main module.

3) Explanation Generation: The contexts extracted from
the previous module are unified and incorporated into the final
prompt. Using this prompt, the LLM generates a protocol-
level explanation that describes the packet’s knowledge and
highlights security-relevant implications.

C. Details of Context Extraction

Context extraction explicitly grounds single packets in pro-
tocol specifications and complementary sources of context to
construct a prompt. PAIEL derives structured context from a
service database for protocols and augments it with semantic
context retrieved from external knowledge using RAG, so
that the resulting explanations remain accurate and faithful
to protocol-defined behavior while incorporating security-
relevant implications.

1) Structured Context Extraction Using Service Database:
This section presents a method for extracting structured con-
text from a single packet for protocol-level explanation. Many
protocols, such as ICS protocols, expose explicit service and
operation identifiers in their control fields. These identifiers
specify the intended syntax of a message for each protocol. We
leverage them to derive structured context for protocol-level
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Fig. 1. Overview of the proposed PAIEL method. (a) Overall workflow of PAIEL. (b) Structured context extraction from the service database and semantic

context extraction using RAG, which together form the context used in PAIEL.

in (b) for the alternative PAIEL configuration.

explanations, allowing the LLM to interpret packets based on
protocol-defined syntax more than superficial field values.

Specifically, for a given packet, service and operation iden-
tifiers are parsed from the protocol header and control fields.
These identifiers are used to retrieve a corresponding syntactic
description from a service database. This description consti-
tutes the structured context for the protocol-level explanation.
In doing so, the service database is constructed by exploiting
protocol specifications, such as standardized service definitions
and explicit identifier descriptions. This process does not
require semantic interpretation because the structured context
is derived from protocol fields and the protocol-defined syntax.
The above approach makes the retrieval in RAG stable [34],
and thus, can yield stable protocol-level explanations.

2) Semantic Context Extraction Using RAG: To comple-
ment the structured context, we incorporate semantic context
that provides a broader operational and security-related impli-
cations. PAIEL retrieves the semantic context from external
knowledge sources using a RAG approach.

To preserve relevant semantics during retrieval, PAIEL ap-
plies document-based chunking to external knowledge sources
using RAG and builds a context database over these contexts.
The chunked documents are indexed using dense vector repre-
sentations to enable similarity-based retrieval. For each packet,
PAIEL retrieves a small set of the most similar contexts from
the document index as selected contexts. PAIEL further applies
keyword matching between the packet representation and
the selected contexts to emphasize lexically relevant content.
Among the selected contexts, PAIEL determines the one with
the highest keyword overlap with the packet representation and
includes it in the LLM prompt as semantic context.

D. Extension: Context Compression

To address noise and over-retrieval results, PAIEL can
introduce context compression as an optional step that refines
the retrieved semantic context into a query-focused form.
Figure 1(b) illustrates how structured and semantic contexts

(c) Context compression pipeline, which replaces the semantic context extraction

are constructed and combined within PAIEL. It mitigates noise
and over-retrieval, which makes protocol-level knowledge ob-
scure. PAIEL compresses retrieved context via a two-stage
pipeline that narrows candidates and distills relevant content.

In the first stage, PAIEL forms a packet representation from
protocol fields and, when available, incorporates the parsed
service identifier. Using this query, PAIEL obtains a broad
set of selected contexts. The selected contexts are segmented
into semantic contexts, which are used to re-retrieve refined
contexts and reduce over-retrieval results.

In the second stage, PAIEL distills a query-focused rep-
resentation by extracting sparse keywords from packet fields
and their values to guide the distillation step of the LLM. The
LLM is instructed to generate output supported only by the
refined contexts and to remove redundant information. The
distilled contexts are then integrated into the final prompt as a
compressed context, making protocol-level explanation more
accurate and faithful while reducing noise in the explanations.

E. Applications

PAIEL is suitable for application-layer protocols with ex-
plicit service and operation definitions, and can extract service
information without customization to each protocol. As our
primary application, we focus on ICS/IoT protocols, such
as BACnet [35], because they often contain diverse service
information. We are supposed to apply PAIEL to the BACnet
protocol [35], which is widely used in building automation
systems. A BACnet packet consists of a Network Protocol
Data Unit (NPDU) and an Application Protocol Data Unit
(APDU), which together encode routing information and
service-level information. PAIEL extracts service information
from APDUs and retrieves relevant background information
for explanations. The resulting context is provided to the LLM
together with the packet payload in order to generate protocol-
level explanations from a single packet.

As another application, we also describe an application
of PAIEL to DNP3 [36] to demonstrate that the design



generalizes beyond a single protocol. DNP3 packets encode
application-layer function codes and object-based representa-
tions for control and monitoring operations. PAIEL applies the
same extraction and retrieval pipeline to DNP3 traffic without
introducing customization to each protocol.

V. EXPERIMENTS

This section evaluates whether PAIEL can generate accurate
and faithful protocol-level explanations from a single packet.
Our extensive experiments are designed to answer RQI1 and
RQ2. This section is also the second technical contribution.

A. Experimental Setting

We describe datasets, methods to be evaluated, prompts,
and evaluation metrics in our experiments. Unless otherwise
noted, BACnet protocol specifications are used as structured
contextual knowledge throughout the experiments.

1) Datasets: We used datasets derived from two industrial
control protocols, BACnet and DNP3, based on the applica-
tions in Section IV-E. We used both public and private datasets
for the experiments. Due to ethical reasons, we conduct
automatic evaluation on only the public dataset because it
utilizes an external LLM service.

a) Public datasets: The public dataset consists of 50
BACnet pcap files extracted from the public wireshark data
[37]. These files are publicly available and support repeatable
evaluation under a shared experimental protocol. We also
evaluate PAIEL on the DNP3 protocol [38], which is widely
used in power and energy systems. For DNP3, we use a
publicly available pcap file obtained from the ICS-Security-
Tools repository [39]. Specifically, a database for the struc-
tured context of DNP3 is built by deterministically mapping
protocol-defined Function Codes and Object Group/Variation
identifiers to the corresponding specification descriptions in
IEEE Std 1815-2012.

b) Private dataset: The private dataset consists of 19
BACnet pcap files containing security alerts collected from
an operational building network. This reflects realistic alert
scenarios in which a small number of packets trigger in-
vestigation. The captures are sanitized to replace identifying
information with local placeholders. Packet timestamps range
from February 2009 to March 2024.

2) Methods to Be Evaluated: We design baselines to isolate
the contribution of each context source: no context, structured
context only, semantic context only, and their integration. We
then evaluate three baselines and two PAIEL variants. Table II
compares the baseline configurations and the proposed PAIEL
in terms of available contextual sources.

Vanilla LLM (no external context): In this baseline
method, we directly prompt the LLM with packets without
any external context, which is similar to NetGPT [26]. We
implement it in full scratch instead of the code of NetGPT.

RAG-only baseline (with only semantic context): This
baseline method uses standard retrieval-augmented generation
without incorporating the service database. It follows the same
document processing and retrieval configuration as PAIEL.

TABLE II
COMPARISON OF BASELINE CONFIGURATIONS AND THE PROPOSED PAIEL
IN TERMS OF AVAILABLE CONTEXTUAL SOURCES.

Approach Packet  Structured Ctx. Semantic Ctx.
Vanilla LLM v - -
Database-only v v -
RAG-only v - v
PAIEL (Proposed) v v v

Database-only baseline (with only structured context):
This baseline method uses only structured context derived
from a service database. It isolates the effect of protocol-based
structured context without semantic augmentation.

PAIEL-base (without context compression): This method
integrates structured and semantic contexts as described in
Section IV-C2, but does not apply the context compression.

PAIEL (with context compression): This method applies
the context compression module to the PAIEL-base before
prompting the LLM as described in Section I'V-D.

Each method is implemented with the following settings.
For all methods, we use Mixtral-8x7B-Instruct-v0.1, quantized
to 4 bits, as the underlying LLM. Unless otherwise noted,
the generation temperature is set to 0.0, with a repetition
penalty of 1.1, and the maximum number of generated tokens
to 2048. Each packet is converted into a normalized packet
representation that includes standard header fields and protocol
control fields required to identify the relevant service or
operation. Device metadata is included when available.

Structured Context: We constructed a service database
with the specification documents, in which each service and
operation is associated with the specification descriptions.
Each entry is then provided to the LLM as the structured
context. Device metadata is included for the BACnet datasets.

Semantic Context: The specification documents are seg-
mented into chunks and indexed for retrieval. We extract a
set of keyword metadata from each chunk using an LLM and
attach it as indexing information. Unless otherwise noted, all
the methods using RAG utilize the same retrieval settings.

Context Compression: PAIEL applies a two-stage con-
text compression process to fit within a fixed prompt. In
the first stage, a broader set of candidate context segments
is retrieved to prioritize recall (k=7). After integrating the
segments with the structured contexts, the compressed context
is re-segmented. The second stage refines the candidates to
a smaller subset (k=4) that is most relevant to the query,
and only the refined subset is included in the final prompt.
For PAIEL (with context compression), these values are fixed
regardless of protocol and packet. When the selected context
spans multiple segments, we employ a tree-based aggregation
module to consolidate relevant information under the input.

3) Prompts: We use three prompt types for explanation
generation, compression, and faithfulness evaluation.

Explanation Prompts: The prompt template for explana-
tion generation is as follows, where \n\n means the line break
in command prompt:



[INST]Given the packet contents, extract the part of the
context *AS IS* which explains the terms or is related to
the terms in packet.[/INST]\n Packet: {packet}\n Context:
{doc}\n Instruction: Given the packet contents, only return
extracted text *AS IS*\n Extracted text:\n\n

Compression Prompts: The prompt template for introduc-
ing the context compression module is as follows:

Context information is below\n — —\n
{retriever + service_db + document text}\n

\n Given the context information and no prior
knowledge, return an answer only from context. Based
on query remove any redundant information. If no rel-
evant information is available return nothing.\n Query:
Return the **part of the context®* about the terms defi-
nitions individually or related to other terms below in un-
derstandable format:\n objectidentifier\n presentValue\n
outOfService\n Answer:\n\n

Automatic Evaluation Prompts: The prompt template for
the automatic evaluation is as follows:

Query: \n [INST] You are a chatbot which explains BACnet
packets.[/INST]\n Context: \n /** Answer **/\n Query :
Explain the packet below using the context.\n Packet:\n
{packet}

The query contains only the question text, while the packet
content is included in the context with the retrieved documents.

4) Evaluation Metrics: We evaluate PAIEL using the fol-
lowing human evaluation and automatic evaluation. Each eval-
uation contains individual metrics.

a) Human Evaluation: We conduct a human evaluation
by one of the authors, who is a network expert, to assess
how the generated explanations are accurate from a human
perspective. Human evaluation is reported using the following
two metrics, where only the private dataset is evaluated:

Answer Relevancy (AR). This evaluates how explanations
are relevant to security analysts. Explanations may some-
times include irrelevant information. A human expert assesses
whether explanations are relevant for understanding packets.
This metric follows control relevance [40] and coverage [41].

Control Accuracy (CA). This evaluates whether the state-
ments in explanations are accurate for each packet and pro-
tocol. A human expert assesses whether explanations contain
hallucinations and misleading claims on a 1-5 Likert scale.

b) Automatic Evaluation: We also conduct an automatic
evaluation with an LLM to assess how the generated expla-
nations are faithful from a systematic perspective. We use the
following metric based on RAGAS [42], where only the public
datasets are evaluated.

Faithfulness. This evaluates how the generated explanations
are supported by context [42]. It is computed as % where |V|
is the number of statements supported by the context and |S| is
the total number of statements in the explanation. We measure
this metric using an LLM and normalize the score to the range
(0,1), where a higher score is better. Faithfulness is computed

TABLE 111
EVALUATION RESULTS ON EACH DATASET. BACNET IS A PRIVATE
DATASET FOR HUMAN EVALUATION AND A PUBLIC DATASET FOR
AUTOMATIC EVALUATION. ON THE OTHER HAND, DNP3 IS ONLY A
PUBLIC DATASET FOR AUTOMATIC EVALUATION. WE DID NOT MEASURE
FAITHFULNESS OF VANILLA LLM BECAUSE IT UNSTABLY COMPUTES THE
SCORE DUE TO THE LACK OF RAG.

BACnet DNP3
Method AR CA  Faithfulness | Faithfulness
Vanilla LLM (no context) 3.18 4.86 - -
RAG-only baseline 326 4.60 0.844 0.675
Database-only baseline 323  4.89 0.812 0.631
PAIEL-base 3.63 4.89 0.863 0.690
PAIEL 3.82 484 0.876 0.695

using GPT-40 of Azure OpenAl! as the LLM, which tends
to make hallucinations less and judgments reliable.

B. Results

We show the overall results with the metrics described
above across all the methods. Table III shows the evaluation
results for each protocol. These results demonstrate that PAIEL
can generate accurate and faithful protocol-level explanations.
Across AR and CA on human evaluation, both PAIEL-base
and PAIEL improve the performance: for instance, PAIEL-base
increases AR from 3.26 for RAG-only and 3.23 for Database-
only to 3.63, and PAIEL further improves AR to 3.82. CA
remains high when structured context is available: Database-
only and PAIEL-base achieve the highest CA (4.89), while
PAIEL slightly decreases to 4.84.

These results contain an ablation study for each module
and hence reveal a trade-off between structured and semantic
context. Database-only baseline achieves the highest score for
CA but yields lower Faithfulness with 0.812 than RAG-only
baseline with 0.844, which provides higher Faithfulness but
reduces CA to 4.60. Integrating both contexts resolves this
phenomenon: PAIEL-base matches the best CA with 4.89
while improving Faithfulness to 0.863 and AR to 3.63. Finally,
the context compression module further improves Faithfulness
with 0.876 and AR with 3.82 at a minor cost in CA. It suggests
that the context compression makes protocol-level explanation
more accurate and faithful.

Table III also shows that PAIEL achieves the highest
Faithfulness for DNP3. Database-only baseline is a low score,
and RAG-only baseline provides limited improvement. In
contrast, PAIEL consistently yields the highest scores across
both protocols. These results indicate that PAIEL, which
integrates complementary sources of context, generalizes the
performance across protocols with different domains.

C. Distributional Analysis of Faithfulness

To understand the impact of PAIEL on the generated expla-
nation in more detail, we analyze the distribution of Faithful-
ness scores using boxplots. Figure 2a and Figure 2b compare
RAGe-only baseline and PAIEL on two protocols, i.e., BACnet
and DNP3, under the metric described in Section V-A4b.

Uhttps://azure . microsoft.com/en-us/products/ai- foundry/models/openai
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Fig. 2. Distribution of Faithfulness scores for the baseline and PAIEL. These
results are obtained from the automatic evaluation.

According to the figures, the median Faithfulness remains
largely comparable across both protocols. Meanwhile, PAIEL
consistently raises the shorter tail of the distribution, which
means improvements on the generated explanations compared
with RAG-only baseline. This result is important for SOC an-
alysts. Explanations with persistently low faithfulness require
a high cognitive cost for SOC analysts, such as prompting
repeated queries and extra verification about protocol specifi-
cations [2], [15]. Namely, an upward shift of the lower bound
by PAIEL benefits human analysts.

D. Qualitative Analysis

We present a case illustrating the characteristic difference
between Vanilla LLM and PAIEL-base as a qualitative anal-
ysis. Similar phenomena were observed across other packets.
We quote excerpts verbatim from the generated explanations
and omit irrelevant sentences for the sake of convenience.

1) Case Study 1. Specification grounding prevents field mis-
interpretation: Based on Table III, we analyze a representative
packet where protocol grounding affects the interpretation of
a payload field with the following packet:

Case 1 — Packet Excerpt (sanitized):
Service Choice: atomicWriteFile (7)
Objectldentifier: file, 1

record access

File Start Record: (Signed) 0

Record Count: (Unsigned) 1

Record Data: 12

\. J

Vanilla LLM tends to paraphrase field names but may inac-
curately interpret fields regardless of the protocol specification.
In this case, it interprets the literal value “12” as length (e.g.,
“12-bytes data”), which is plausible in contexts for a typical
protocol but not justified by BACnet. In contrast, PAIEL-base
leverages the structured context for atomicWriteFile and
record access, allowing the model to interpret the packet
as a file-write request and Record Data as the data content
to be written (as value 12). This illustrates how explicit proto-
col grounding reduces inaccurate protocol-level explanations.
We show concrete output for each method below.

Vanilla LLM output (excerpted):
“The ADPU contains ’'Record Data’ ... In this case,
the data is 12 bytes long.”

PAIEL-base output (excerpted):
“Record Count: 1 ... Record Data: 12 ...
content to be written.”

the data

J/

2) Case Study 2. Context compression improves coverage
but may make explanations unessential: We next compare
PAIEL-base and PAIEL to illustrate how the context compres-
sion affects the generated explanations, which helps interpret
the slight differences in scores of the human evaluation in
Table III. We focus on the following packet:

Case 2 — Packet Excerpt (sanitized):
Frame 1: Confirmed-REQ

Service Choice: readProperty (12)
Objectldentifier: load-control, 0

Property Identifier: expected-shed-level (214)
Frame 2: Complex-ACK

Service Choice: readProperty (12)
Objectldentifier: load-control, 0

Property Identifier: expected-shed-level (214)
shed level: (Unsigned) O

\. J

PAIEL-base typically generates protocol-level explanations
that focus on the request/response knowledge in the packet
fields. PAIEL, by contrast, may incorporate a broader range
of retrieved contents and distilled background. This can im-
prove explanations. However, it will also make explanations
redundant and unessential for interpreting behavior caused by
the packet. We show concrete output for each method below.

PAIEL-base output (excerpted):
“Frame 1 requests the property value ... Frame 2
acknowledges and returns shed level = 0.”

PAIEL output (excerpted):
“Additional information from the standard: ... (back-
ground on load control / shed level)”

VI. EVALUATION IN REAL WORLD

In this section, we conduct an evaluation of PAIEL on SOC
analysis in the real world in order to identify whether PAIEL
is practical for SOC analysts in the real world. This section is
identical to the third technical contribution.

A. Evaluation Design

We provide PAIEL with seven SOC analysts in the authors’
country, who are experts in ICS as the application described
in Section I'V-E, in order to use it in their SOC operation. The
participants have diverse backgrounds, including novices and



TABLE IV
EVALUATION RESULTS ON SOC ANALYSIS IN THE REAL WORLD. EACH SCORE REPRESENTS THE AVERAGE ON A LIKERT-SCALE BY SEVEN SOC
ANALYSTS, WHERE “5” IS “STRONGLY AGREE” AND “1” IS “STRONGLY DISAGREE”.

Evaluation Category Evaluation Item

Avg. (Vanilla LLM)  Avg. (PAIEL)

Overall Rating Desire to Use Summarization

Recommendation to Other Fields

Support for Novices
Support for Veterans
Quality of Information

Impact on Analysis Speed
Impact Understanding Speed

Operational Understanding Speed
Smoothness of Report Creation
Discrimination Between Normal/Abnormal Traffic

Impact on Analysis Quality

Accuracy and Reliability of Output
Readability and Comprehensibility of Output
Overall Analysis Time Reduction Effect

2.57 4.29
3.43 3.86
2.86 3.71
3.57 4.29
3.50 3.83
3.71 3.29
3.86 443
3.86 4.57
4.00 443
3.71 443
3.43 3.29

veterans, although we omit the details due to space limitations.
In doing so, we conducted a preliminary survey to inform
the purpose, procedure, and consent of this evaluation with
open-ended questions. The task of the participants was to
compare explanations generated by Vanilla LLM and PAIEL
using their packet files, including security alerts, with access to
specification documents and online resources. This evaluation
was conducted using a 5-point Likert scale with accompany-
ing free-text comments, following best practices in security
research [43], although we omit the questionnaire details due
to space limitations. Evaluation criteria include overall rating,
which assesses the usefulness of the explanations and partici-
pants’ willingness to use them in real-world tasks. Additional
evaluation criteria assess the quality of information generated
by LLMs, their impact on analysis speed, and their impact on
the analysis quality of security alerts.

B. Results

The results are shown in Table IV. It indicates that PAIEL
achieves higher scores than Vanilla LLM in most categories:
remarkably, for all the evaluation items among the overall
rating and the impact of the analysis speed, all the participants,
including both novice and veteran analysts, rated significantly
higher scores. Vanilla LLM achieves a higher score for the
readability and comprehensibility of output because expla-
nations with detailed content sometimes overwhelm several
users. Although both methods receive moderate scores for the
discrimination between normal/abnormal traffic, this indicates
that protocol-level explanations alone still remain insufficient.
We also received a positive comment for PAIEL as follows,
although most comments are omitted due to space limitations:
"The summary information provided by PAIEL is effectively
generated from detailed ICS protocol information and device
data, aiding in understanding the relationship between equip-
ment behavior and network events. As a result, it facilitates
the interpretation of on-site conditions.” We received this
comment from a novice analyst. While novice analysts are
often challenged by the analysis of security alerts [44], PAIEL
can facilitate the interpretation of packets according to the

comment. Overall, this evaluation demonstrates that PAIEL is
practical for SOC analysts in the real world.

VII. ETHICAL CONSIDERATIONS AND LIMITATIONS

For ethical considerations of the extensive experiments in
Section V, we used publicly available datasets in the automatic
evaluation because of the use of an external LLM service, and
we collected neither personally identifiable information nor
sensitive information. Before human evaluation, potentially
identifying information contained in free-text responses, such
as names and system identifiers, was anonymized and access to
the data was restricted to the members involved in the human
evaluation.

Likewise, for ethical considerations of the evaluation in the
real world in Section VI, all the participants were informed
in advance of the evaluation purpose and procedures, and
informed consent was obtained prior to participation. All pro-
cessing with their private packets was utilized in local models,
and no private data was transmitted to external services.

There are three limitations of this paper. First, this study
evaluated PAIEL on only two protocols, thereby limiting
the generalizability to other protocols. Second, the service
database must currently be manually constructed from protocol
specifications, which may cover neither undocumented content
nor incomplete specifications. Third, the current evaluation in
the real world involved seven SOC analysts from a single
country, and the results might be biased by the authors’ culture.
We are in the process of investigating PAIEL on diverse
environments to overcome the above limitations.

VIII. CONCLUSION

This paper proposed PAIEL to address the challenge of
generating faithful and accurate protocol-level explanations
from a single packet. This task is important for effective SOC
analysis but remains challenging due to the lack of protocol-
level knowledge. PAIEL solves it by integrating structured
context and semantic context. We demonstrated that PAIEL
outperforms the common LLM baselines in terms of the
answer relevancy and the control accuracy in human evaluation
and the faithfulness in the automatic evaluation through exten-
sive experiments. Importantly, these advantages indicate that



both structured context and semantic contexts are necessary
to generate accurate and faithful protocol-level explanations.

We

then conducted an evaluation of PAIEL by providing

it with SOC analysts in the real world, and confirmed if
PAIEL is practical in actual SOC operations. Future work
includes further evaluation of a broader range of protocols,
automating the construction of a service database, and real-
world deployments into diverse SOCs.
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