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Abstract—The increasing significance of space-system cyber-
security in the space industry underscores the necessity of
moving beyond development paradigms based on security by
obscurity. Consequently, international standards such as ISO
20517 recommend the use of threat modeling to ensure security
when developing space systems. Because manual threat modeling
is time-consuming, it has motivated substantial research into the
development of automated tools. Despite this interest, automated
threat modeling tools specialized for the space domain remain
scarce. Therefore, this paper proposes an automated threat
modeling tool for the space domain by enhancing the Microsoft
Threat Modeling Tool (MS-TMT). The tool was developed by
integrating the Aerospace SPARTA matrix and the D3FEND
knowledge base into MS-TMT. To evaluate its effectiveness, we
conducted a case study involving four space-system security
incidents, including the Viasat hacking. In the absence of existing
satellite-specific threat modeling tools, we selected SecOpsTM as
a comparative baseline because it is an automated threat model-
ing tool that identifies threats in a manner conceptually similar
to our approach, enabling a fair and meaningful comparison.
The quantitative evaluation demonstrated that our tool achieved
an accuracy of 100%, whereas SecOpsTM achieved an average
accuracy of 54%.

I. INTRODUCTION

The number of space systems in Earth orbit has dramatically
increased from tens in 2012 to thousands by 2023 [1]–[3].
In particular, the advent of Low Earth Orbit (LEO) mega-
constellations, such as Starlink and OneWeb, is expected to
further increase the importance of space systems, as these
constellations provide essential services to modern society,
including Earth observation, machine-to-machine communica-
tion, and Internet services [4]–[7]. Historically, the security
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of space systems was primarily addressed through security
by obscurity [8]–[10]. This approach relied on hiding system
information—such as requirements and system design—to
prevent potential adversaries from launching cyberattacks.
However, this strategy has become insufficient, as recent
reports indicate that attackers increasingly exploit human-
related weak links—such as system operators—rather than
merely targeting technical vulnerabilities [11]–[13]. These
attacks often leverage social engineering techniques to trick
operators into divulging login credentials or to lead to mistakes
that cause the unintentional disclosure of sensitive information.

Consequently, several nations have recently published se-
curity policies and guidelines for the cybersecurity of space
systems. Notably, the United States released the Space Policy
Directive–5(SPD–5) in 2020, which outlines cybersecurity
principles for systems operating in space [14]. Furthermore,
the Biden administration enacted the S.3511 legislation in
2022 to enhance the cybersecurity of commercial space sys-
tems and has issued various guidelines for the secure operation
of space systems [15]–[17]. Standardization bodies have also
proposed security policies and requirements that space sys-
tems—including both ground infrastructure and spacecraft—
must satisfy. For example, ISO 20517 and ISO 22893 stan-
dards were developed to systematically manage cyber threats
throughout the entire lifecycle of space systems and to ensure
mission assurance [18]. Specifically, ISO 20517 recommends
System Theoretic Process Analysis for Security(STPA-Sec),
based on the System Theoretic Accident Model and Processes
(STAMP), to analyze space systems from a safety and security
perspective [19].

However, a fundamental challenge of threat modeling is that
its goal—to identify every potential threat within the system
under analysis—can be time-consuming and costly when per-
formed manually by an analyst without automated support. For
instance, guidelines published by Security Compass indicate
that using automated threat modeling tools can reduce its cost
to approximately 10% of the cost incurred manually [20].
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Consequently, extensive research is actively being conducted
on the threat modeling [21], [22], [24], [42], [43]. However,
there is currently no dedicated automated threat modeling tool
specifically tailored for systems operating in the space domain.

In this paper, we propose an automated threat modeling
tool for space systems. We develop our tool by integrating
Aerospace’s SPARTA [29]—which catalogs threats relevant
to space systems—and additional knowledge bases into MS-
TMT, one of the most widely used automated threat modeling
tools [25]. The remainder of this paper is organized as fol-
lows. Section 2 introduces the background and preliminaries
necessary to understand our work. Section 3 reviews related
work. Section 4 presents our method for specializing MS-
TMT for space systems, detailing how the SPARTA and
D3FEND databases [36] were analyzed and integrated. Section
5 describes the tool we developed in detail. Section 6 shows
the results of a case study on two known security breach in-
cidents in the space domain using our tool. Section 7 presents
the evaluation results, focusing on the tool’s accuracy in
identifying threats from actual space-system incidents. Finally,
Section 8 summarizes our research.

II. BACKGROUND / PRELIMINARIES

In this section, we provide the background and preliminaries
necessary to understand the STRIDE threat modeling method-
ology and its automated threat modeling tool, MS-TMT.

A. STRIDE threat modeling

STRIDE is a threat modeling methodology originally pro-
posed by Loren Kohnfelder and Praerit Garg at Microsoft [23].
Although it was initially developed for desktop software such
as Windows and Office, STRIDE has since been widely
applied across a broad range of systems. The methodology
typically consists of the following five steps:

1) Creating a Data Flow Diagram(DFD): Modeling the
target system by abstracting it into data flows and their
interactions.

2) Constructing an attack library: Gathering threat in-
formation relevant to the target system.

3) Analyzing threats: Identifying threats applicable to
each element of the DFD.

4) Deriving an attack tree: Developing attack scenarios
based on the identified threats.

5) Deriving mitigations: Proposing mitigations to address
the threats represented in the attack scenarios.

This methodology classifies potential threats into six distinct
types. These six threats are defined as follows:

1) Spoofing (S): Impersonating an authorized entity.
2) Tampering (T): Modifying data stored on disk, trans-

mitted across a network, or held in memory.
3) Repudiation (R): The ability of an actor to deny per-

forming an action.
4) Information disclosure(I): Exposing information to

unauthorized parties.

5) Denial of service (D): Actions that prevent the system
from providing services to legitimate users.

6) Elevation of privileges (E): Gaining unauthorized priv-
ileges or capabilities beyond those legitimately granted.

B. MS-TMT

MS-TMT is Microsoft’s threat modeling tool used within
the Security Development Lifecycle (SDL) [25]. It enables
users to construct DFDs and automatically identify potential
threats based on the STRIDE methodology. To support these
functionalities, MS-TMT defines templates consisting of the
following components:

1) Stencils: The architectural elements of the system (i.e.,
DFD components).

2) Threats: A factor or condition that can negatively affect
the stencils themselves or their interactions.

For threats, MS-TMT adopts predefined threat definitions
based on the STRIDE methodology. For stencils, MS-TMT
provides five stencil types, as shown below:

1) Process: Any executable code or function that handles
data, such as executables, assemblies, or COM compo-
nents.

2) External entity: A user, organization, or system outside
the modeled boundary, beyond the control of the target
system.

3) Data flow: The transfer of information between DFD
elements, such as network messages or function calls.

4) Data store: A location where data is stored, such as
files, databases, or registry keys.

5) Trust boundary: A boundary separating areas with
differing privilege levels. Any data or execution flow
crossing this boundary indicates a need for security
review.

III. RELATED WORK

In this section, we summarize the recent researches related
to our research topic. When selecting the papers to analyze, we
followed a structured approach rather than simply searching
academic databases.

A. Paper selection strategy

We collected and analyzed recent papers similar to our
research topic following the three steps below.

1) Keyword-based collection: We queried across ma-
jor academic databases—including IEEE, Elsevier, and
Google Scholar— using a combined set of keywords.
The first keyword group included terms such as “space
system”, “space segment”, and “satellite”, while the
second group included “threat modeling tool” and “au-
tomated threat modeling”. We restricted the results to
papers published within the last five years, yielding 84
papers in the initial stage.

2) Screening based on abstracts and conclusions: We
examined the abstract, introduction, and conclusion of
each paper to determine its relevance. Papers not directly
related to either cybersecurity for space systems or threat



Fig. 1: Bridging SPARTA TTPs to D3FEND artifacts using MITRE ATT&CK TTPs

modeling methodologies/tools were excluded. Through
this screening process, 25 papers remained.

3) Reviewing full-text: We reviewed the main body of
these 25 papers and ultimately selected 3 papers that
were most relevant to our research scope.

B. Analyzing related works

In 2024, Kvam Frøseth conducted threat modeling for
maritime operations that rely on LEO satellite communica-
tions [22]. This research applied STRIDE threat modeling
to the Starlink LEO communication system and used the
SPARTA matrix to assess attack scenarios affecting maritime
ground infrastructure. The results demonstrated that STRIDE
provides a holistic view of threats—identifying Spoofing,
Information Disclosure, and Denial of Service (DoS) as high-
risk threats—while SPARTA validated that an SDR-based GPS
spoofing attack could lead to severe maritime incidents. A
key limitation, however, is the absence of a threat modeling
framework tailored for maritime-satellite environments, requir-
ing manual refinement of both STRIDE and SPARTA to match
domain-specific assets and threat characteristics.

In 2025, Tran et al. introduced TerrARA, an automated
threat modeling tool for IaC (Infrastructure as Code)-based
cloud environments, focusing primarily on AWS Terraform
configurations [21]. TerrARA automatically extracts DFDs
from Terraform files and applies the SPARTA engine with 72
cloud-specific threat patterns. Strengths include: (1) accurate
reflection of the deployed system through IaC parsing, en-
abling CI/CD integration, and (2) fine-grained cloud-oriented
threat detection. However, TerrARA faces challenges such as
difficulty detecting implicit communication paths not repre-
sented in IaC files, complexity in node consolidation, and the
absence of threat prioritization.

In 2025, Amro et al. proposed ThreatSpider, a Cyber
Threat Intelligence(CTI) driven semi-automated threat mod-
eling framework [24]. ThreatSpider integrates multiple CTI
sources—including ATT&CK, ATLAS, EMB3D, SPARTA,
and NVD—to automate threat identification, mitigation gener-
ation, and cybersecurity requirement derivation throughout the
system development lifecycle. The framework offers advan-
tages such as reduced manual effort, improved model currency
through CTI-based updates, and support for compliance with

standards like IEC 62443 and ISO 27001. Its limitations
include insufficient domain support (e.g., for space systems),
the need for more refined system property mappings across
CTI sources, and the lack of integrated threat prioritization or
risk assessment features.

IV. OUR APPROACH: INTEGRATING SPARTA AND
D3FEND INTO MS-TMT FOR SPACE DOMAIN

In this section, we describe the process by which we
integrate the SPARTA and D3FEND databases into MS-TMT
to specialize the tool for the space domain. To define stencils
for modeling space system as well as ground infrastructures
to identify potential threats for each stencil, we relied on the
D3FEND and SPARTA cybersecurity databases, respectively.
To determine whether threats documented in SPARTA can be
applied to the artifacts defined in D3FEND, we leveraged
MITRE ATT&CK as a common logical intermediary refer-
enced by both sources. This forms the logical chain: SPARTA
TTP - MITRE ATT&CK TTP - D3FEND artifact, as shown
in figure 1.

A D3FEND artifact represents any object that can be
compromised by a threat actor. The D3FEND Artifact On-
tology (DAO) structurally links ATT&CK-defined threats to
the artifacts they can target [36]. This structural relationship
enables us to both refine system component definitions and
systematically determine which threats can affect each com-
ponent.

A. Defining stencils in template with D3FEND

We began by investigating the components and objects of
spacecraft and ground infrastructure. We analyzed documenta-
tion such as open-source software requirements, NASA design
reports, and cybersecurity guidelines for ground infrastruc-
ture issued by international governmental and organizational
bodies. However, this information was inconsistent across
documents, varying widely depending on mission profiles and
security policies.

To address this inconsistency, we systematically catego-
rized space system components into domain-specific segments
and subsystems. We referenced classifications in prior litera-
ture [30]–[35], including recent survey papers and NASA tech-
nical documents that distinguish bus and payload components.



Through this process, we identified the initial set of stencils for
the threat modeling template, including subsystems from the
space segment (e.g., attitude control, power, communication
subsystems) and from the ground segment (e.g., mission
analysis, tracking, and transmission modules).

However, we recognized that these initial components were
insufficient for comprehensive threat modeling for 2 reasons.

[Identified Issues]
• Not all digital objects and relevant data that com-

prise the space system were fully identified (e.g.,
OS process, file system, network flow type). The
general IT components that make up the ground
infrastructure were not sufficiently considered in the
initial set.

• Lacking clear rationales or logical links for deter-
mining which specific threats could apply to each
component.

To resolve these issues, we used the DAO from D3FEND to
extend the component set in two ways:

[Our actions]
• We incorporated general IT infrastructure elements

that are also present in space systems (e.g., file
systems, databases, OS processes) into the stencil
definitions.

• We derived properties and constraints for each sten-
cil based on DAO semantics to enable precise threat
identification.

For example, D3FEND defines a configuration file as a
subtype of file. Accordingly, we assigned the property “stores
configuration data” to the file-system stencil. During model-
ing, whether a DFD element represents a configuration-file
storage determines which threats are applicable, based on
DAO-derived constraints. After defining stencil properties, we
mapped all components to the fundamental DFD elements:
process, data store, external entity, data flow, and trust bound-
ary. For instance, the communication subsystem of the space
segment was mapped to a Process element as “Space-Segment
Communication Module Process.”

B. Defining threats in template with SPARTA

To identify threats specific to the space domain, we rede-
fined the general STRIDE-based threats provided by MS-TMT.
This was necessary because the default STRIDE definitions
focus primarily on general-purpose software systems and do
not adequately capture the threat landscape of the space envi-
ronment. Thus, we derived space-specific threats by referring
to the Tactics, Techniques, and Procedures (TTPs) documented
in Aerospace’s SPARTA framework, which extends MITRE
ATT&CK for space systems.

After redefining these threats, we used the previously
described MITRE ATT&CK–DAO structural relationship to
determine the system components to which each threat may
apply. This allowed us to map SPARTA TTPs to components

aligned with D3FEND artifacts, using ATT&CK techniques as
the logical bridge.

During this process, we identified several missing links in
which specific SPARTA threat elements lacked corresponding
D3FEND artifacts. These gaps limited the ability to determine
which system components could be affected by particular
attack techniques. To resolve this issue, we analyzed officially
reported satellite-related security incidents [26] to identify
which components were targeted in real attacks. This analysis
enabled us to manually establish the missing associations
between SPARTA threats and D3FEND artifacts, ultimately
ensuring completeness in the specialized threat model.

V. TOOL IMPLEMENTATION

Building upon the approach described earlier, this section
explains the implementation details of our space-system tem-
plate for MS-TMT. We developed a template that defines sten-
cils for modeling space systems across the ground, user, space,
and link segments. In addition, we specified the conditions
under which threats are instantiated within the template. The
complete version of the template, including usage examples,
is publicly available in our repository [37].

A. Stencils in template
The stencil set consists of 34 elements, comprising 6 basic

stencil types and 28 specific stencils that represent concrete
instances of those types. Each stencil is defined with properties
such as its operational environment, privilege level, and so on.

Fig. 2: Stencils for transmission and reception module in our
template

As shown in figure 2, we defined the transmission and recep-
tion module of the ground segment as an MS-TMT stencil.
This module is responsible for the physical transmission
and reception of Radio Frequency (RF) signals exchanged
between the ground segment and the space segment. In its
configuration, Process running on is set to ground segment,
and the property Implements or uses a communication protocol
is set to Yes, indicating that the module either implements
or utilizes a communication protocol. This stencil is used to
analyze threats targeting the communication boundary between
the space and ground segments—one of the most critical
interfaces in space systems.



Fig. 3: Modeling KA-SAT system in MS-TMT

B. Threats in template

We defined a total of 131 unique threat types. To determine
the threat-instantiation conditions, we referred to the SPARTA
TTP - space component mapping established from the previous
process. We also analyzed real-world space-domain security
incidents and extracted common patterns indicating where
threats could arise within a DFD. These patterns were then
formalized into threat-identification rules in MS-TMT.

Title: [IA-0002] Compromise Software Defined Radio
Threat identification rule: Conditions under which this
threat is instantiated in the model.

• Include: (target is [Space Segment Communica-
tion Module Process] or target is [Ground Segment
Transmission and Reception Module]) and (flow
crosses [Generic Trust Line Boundary] or flow
crosses [Generic Trust Border Boundary])

• Exclude: -

One of the threats included in our template is Compromise
Software-Defined Radio. This threat targets the module re-
sponsible for RF signal transmission and reception. It can be
triggered not only when an attacker gains physical access to
a ground station but also when a malicious spacecraft attacks
another spacecraft in orbit. Accordingly, we defined its target
as either the Space Segment Communication Module Process
or the Ground Segment Transmission and Reception Module
Process. Furthermore, the threat is instantiated only when a
data flow crosses a trust boundary—for example, when a
privileged attacker bypasses security mechanisms and gains
unauthorized access across the Generic Trust Boundary. This

reflects the escalation conditions under which a compromise
of the RF chain becomes a significant security threat.

VI. CASE STUDY

In this section, we present the results of the threat mod-
eling conducted for two known security breach scenarios in
the space domain—using our specialized MS-TMT template.
Specifically, the Viasat hacking incident and the memory
manipulation attack demonstrated in DefCon 2022.

A. Viasat hacking incident

The Viasat hacking is a well-known security breach inci-
dent in the space domain. The attack occurred on February
24, 2022, when the Viasat KA-SAT network experienced a
widespread service outage [27]. The attacker initially gained
access through a misconfigured VPN device and subsequently
executed malicious commands on modems communicating
with the space segment. By overwriting the flash memory
in the modem, the attacker rendered it inoperable, ultimately
causing a denial-of-service of the satellite Internet service.

We first created the DFD of the KA-SAT system using
the stencils defined in our tool, as illustrated in figure 3.
The diagram is divided into four segments—ground, space,
user, and link—separated by trust boundaries. Each segment
contains components representing functional elements of the
space system. The ground segment includes operational com-
ponents such as the command module, the transmission and
reception module, and the network management module, where
the external entity, the human operator, interacts with the
system via remote access. The space segment is composed
of the communication module and the C&DH module, while



the user segment consists of the modem and the bootloader,
representing the end-user terminal infrastructure. The link seg-
ment is expressed as data flows connecting these components,
capturing all communication channels, including intra segment
links, ground to ground communication, and uplink/downlink
communication.

By applying our template’s threat-identification rules to the
KA-SAT DFD, we identified 435 potential threats across the
system. These threats encompass all SPARTA tactic categories
and cover diverse attack surfaces spanning the ground, space,
user, and link segments. Table 1 illustrates a representative
subset of threats that were exploited in the actual Viasat
incident.

ID Threat Title
1 [REC-0005.04] Eavesdropping: Active Scanning

(RF/Optical)
2 [RD-0002.01] Compromise Infrastructure: Mission-

Operated Ground System
3 [IA-0008.01] Rogue External Entity: Rogue Ground Sta-

tion Compromise Infrastructure: Mission-Operated Ground
System

4 [EX-0010.02] Malicious Code: Wiper Malware
5 [PER-0005] Credentialed Persistence
6 [DE-0011] Credentialed Evasion

...
434 [LM-0007] Credentialed Traversal
435 [IMP-0002] Disruption

TABLE I: Identified threats for the Viasat hacking

Specifically, many of the automatically generated threats
align with those reported in the actual Viasat incident—such
as threats involving unauthorized access to ground infrastruc-
ture, manipulation of modem firmware, and exploitation of
misconfigured authentication mechanisms [28]. Additionally,
several threats that were not explicitly mentioned in official
reports but are plausible within the KA-SAT architecture were
also identified, highlighting the tool’s ability to reveal latent
or overlooked attack paths.

B. DefCon 2022 - memory manipulation attack

This case was demonstrated by Brawner at DefCon
2022 [38]. He demonstrated how an adversary with knowledge
of the target spacecraft’s memory architecture can exploit
the inherent trust relationship between ground and space
segments. The attacker conducts extensive reconnaissance to
understand memory maps and the interaction between the
VxWorks operating system and PowerPC processor. With this
knowledge, a single command packet transmitted through
authenticated and encrypted channels can overwrite critical
memory locations, causing the spacecraft’s kernel to crash
and rendering it unable to process information. This scenario
was subsequently analyzed using the SPARTA framework,

with a detailed kill chain published by Aerospace at DefCon
2023 [46].

Since the specific space system architecture used in this
demonstration was not publicly disclosed, we applied our
threat modeling approach to the same generic DFD used
for the KA-SAT analysis. This DFD represents a represen-
tative space system model encompassing ground segment
operational modules, space segment processing components,
and the communication links between them. By utilizing
this generalized architecture, we demonstrate the template’s
applicability across different space system scenarios without
requiring detailed proprietary system information.

Applying our MS-TMT template to this scenario generated
the same comprehensive set of 435 threats identified in the
KA-SAT analysis. Table 2 presents the specific subset of
threats that correspond to the attack techniques.

ID Threat Title
1 [REC-0001.09] Gather Spacecraft Design Information:

Fault Management
2 [REC-0003.02] Gather Spacecraft Communications Infor-

mation: Commanding Details
3 [IA-0007.02] Compromise Ground System: Malicious

Commanding via Valid GS
4 [IA-0009.03] Trusted Relationship: User Segment
5 [EX-0006] Disable/Bypass Encryption
6 [EX-0009.01] Exploit Code Flaws: Flight Software
7 [EX-0012.03] Modify On-Board Values: Memory

Write/Loads
...

432 [IMP-0002] Disruption
433 [IMP-0003] Denial
434 [IMP-0004] Degradation
435 [IMP-0005] Destruction

TABLE II: Identified threats for the memory manipulation
scenario

Notably, our automated threat identification successfully
captured all TTPs outlined in the kill chain presented by [46],
including reconnaissance activities, exploitation of trusted
command pathways, and direct memory access vulnerabilities.
This demonstrates the template’s capability to systematically
identify relevant threats across diverse attack scenarios within
the space domain.

VII. EVALUATION

In this section, we describe the data and procedures used
to evaluate the accuracy of our enhanced MS-TMT template
in identifying threats relevant to space systems. We also
present the results of comparing our template with an existing
automated threat-modeling tool. The detailed threat-modeling
results for each attack case used in the evaluation are available
in our GitHub repository [37].



Because no automated threat-modeling tool specifically
designed for space systems currently exists, we selected a com-
parative tool that produces threat information in a form most
analogous to ours. The tool chosen was SecOpsTM, a Python-
based automated threat-modeling tool that identifies potential
threats from a DFD and outputs them in the MITRE ATT&CK
TTP format. To ensure a fair comparison, we configured the
tool with attribute values that mirror the conditions used in
our own template.

A. Collecting data for evaluation

To evaluate the accuracy of our template, we first collected
space system-relevant attack cases reported in academic re-
search over the past five years. The following criteria were
applied:

1) The selected cases had to include information at a level
of detail comparable to threats documented in MITRE
ATT&CK, rather than providing only Proof-of-Concept
(PoC) vulnerabilities.

2) To ensure an objective evaluation, attack cases refer-
enced during the development of our template were
excluded.

Using these criteria, we collected four satellite-related secu-
rity incidents. These included the well-known Viasat hacking
incident and three additional cases reported at prominent
security conferences such as DEFCON.

B. Evaluation process

We evaluated accuracy using the collected cases according
to the following procedure:

1) Each attack case was documented and mapped to the
corresponding MITRE ATT&CK TTPs. This mapping
was based on expert analyses that reference MITRE
ATT&CK. The manually identified ATT&CK TTPs
were used as the ground truth for evaluation.

2) For each case, we constructed a DFD of the target
system and analyzed it with the SecOpsTM tool to iden-
tify threats. SecOpsTM was selected as a comparative
baseline because it similarly derives MITRE ATT&CK-
based TTPs from a DFD [41].

3) Since our tool identifies SPARTA TTPs while SecOp-
sTM identifies MITRE ATT&CK TTPs, we converted
our tool’s results into ATT&CK TTPs using established
mappings between the two frameworks. This conversion
was necessary to enable a direct, consistent comparison.

C. Overall evaluation results

Using the evaluation dataset, we conducted threat modeling
with both our enhanced MS-TMT tool and SecOpsTM. The
threats identified by each tool were then compared against
the ground truth to quantitatively assess accuracy. Across all
four attack cases, our tool demonstrated significantly higher
accuracy than SecOpsTM as shown in table 3.

For example, in the Viasat hacking incident, experts identi-
fied 27 security threats. Our tool successfully identified all of
them, while SecOpsTM identified only 7 threats. In table 4,

TABLE III: Results of evaluation

Case No. Accuracy rate of identified threat
SecOpsTM Ours

[28] 26% 100%
[38] 66% 100%
[39] 64% 100%
[40] 58% 100%

Total 54% 100%

a detailed comparison of identified threats for the Viasat case
shows this contrast clearly.

TABLE IV: Comparison of identified threats for the Viasat
hacking

MITRE ATT&CK Technique
SecOps

TM
Our

Template
[T1595] Active Scanning X O
[T1593] Search Open Websites/Domains X O
[T1589] Gather Victim Identity Info. O O
[T1650] Acquire Access X O
[T1586] Compromise Accounts X O
[T1588] Obtain Capabilities X O
[T1190] Exploit Public-Facing App. X O
[T1133] External Remote Services X O
[T1078] Valid Accounts X O
[T1195] Supply Chain Compromise O O
[T1059] Command and Scripting Interpreter X O
[T1072] Software Deployment Tools O O
[T1542] Pre-OS Boot O O
[T1068] Exploit for Privilege Escalation X O
[T1562] Impair Defenses O O
[T1070] Indicator Removal O O
[T1049] System Network Connections Disc. X O
[T1082] System Information Discovery X O
[T1021] Remote Services X O
[T1570] Lateral Tool Transfer X O
[T1529] System Shutdown/Reboot X O
[T1485] Data Destruction X O
[T1495] Firmware Corruption O O
[T1561] Disk Wipe X O
[T1531] Account Access Removal X O
[T1498] Network Denial of Service X O
[T1489] Service Stop X O

Beyond quantitative accuracy, qualitative differences also
emerged. Our tool not only matched the ground truth but
also provided precise contextual information about where each
threat could manifest—for example, the specific system com-
ponent or data flow affected. In contrast, SecOpsTM produced
several incorrect results, such as indicating that space-specific
threats could occur within ground-segment components, and
failed to detect most threats unique to the space domain.

D. Limitations and future work

Because detailed architectural information was not publicly
available for most incidents, we modeled the target systems
using a generalized space-system architecture represented as
a DFD, except in the Viasat case. As a result, both tools
may have identified threats that might not arise in the actual
system architectures, since the generalized model includes
more components and data flows than some real systems.

Although our evaluation demonstrates strong coverage of
space-relevant threats, we acknowledge that not all space-
related threats are covered by our template. The uncov-



ered threats were mostly extremely specific ground-segment
misconfigurations that fall outside the SPARTA framework’s
space-focused scope. Our template also focuses on cy-
ber threats representable within a DFD-based model; thus,
physical threats—such as kinetic anti-satellite (ASAT) at-
tacks—cannot be meaningfully modeled.

For future work, we plan to incorporate relevant parts of
MITRE ATT&CK for Enterprise to achieve more comprehen-
sive coverage of ground-segment threats while retaining our
focus on the space domain. This integration will enable the
identification of threats across a broader range of components
within space systems.

Additionally, emerging advances in artificial intelligence
present promising opportunities for enhancing the threat mod-
eling process. Recent studies have demonstrated the potential
of Large Language Models (LLMs) in automating traditional
threat modeling tasks. Elsharef et al. proposed an LLM-
based system that automatically extracts design characteristics
from documentation and answers threat modeling questions,
achieving over 75% accuracy in meeting human evaluation
expectations [44]. Wu et al. introduced ThreatModeling-LLM
for banking systems, demonstrating significant improvements
in threat identification through prompt engineering and fine-
tuning techniques, with accuracy increasing from 0.36 to 0.69
on the Llama-3.1-8B model [45].

While no studies have yet applied AI or LLMs to space
domain threat modeling, the SPARTA-MITRE ATT&CK-
D3FEND integration framework established in this research
provides a foundation that could benefit from such automa-
tion in future iterations. Specifically, LLMs could assist in
automating stencil derivation from space system architectures
and formulating threat conditions by leveraging the logical
interconnections between the listed databases, potentially re-
ducing manual effort while maintaining domain-specific rigor.

VIII. CONCLUSION

In this paper, we addressed the absence of automated
threat modeling tools specialized to space systems. We pro-
posed a novel domain-specific template based on the MS-
TMT, establishing a structured methodology that integrates
three authoritative knowledge bases—Aerospace SPARTA,
MITRE ATT&CK, and D3FEND—through the logical chain:
SPARTA TTP - MITRE ATT&CK TTP(s) - D3FEND
artifact(s). This framework enabled the definition of DFD
stencils grounded in D3FEND artifacts and the systematic
linkage of these stencils to SPARTA threats, allowing for
domain-specific and comprehensive threat identification for
space systems.

We validated the proposed template using four real-world
space-related security incidents, including the Viasat hacking.
The quantitative evaluation showed that our tool significantly
outperformed the existing SecOpsTM tool, achieving 100%
coverage of the ground truth threats, compared to SecOpsTM’s
average of 54%. Moreover, qualitative analysis revealed that
our tool provides precise contextual information regarding

where threats can manifest within the system, enabling an-
alysts to identify potential attack vectors from the early stages
of system design without prior knowledge of specific incidents.

For future work, we plan to refine and expand the coverage
of threats affecting the ground segment by incorporating
relevant portions of MITRE ATT&CK for Enterprise, further
enhancing the completeness and applicability of our domain-
specific space-system threat modeling framework.
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APPENDIX

This section introduces all stencils incorporated in our
template. Both stencils and their derived stencils are denoted
in boldface, with descriptions provided for each.

1) Generic Space System Process: A representation of a
generic space system process.

• OS Process: An operating system process, or sys-
tem process, is a process running to perform oper-
ating system functions.

• Boot Loader: A bootloader is software that is
responsible for booting a computer. When a com-
puter is turned off, its software—including operating
systems, application code, and data—remains stored
on non-volatile memory. When the computer is
powered on, it typically does not have an operat-
ing system or its loader in random-access memory
(RAM). The computer first executes a relatively
small program stored in read-only memory (ROM,
and later EEPROM, NOR flash) along with some
needed data, to initialize RAM (especially on x86
systems) to access the nonvolatile device (usually
block device, eg NAND flash) or devices from
which the operating system programs and data can
be loaded into RAM.

• Space Segment Communication Module Process:
The Communication Module is the ears and mouth
for the Observatory. The system receives instruc-
tions (commands) from the space/ground segment
and sends (transmits) the science and status data
back.

• Space Segment Attitude Control Module Process:
The Attitude Control Module senses the orientation
of the Observatory, maintains the Observatory in a
stable orbit, and provides the coarse pointing of the
Observatory to the area on the sky that the Science
Instruments want to observe.



• Space Segment Propulsion Module Process: The
Propulsion Module contains the fuel tanks and the
rockets that, when directed by the Attitude Control
System, are fired to maintain the orbit.

• Space Segment Electrical Power Module Process:
The Electrical Power Module converts sunlight shin-
ing on the solar array panels into the power needed
to operate the other subsystems in the bus as well
as the Science Instrument Payload.

• Space Segment RPOD Module Process: Ren-
dezvous, Proximity Operations, and Docking
(RPOD) Module enables a spacecraft to approach
and connect with another in orbit.

• Space Segment Command and Data Handling
Module Process: The Command and Data Handling
(C&DH) Module is the brain of the spacecraft bus.
The system has a computer, the Command Teleme-
try Processor (CTP) that takes in the commands
from the Communications System and directs them
to the appropriate recipient. The C&DH also has
the memory/data storage device for the Observatory,
the Solid State Recorder (SSR). The CTP controls
the interaction between the Science Instruments, the
SSR and the Communications System.

• Space Segment PNT Payload Module Process:
The PNT (Positioning, Navigation, and Timing)
Payload Module is the component on a satellite
responsible for broadcasting signals that allow users
to determine their location and precise time.

• Space Segment Scientific Payload Module Pro-
cess: The Scientific Payload Module enables scien-
tific and remote sensing missions (e.g., sensors to
monitor space weather, or zerogravity experiment
and testing).

• Space Segment Thermal Control Module Pro-
cess: The Thermal Control Module Process func-
tions to keep all the spacecraft’s component sys-
tems within acceptable temperature ranges during
all mission phases.

• Ground Segment Tracking and Ranging Mod-
ule Process: The Tracking and Ranging Module
monitors satellites’ orbits such as position, orien-
tation, and trajectory and attains measurements of
the distance and direction from the ground station
to satellites and other space objects (e.g., debris).

• Ground Segment Transmission and Reception
Module: The (Ground Segment) Transmission and
Reception Module physically transmits/receives Ra-
dio Frequency (RF) signals to satellites.

• Ground Segment Command Module Process: The
Command Module produces commands to control
the space segment.

• Ground Segment Payload Process Module Pro-
cess: The Payload Process Module processes data
directly generated by the payload component of the
satellite (e.g., processing images from the Earth’s

atmosphere taken by the payload component of the
satellite).

• Ground Segment Mission Analysis Module Pro-
cess: The Mission Analysis Module processes data
related to the mission of a satellite (e.g., processing
data related to the orbit of a satellite to assess
whether the current orbit lets the satellite achieve
the mission).

• Ground Segment Access Terminal Module Pro-
cess: The Access Terminal Module provides opera-
tors with (remote) accesses to network enclaves in
the ground segment, such as the command module.
It is also in charge of managing access to the
software services in the ground segment, such as
flight and orbit simulation in the mission analysis
module.

• User Segment Transmission and Reception Mod-
ule: The (User Segment) Transmission and Recep-
tion Module sends/receives data from/to the user
to/from a satellite or a ground relay, such as voice
transmission over satellite communications.

2) Generic Space System Data Store: A representation of
a generic space system data store.

• File System: A representation of a file system.
• Database: A representation of a database.

3) Generic External Entity: A representation of an exter-
nal entity.

• User: A representation of a human user.
• Space Environment: A representation of space en-

vironment. This includes all non-artificial aspects of
the space including space debris and solar radiation.
Space segment processes may collect data from
space environment using sensors for analysis.

4) Generic Space System Data Flow: A unidirectional
representation of the flow of data between space system
elements.

• User I/O: A representation of human user input and
output.

• Crosslink Communication: A representation of
transmission between space segments.

• Uplink or Downlink Communication: A represen-
tation of transmission between a space segment and
a ground segment.

• Space Environment Signals: A representation of
signals coming in from or going out to space
environments.

• Ground to Ground Communication: A represen-
tation of transmission between ground segments.

• Intra Segment Link: A representation of commu-
nication within a single segment.

5) Generic Trust Border Boundary: A border represen-
tation of a trust boundary.

6) Generic Trust Line Boundary: An arc representation
of a trust boundary.


