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Key Insights

Build enclaves with tagged memory

Fine granularity and high flexibility

Combination with MPU allows tiny 2-bit tags

Reduced memory fragmentation

Shared stacks, heaps ...
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Proof-of-Concept

Integration in ISA simulator (Spike)

Full TagRoot implementation

FreeRTOS integration

Gnu GCC support

Benchmarks (Coremark, Beebs)

Open source: github.com/IAIK/timber-v

Samuel Weiser
NDSS’19, San Diego www.iaik.tugraz.at
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Bonus: New Instructions

RISC-V TIMBER-V Arguments

L
o
a
d

lb,lbu lbct,lbuct etag ← check for expected memory tag

lh,lhu lhct,lhuct etag (fault on mismatch)

lw lwct etag

ltt etag ← load and test tag w.o. fault

S
t
o
r
e

sb sbct etag,ntag ← also store new memory tag

sh shct etag,ntag

sw swct etag,ntag

Samuel Weiser
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Bonus: TIMBER-V Overhead Estimate

Average overhead: 25.2% vs 2.6% (with caching of tags)
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