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PLC operation in ICS
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PLC = Programmable Logic Controller, ICS = Industrial Control Systems
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Why reverse engineer ICS binaries?

¤ Dynamic payload 
generation

¤ No need for C2 
server (air-gap)
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¤ Analyze PLC 
malware

¤ Recover lost 
source code



Why are ICS binaries “special”?

¤ Execution model
¤Scan cycle

¤ I/O operations
¤How and where are I/O operations?

¤ File formats
¤Custom & Proprietary

¤ Optimizations
¤Or lack thereof …
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Methodology

¤ Phase 1:
1. Binary format 

reverse engineering
2. Build knowledge 

databases

¤ One-time cost
¤ Small number of 

platforms
¤ Manual or semi-

automated analysis

¤ Phase 2:
¤ Binary Analysis

¤ Automated
¤ At-scale analyses

¤ Dissect binaries
¤ Reconstruct CFG
¤ Visualize and interact 

with results
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ICSREF instantiation: CODESYS
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github.com/momalab/ICSREF



Before ICSREF
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After ICSREF
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DataData
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# Subroutine entry point
   MOV    R12, SP
   STMFD  SP!, {R11,R12,LR}
# Code
   ...
   ...

loc_Y:
# Code
   ...
   ...   
# Subroutine exit   
   LDMDB  R11, {R11,SP,PC}
# Data
   0xCAFEBABE
   0xDEADBEEF
   ...
   ...

# Code
   ...
   ...
# Call other subroutine   
   STR    Ri, [SP,#-4]!
   STR    LR, [SP,#-4]!
   LDR    Ri, =SUB_OFFSET
   LDR    Ri, [Ri]
   MOV    LR, PC
   MOV    PC, Ri
   NOP
   LDR    LR, [SP],#4
   LDR    Ri, [SP],#4
# Code
   ...
   ...
# Data section in code
   B      loc_Y
# Data
   0xCAFEBABE
   0xDEADBEEF
   ...
   ...



Knowledge databases

¤ I/O memory maps ¤ Function signatures
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Finding function arguments

¤ Arguments passed 
on the stack

¤ Symbolic execution
¤ Extract parameters
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ICSREF correctness evaluation

¤ In-house binaries
¤ GitHub

¤ 55 users
¤ 127 repositories
¤ 471 source code 

and binaries

¤ 266 binaries used 
for testing
¤ The other projects 

are code stubs or 
corrupted
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ICSREF performance
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Dell XPS 9360: Intel i7-7500U CPU, 16 GB RAM, Ubuntu 16.04



Case study
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Automated payload delivery with ICSREF



Process-aware attack results
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Tennessee Eastman chemical process – Reactor pressure

Proportional gain attack Integral gain attack



Conclusion

¤ Methodology for reverse engineering 
leveraging characteristics of ICS binaries

¤ github.com/momalab/ICSREF
¤Automated reverse engineering for 

CODESYS binaries
¤Binary and source code samples for 

experimentation

3/6/19 ICSREF: A Framework for Automated Reverse Engineering 
of Industrial Control Systems Binaries 16


