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Abstract—As Security Operations Center (SOC) teams face
challenges analyzing disparate threat feeds with varying amounts
of information, Large Language Models (LLM) are a promising
technology that can scale vulnerability prioritization efforts.
However, critical to LLMs generating accurate responses is high-
quality data on which the LLMs are trained. Recent literature
suggests that a small and near-constant number of compromised
training data can affect performances of LLMs of varying sizes.
To investigate this possible phenomena in a SOC environment,
we evaluated LLM and Prompting Technique (PT) combinations
to prioritize software vulnerabilities, using the Cybersecurity
Infrastructure and Security Agency’s Stakeholder-Specific Vul-
nerability Categorization (SSVC) framework. OpenAl ChatGPT
40-mini, Anthropic Claude 3 Haiku, and Google Gemini Flash
1.5, across 12 PTs, were instructed to analyse 384 real-world
vulnerability samples over three trials, and to return values
for the four SSVC decision points (SDP). These vulnerabilities
were classed pre- or post-Knowledge Cutoff Date (KCD) — pre-
KCD where the vulnerabilities are within the cutoff dates of
all the investigated LLMs, and post-KCD are beyond the all
LLM cutoff dates. For each trial, Fl-scores were calculated
for each LLM-PT-SDP-KCD combination. A harmonic mean
was then calculated across the three trials to yield a single
performance score for each LLM-PT-SDP-KCD combination.
We found that LLMs tended to perform stronger on post-
KCD vulnerabilities than on pre-KCD, with Gemini Flash 1.5
the strongest performer overall in conjunction on the Chain of
Thought and Few Shot PTs, particularly for the Exploitation
SDP. To explain this observation, we posit that the revisions
of the vulnerability prioritization life cycle amount to a type
of data compromise in the training dataset, such that LLMs
are hindered by older and interim reports and classifications of
vulnerabilities, hence impacting their ability to provide accurate
software vulnerability classifications. In conclusion, we call for
greater transparency in LLM training datasets for vulnerability
prioritization tasks, as well as further exploration of methods
to generate LLM training datasets optimized for vulnerability
prioritization. Code, prompt templates and data are available
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I. INTRODUCTION

Effective vulnerability management is critical for organi-
zations aiming to mitigate cybersecurity threats and mini-
mize risk exposure. A core challenge within this process is
vulnerability prioritization — the task of determining which
vulnerabilities require immediate attention and which can be
deferred. Traditionally, this task has relied on manual or semi-
automated processes within the broader vulnerability manage-
ment lifecycle. These methods often require specialized tools
and expert judgment to interpret alerts and assess potential
impacts, making the process both resource-intensive and time-
consuming [[1]. Under high-pressure conditions, this burden
can lead to misclassifications, delayed responses, or missed
critical threats.

To address these limitations, researchers have turned to
machine learning and deep learning techniques [2[|—[5[]. These
models use historical data to classify and prioritize vulnerabil-
ities based on statistical patterns. However, three key limita-
tions remain: (1) a scarcity of large-scale, high-quality labeled
datasets [[6]; (2) high dependency on the distribution and
completeness of training data, which hinders generalization
to novel vulnerabilities [7]; and (3) difficulty adapting to
evolving threats, including zero-day exploits and emerging
attack vectors [8]].

Recently, LLMs like ChatGPT, Claude, and Gemini, have
emerged as promising tools for automating vulnerability anal-
ysis. Pre-trained on vast textual corpora, these models can
interpret unstructured and semi-structured data with minimal
reliance on manual labeling [9]. LLMs have shown strong
performance in related security domains, including source
code analysis [[10] and threat intelligence classification [11]],
suggesting their potential for vulnerability prioritization.

Uhttps://github.com/LLM-Vulnerability-Prioritization/Temporal-Paradox


https://github.com/LLM-Vulnerability-Prioritization/Temporal-Paradox

While a promising development, concerns have been raised
on the training datasets of these LLMs hampering perfor-
mance. One notable paper by the developers of the Claude
LLM, Anthropic, observed that a small and near-constant
amount of data can influence LLM performance, even for
larger LLMs where one would intuit that this small amount of
poisoned data would have a negligible impact [12]. Questions
also arise from the use of synthetic data for training data to
optimize LLM performance, with recent research challenging
a current trend using synthetic data for training in the hopes
of improved performances [13], [[14].

Contribution. Based on this emerging body of literature,
we seek to determine if a similar phenomena is observed
in using LLMs for vulnerability prioritization. We do so by
asking the following research question:

o For vulnerability prioritization tasks, do LLMs perform
better on vulnerabilities published pre-KCD or post-
KCD, and why?

The hypothesis is that if an LLM is unaffected by com-
promised training data, its performance in vulnerability pri-
oritization of pre-KCD vulnerabilities would outperform its
prioritization performance of post-KCD vulnerabilities. This
would result from the LLM having seen the vulnerability
in its high quality dataset and returning accurate responses.
However, if performances post-KCD are stronger, this would
suggest that training sets are interfering with an LLM’s ability
to accurately prioritize vulnerabilities pre-KCD, resulting in a
stronger post-KCD performance in comparison.

II. RELATED WORKS

In this section, we present a summary of the literature in
the field of artificial intelligence for vulnerability management,
which are summarized in Table

Machine Learning for Vulnerability Analysis and Pri-
oritization. Security researchers have extensively leveraged
machine learning and deep learning models to perform vulner-
ability analysis and prioritization. Ghaffarian et al. [[15] cate-
gorize these approaches into three main types: (1) Supervised
Learning, where models are trained to infer specific functions
by pairing inputs with desired outputs; (2) Unsupervised
Learning, where models infer relationships within datasets
without predefined labels; and (3) Reinforcement Learning,
where models learn and adjust behavior based on reward
functions to achieve desired outcomes. For instance, Harer
et al. [[16] demonstrated that machine learning models could
effectively detect vulnerabilities in C and C++ code using
static analysis results as ground truth, achieving an ROC score
of 0.87. Similarly, Tanga et al. [[I7] found that unsupervised
learning models were effective in discriminating between
benign and malicious network traffic, highlighting their po-
tential for detecting novel and zero-day vulnerabilities due
to their independence from predefined ground truth datasets.
Hore et al. [18] developed Deep VULMAN, a reinforcement
learning-based framework for dynamically prioritizing security
threats and allocating resources, addressing the limitation of

prior research that treated vulnerability triaging as a one-time
decision process, which is suboptimal in the dynamic real-
world context of vulnerabilities.

Vulnerability categorization with LLMs. The use of
LLMs for vulnerability prioritization has also become a bur-
geoning field of research [19]. One line of research focuses on
using Bidirectional Encoder Representations from Transform-
ers (BERT) to process text by analysing the context, namely,
preceding and following words. This comprises two compo-
nents: Masked Language Modelling, which predicts masked
words (i.e., the words to be predicted) using the surrounding
context, and Next Sentence Prediction, which predicts the se-
quence in which text should occur [20]. Shahid et al. developed
CVSS-BERT, where the authors trained several BERT systems
to map vulnerability descriptions to Common Vulnerability
Scoring System (CVSS) vector string values, achieving F1-
scores between 0.83 and 0.95 [21]. Yin et al. [22] developed
ExBERT, a classification model capable of determining the
likelihood that a vulnerability will be exploited from available
descriptions, with Fl-scores of up to 0.91. Das et al. [23]
developed V2W-BERT, mapping Common Vulnerabilities and
Exposures (CVE) to Common Weakness Enumeration (CWE)
based on reports from MITRE and the National Vulnerability
Database, achieving Accuracy scores of up to 0.97. Aghaei et
al. [24] developed CVEDrill, a custom LLM model designed to
analyze vulnerability data, recommend a CVSS vector string,
and classify the vulnerability to the correct CWE, using a pre-
trained SecureBERT model, achieving F1 scores of greater
than 0.9 on select CVSS metrics.

Another line of research focuses on Generative Pre-trained
Transformers (GPT). GPT-based models are trained in an
unsupervised manner on large text corpora. In combination
with self-attention mechanisms, this allows GPTs to process
input texts and predict subsequent words for their outputs
when prompted [25]. Oniagbi [26] found LLMs beneficial
in analysing Security Information and Event Management
(SIEM) data and classifying events as Interesting or Not Inter-
esting, achieving an Accuracy of 0.914. On threat intelligence,
Shaswata et al. [27] developed Locallntel, a GPT-3.5-turbo-
based framework combining global knowledge of vulnerabili-
ties with local context knowledge of an organization’s systems
to contextualise vulnerabilities, achieving a moderate F1-score
of 0.68. The researchers used a prompting approach which, in
part, uses Chain of Thought to improve response accuracy,
as well as setting Temperature to zero to remove variation
from responses, though the capacity for LLMs to be truly
deterministic is debated [28)]).

III. METHODOLOGY

Our study seeks to explore how LLMs perform for vulner-
ability prioritization tasks on vulnerabilities perform pre- and
post-KCD. Figure [1| explains our data collection and analysis
pipeline.



TABLE I
SUMMARY OF ML AND LLM RESEARCH FOR VULNERABILITY ANALYSIS

Author(s) Research Metric Score
Description

Machine Learning Approaches

Harer et al. ML for C/C++ vul- ROC 0.87
nerability detection

BERT-based Approaches

Shahid et al. CVSS-BERT for Fl1 0.83-
CVSS vector 0.95
mapping

Yin et al. ExBERT for exploita-  F1 091
tion likelihood pre-
diction

Das et al. V2W-BERT for CVE  Accuracy 0.97
to CWE mapping

Aghaei et al. CVEDrill:  Custom FI >0.9
LLM for vulnerability
analysis

GPT-based Approaches

Oniagbi [26] LLM for SIEM event  Accuracy 0.914
classification

Shaswata et al. Locallntel: GPT-3.5 Fl1 0.68

with local context
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A. Sampling Approach

Our study used the Vulnrichment repository, which con-
tained 45,621 distinct CVE IDs as of November 22, 2024.
Given computational and cost constraints, we employed sta-
tistical sampling with a 95% confidence interval, 5% margin
of error, and 50% proportion assumption [29]. This yielded
an initial minimum required sample size of 380. To facilitate
other research, we rounded the number of samples to 384,
resulting in a sample size of 192 per class (i.e. pre-KCD and
post-KCD).

B. Analysis Dataset: VulZoo

Per Figure [T] Step 1, VulZoo is a GitHub repository of
open-source vulnerability datasets, curated by Ruan et al. [30],
from which the vulnerability details are sourced. Given LLM
strengths in analyzing semi-structured and unstructured data,
the fields as listed in Table [ have been extracted where
a CVE ID is present in the record, to be parsed with PTs
and submitted for querying to LLMs. The VulZoo dataset
comprises Git-based repositories, direct file downloads, se-
curity advisory mail crawlers, and patch codes. The authors
addressed common data quality challenges of vulnerability
datasets through [30]: (1) validating URL links; (2) running
SHA256-based de-duplication; and (3) removing irrelevant
files.

C. Knowledge Cutoff Date Stratification

The KCDs of the selected LLMs are shown in Table
To compare LLM performances pre-cutoff and post-cutoff,
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Fig. 1. Overview of our methodology showing how stratified vulnerability
samples, prompting strategies, and MWSs are processed and queried across
multiple LLMs to extract SSVC decision values and evaluate performance
using harmonic-mean F1-scores.

Table |III] indicates that all the knowledge bases of the LLMs
cover dates prior to 2023-08-01, while none of the knowledge
bases cover dates after 2023-11-01. Therefore, per Figure [I]
Step 2, to generate pre-cutoff and post-cutoff samples, vul-
nerabilities before 2023-08-01 are tagged as pre-cutoff, while
vulnerabilities after 2023-11-01 are tagged as post-cutoff.



TABLE II
VULZOO DATASETS AND SEMI-STRUCTURED AND UNSTRUCTURED FIELDS
SELECTED FOR STUDY, AS WELL AS THE COUNT OF SAMPLE CVE IDS IN
THE DATASET

Dataset # of Fields
CVEs

AttackerKB 256 Document Description;
MITRE Tactics; Timeline;
Vulnerable Versions; Vendor
Product Names; Tags

Bugtraq 8 Advisory Email

CISA KEV 20 Vendor; Product;
Vulnerability Name; Short
Description; Required
Action; Known Ransomware
Campaign Use

CVE 384 Description

Exploit DB 8 Description; Content

Full Disclosure 10 Advisory Email

Linux Vulns 23 Descriptions; Title; Email
Advisory

OSS Security 20
Patch Database 11
ZDI Advisory 109

Advisory Email
Code

Title; Vendors; Products; De-
scription; Additional Details;
Timeline

TABLE III
LLM KNOWLEDGE CUTOFF DATES.

LLM Cutoff Date
OpenAl ChatGPT 40-mini 2023-10-01
Anthropic Claude 3 Haiku 2023-08-01
Google Gemini Flash 1.5 2023-11-01

D. Selecting Prompting Techniques

To evaluate LLMs under diverse interaction paradigms, per
Figure [I] Step 3a, we utilize a set of PTs informed by the
taxonomy proposed by Tony et al. [31]]. PTs which are grouped
into five major categories:

1) Root Techniques: Basic, standalone prompts used as a

baseline for LLM performance (e.g., ZS, OS).

2) Refinement-Based Techniques: Iterative prompting
techniques where model outputs are revised based on
feedback.

3) Decomposition-Based Techniques: Techniques that
segment complex problems into smaller tasks to improve
reasoning (e.g., step-by-step).

4) Reasoning-Based Techniques: Prompts that encourage
logical inference, such as CoT.

5) Priming Techniques: Techniques that include cultural
memes to orient the model towards desirable outputs

(e.g., role-play).

Some PTs—such as Progressive Hint and Least-to-Most—
require users to provide feedback or structure sub-tasks in-
teractively across multiple prompts [32]. While these methods
have shown promise in guiding LLMs toward more accurate
outputs, they place a significant burden on the user to act
as a facilitator of the model’s reasoning process. This is
suboptimal in a high-pressure SOC environment and as such,
were excluded from the study. See Appendix |A| for the list of
PTs used in this study.

E. Selecting Vulnerability Prioritization Framework

To facilitate other ongoing research, we selected the SSVC
framework with which to instruct LLMs to perform their
analyses, given its aim to provide context-aware prioritizations.
This is in contrast to the other vulnerability prioritization
frameworks which are generic in nature and do not take
into account an organization’s context. Further, given research
has already been conducted in using LLMs for vulnerability
prioritization frameworks such as the CWE and CVSS, the
relative lack of research using LLMs for SSVC prioritization
is an opportunity for this study to contribute to the field. The
SSVC comprises four decision points:

1) Exploitation: Assesses whether the vulnerability is cur-
rently being exploited or has credible reports of exploita-
tion in the wild.

2) Automatable: Determines the extent to which the ex-
ploitation process can be automated, which may impact
how quickly the threat can spread or be weaponized.

3) Technical Impact: Evaluates the potential damage the
vulnerability could cause, such as loss of confidentiality,
integrity, or availability of critical systems.

4) Mission & Wellbeing: Reflects the potential harm to the
organization’s mission or human wellbeing if the vul-
nerability is exploited, emphasizing contextual impact
beyond technical considerations.

. These decision points values, when parsed through the
decision tree, culminate in a prioritization outcome. Given
requirements to provide justifiable decisions [33]], per Figure
Step 4, we instructed LLMs to provide values to the four
decision points in their response, rather than provide a final
outcome. Doing so provides SOC teams some insight into how
an LLM has analyzed a given vulnerability in a manner that
is organization-specific.

F. Selecting, Configuring and Querying LLMs

Given their ability to analyze semi-structured and unstruc-
tured textual data in an automated manner, LLMs appear to be
the appropriate tool to analyze vulnerabilities and recommend
responses. Newer proprietary LLM models, such as ChatGPT
ol, Claude Opus 3, and Gemini Pro 1.5 have high input
and output per million token costs. At the time of writing,
the total cost per million input and output tokens ranges
from US$6.25 to US$90 for these premium models [34],
making them prohibitively expensive for this study. As such,



for Figure [I] Step 4, we selected models that were cost-
effective and exhibited good performances per commonly-
accepted benchmarks [35[], listed in Table Based on the
subsequent LLM queries that were run in this study, this
yielded costs as shown in Table [V]

TABLE IV
LLM CONTEXT WINDOWS AND PRICING [34].

LLM Context Input Output
Window ($/M)  ($/M)

ChatGPT  4o- 128K 0.15 0.60

mini

Claude 3 Haiku 200K 0.25 1.25

Gemini Flash 1.5 IM  0.075 0.30
TABLE V

TOTAL COST OF LLM TOKEN USAGE. CALCULATED BY OPENROUTER
PRICES [34] AND THE SUM OF THE ‘TOTAL_TOKENS’ FOR ALL QUERY
RESPONSES FROM OPENROUTER.

LLM Total Tokens Cost/M Total

$) Cost ($)

Claude 3 Haiku 113,283,270 1.50 169.92

Gemini Flash 1.5 98,495,136 0.375 36.94

ChatGPT 4o- 91,151,176 0.75 68.36
mini

Total Cost 275.22

Further, these models are already accessible to many or-
ganizations globally. Industry statistics suggest that 66% of
the cloud computing market share globally comprises Amazon
Web Services, Microsoft Azure, and Google Cloud [36], all
of which offer at least one of these LLMs, making it easier to
integrate these models into existing IT infrastructure [37]-[39].
This would make this study more applicable to organizations
in this situation. For this study, these LLMs are accessed via
OpenRouter, an online platform that provides API access to
a wide variety of LLMs [34]. The API allows for parameters
such as Temperature, Top-K and Top-P to be set. We set these
parameters as listed in Table [VI]

TABLE VI
LLM PARAMETERS.

Parameter Value
Temperature 0.7
Top-K 50
Top-P 0.7

While these figures are arbitrary, they do fall within ranges
that guides for configuring LLMs deemed balanced [40], [41].
The intention is that the LLMs will process inputs and provide
recommendations that do not excessively deviate from the task
of vulnerability prioritization, while still having the freedom

to consider a range of prioritization options for a given
vulnerability. In total, we sent 124,416 queries to OpenRouter,
as detailed in Table [VIIl

TABLE VII
TOTAL NUMBER OF QUERIES SENT TO OPENROUTER.

Parameter Value
Sample Size 384
Number of PTs 12
Number of LLMs 3
Number of Trials 3
Number of MWSs 3
Total Queries 124,416

G. Evaluation Dataset: Vulnrichment

The Vulnrichment dataset [42] is an annotated repository
of real-world software vulnerabilities maintained by the U.S.
Cybersecurity and Infrastructure Security Agency (CISA). As
of November 22, 2024, Vulnrichment contained 45,621 curated
vulnerability records, each indexed by a unique CVE identifier.
The dataset is specifically designed to support SSVC-based
risk assessment workflows, offering security analysts a pre-
annotated subset of CVEs with fields aligned to the SSVC
decision-making model. Given the alignment between these
fields and the SSVC framework, Vulnrichment serves as a suit-
able, albeit partial, ground truth dataset for training and eval-
uating SDP predictions. However, it does not include values
for the Mission & Wellbeing (M&W) decision point, which is
inherently stakeholder-specific and context-dependent.

1) Handling Missing Mission & Wellbeing Data: The ab-
sence of stakeholder-specific M&W values in Vulnrichment
poses a challenge for complete SSVC evaluation. To approx-
imate real-world usage, per Figure [I| Step 3b, we introduced
Mission & Wellbeing Stand-ins (MWSs) to simulate different
organizational risk profiles. This approach is consistent with
prior SSVC use cases [43]], where analysts assume a M&W
level based on organizational mission criticality. We designed
three MWSs representing common organizational risk scenar-
ios; high, medium and low. Each MWS was embedded into
the system prompt during LLM queries to guide contextual
reasoning. This enabled LLMs to simulate tailored M&W
decisions based on organizational characteristics. For example,
in a power plant context, an LLM should reasonably infer
a high M&W classification, reflecting elevated safety and
operational risks. For Figure [I] Step 6 therefore, while the
ground truth for the other SDPs is Vulnrichment, the ground
truth for the M&W SDP is the MWS that we assigned.

H. Evaluation Metric: Harmonic Mean of FI-scores

To assess how effectively each LLM, PT and KCD combi-
nation can classify SDPs, as per Figure [I] Step 6, we evaluated
model outputs against the Vulnrichment dataset [44] ground
truth and our MWSs. Each LLM response was compared



on a per-SDP basis: Exploitation, Automatable, Technical
Impact, and Mission & Wellbeing. For this evaluation, we
adopted the Fl-score metric, widely used in classification
tasks due to its ability to balance precision and recall. 1t is
particularly valuable in contexts where class imbalance exists
or where false positives and false negatives are of equal con-
cern. Precision measures the proportion of correctly predicted
positive instances among all predicted positive instances, while
recall measures the proportion of correctly predicted positive
instances among all actual positive instances. The Fl-score
provides a harmonic mean of precision and recall, penalizing
extreme imbalances between the two. Based on commonly-
accepted machine learning practices [45], scores > 0.8 are
indicative of strong performance, while scores between 0.5
and 0.8 suggest moderate performance. To ensure reliability
across the inherent stochastic nature of LLM outputs, we
conducted three independent trials for each LLM-PT-SDP-
KCD combination. We then computed the harmonic mean
of the Fl-scores across these trials. The harmonic mean is
particularly sensitive to low outlier values and less influenced
by high values [46], making it an appropriate choice to
identify consistently high or low-performing combinations.
This methodology provides a robust comparative analysis of
LLM capability in classifying SDPs, highlighting not only
peak performance but also consistency across multiple runs.

IV. RESULTS

To answer the research question, the responses for each
LLM-PT-SDP combination were grouped by KCD status,
namely pre-KCD and post-KCD. A harmonic mean of FI-
scores from the three trials was then calculated for each LLM-
PT-SDP-KCD combination. Per Figure 2] on the Automable
SDP, Claude 3 Haiku performed poorly on vulnerabilities pub-
lished both pre- and post-KCD. The strongest performances
were yielded by the PTs with at least one exemplar. In the case
of the Self Planning, One Shot, Few Shot with Explanation and
Few Shot PTs, performances improved post-KCD while other
PTs saw degradations. Gemini Flash 1.5 performed stronger
on all PTs for vulnerabilities published after the KCD, with
scores ranging from approximately 0.63 to 0.69. ChatGPT 4o-
mini also saw moderate performances post-KCD, with scores
ranging from approximately 0.60 to 0.68.

On the Exploitation SDP, Claude 3 Haiku performed poorly
across all PTs and pre- and post-KCD, with Self Planning the
best performing with approximately 0.16. All PTs except Self
Consistency saw improvements post-KCD. For Gemini Flash
1.5, all PTs saw improvements post-LLM KCD. Performances
ranged from moderate to good, with PTs with at least one
exemplar scoring approximately 0.75 or higher. For ChatGPT
40-mini, there was a clear distinction in performance between
PTs with an exemplar and those without, as well as in pre- and
post-KCD status. PTs with at least one exemplar had higher
scores, both pre- and post-KCD, with performances improving
to moderate or near moderate post-cutoff. The remaining PTs,
while also seeing performance improvements post-KCD, all

performed poorly, with the strongest performance from this
group the Self Planning PT with approximately 0.34.

On the Mission & Wellbeing SDP, Claude 3 Haiku performs
poorly. While most PTs saw improvements post-KCD, no PT
exceeded 0.28. For Gemini Flash 1.5, all PTs performed worse
post-KCD than pre-KCD, with the Memetic Proxy PT pre-
KCD scoring approximately 0.47. ChatGPT 4o0-mini also saw
poor performance, with mixed performances within PTs pre-
and post-KCD. Few-Shot with Explanation pre-KCD achieved
the best score with approximately 0.27.

On the Technical Impact SDP, Claude 3 Haiku saw im-
provements from pre- to post-KCD across all PTs. These
improvements saw PT performances move from mostly poor to
mostly moderate. Gemini Flash 1.5 saw slight improvements
from pre-KCD to post-KCD, with Self Consistency, One Shot,
and Chain of Thought seeing slight declines. All PTs across
both pre-KCD and post-KCD performed moderately. With
ChatGPT 40-mini, performance was mixed; most PTs saw
significant gains while a minority of PTs saw deterioration.
Most PTs saw improvements from pre-KCD to post-KCD,
solidifying moderate performances. However, for the PTs with
at least one exemplar, performance remained the same or
worsened, with three out of four cases seeing performances
fall from moderate to poor.

V. DISCUSSION

An unexpected observation was LLM performance on vul-
nerabilities post-KCD, with Gemini Flash 1.5 using Chain of
Thought scoring best, achieving a harmonic mean F1-score of
0.82 on the Exploitation SDP. In contrast, the same LLM, PT,
and SDP combination was also the best performing for the
pre-KCD period, but only scored 0.77. Statistical significance
tests for the results are listed in Table suggesting a small
effect size as well as a borderline significance depending on
alpha.

Research explaining this phenomenon is limited, with obser-
vations tending to support improved performance on pre-KCD
data. Kim et al. [47]] noted the importance of including relevant
data in an LLM’s training dataset for improving LLM perfor-
mance across a range of training strategies. Kandpal et al. [4§]]
observed a positive correlation between LLM performance and
the frequency count of data in a given dataset, which would
suggest an improved performance on pre-KCD data that an
LLM may have been trained on. In a study on the performance
of ChatGPT 3.5 and ChatGPT 4 on coding benchmarks
pre- and post-KCD, Roberts et al. [49] noted performance
degradations on both LLMs for the coding benchmarks post-
KCDs. One study that did find an improvement post-KCD
was Alam et al. [50]. Studying LLM abilities to map attack
descriptions to MITRE ATT&CK technique IDs, the authors
found that Gemini 1.5 performed better on descriptions post-
KCD than pre-KCD, but commented that the differences were
generally insignificant and that overall LLMs performed better
on samples pre-KCD. Another study by Rahman et al. [51]] on
LLM ability to generate accurate code for familiar code bases
(pre-KCD) versus novel code bases (post-KCD) found that
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Fig. 2. Dumbbell Chart of Harmonic Means of Trial Fl-scores for LLM-PT-SDP-KCD. See Appendixfor full dataset.

while GPT-4.1, GPT-5 and GPT-OSS showed stronger post-
cutoff performances, these differences were deemed negligible.
Cao et al. observed increased performance in some LLMs
on a code completion task post-KCD, but posit that given
LLMs now generate a large segment of recent code, the LLMs
in their study were able to replicate coding patterns and hence
scored higher when compared to LLM-generated ground truth
snippets, as opposed to human-generated code from prior
years. Overall, these findings should support the notion that
the LLMs would have performed stronger with the pre-KCD
vulnerabilities.

One possible factor explaining the stronger post-KCD per-
formance could be the quality of the data used in the training
sets of the LLMs investigated in this study. Training dataset
quality plays a key role in LLM performance, with Iskander et
al. noting that LLMs trained on a higher quality dataset
outperform LLMs trained on an unvalidated dataset, even
when the higher quality data is smaller. Dodge et al.’s [54]
investigation of the Colossal Clean Crawled Corpus, a web-
scraped dataset commonly used in natural language processing

research, found that a significant proportion of the data present
was obtained from select sources, such as patent repositories,
Wikipedia, and news outlets, as well as noting the use of block-
lists excluding clusters of scientific and legal content. Such
selectivity could lead to distortions in the assessment of vulner-
abilities pre-KCD. Cheng et al. note that within training
datasets, outdated, modified, or incorrect data may be included,
even when newer versions of training datasets are generated.
Further, Klang et al. []3_3[] noted in their research that LLMs
struggled most when presented with temporal-based questions.
In software vulnerabilities, details can and do change over
time as more information becomes available, such as attackers
developing and refining exploits, and software developers and
security researchers implementing patches [57]. For example,
Jahanshahi and Mockus [58] found that 17.3% of code in
a training dataset had newer versions that could have been
incorporated. Therefore, for vulnerabilities with publication
dates within an LLM’s KCD, the training set of LLMs may
be exposed to selective data or conflicting data about a given
vulnerability. For vulnerabilities post-KCD, LLMs may not




TABLE VIII
PRE- VS POST-CUTOFF WELCH’S T-TEST SUMMARY (WELCH’S);
SIGNIFICANT AT o = 0.10 BUT NOT SIGNIFICANT AT o = 0.05.

Metric Value
Unique LLMs 3
Unique Prompting Techniques 12
Unique SSVC Decision Points 4
Unique LLM-PT-SDP combinations 144
Pre-cutoff LLM-PT-SDP combinations (n) 144
Post-cutoff LLM-PT-SDP combinations 144
(n)

Pre-KCD harmonic mean Fl-score mean 0.3926 (0.1999)
(SD)

Post-KCD harmonic mean Fl-score mean 0.4367 (0.2191)
(SD)

Mean dift (post — pre) 0.0441
Welch’s t (post — pre) 1.7848
p-value 0.07536697
95% CI for mean diff [—0.0045, 0.0928]
Cohen’s d (independent) 0.2103

face this problem of conflicting neural network inferences, and
can solely focus on making inferences for a new vulnerability
based upon prompt data to which the LLM has not been
previously exposed. This would be consistent with Khare et
al. [59] who noted that LLMs performed well identifying
vulnerable code when the given vulnerability did not require
further context, attributing the stronger performance “to the
fact that these are fairly self-contained and little additional
context is needed to detect them”.

Therefore, further research is needed to determine the
composition of the training datasets of these LLMs. While
closed-source LLMs were investigated in this study, there
are some insights which suggest Gemini may benefit from a
high-quality and domain specific-training dataset, namely the
datasets available to its developer Google, such as VirusTotal,
Mandiant, and the web directory cache [60], [61]]. Never-
theless, the LLMs in this study are proprietary and closed-
source and as such, further research would only be possible
with greater transparency of the training datasets, allowing
researchers to review these datasets to identify instances of
corruption and improve these datasets [62]. An alternative
approach would be to train an open-source LLM on a training
dataset that adheres to best practice principles for training
LLMs, that include: (1) a wide and diverse range of reliable
and relevant data; (2) accurate, balanced and timely data; (3)
accessible, consistent and documented data; and (4) compliant
data according to applicable licensing, copyright and data
protection legislation [[63]]. This would facilitate observations
of an LLM'’s ability to assess a vulnerability without the risk of
its neural network inferences being hindered by selective and

conflicting data. In conjunction, insights into the activation
of the pathways within the LLM neural networks would be
beneficial. For example, research by Azaria et al. [64] de-
veloped SAPLMA, a method for determining the truthfulness
of LLMs by analysing neural network patterns. Research in
determining LLM confidence in its own answers may help
with workloads for SOC analysts. In Gligori¢ et al. [65],
the authors noted that LLMs can provide reliable confidence
scores of their responses. In a SOC setting, such insights
could allow analysts to rely on LLM responses with high
truthfulness and confidence scores, while further investigating
vulnerabilities where the LLMs indicated low truthfulness or
confidence scores.

Takeaway: LLMs tended to perform better on vulnera-
bilities published after LLM knowledge cutoff dates. Results
show that Gemini Flash 1.5 is the strongest performer overall,
with Chain of Thought and Few Shot PTs generally yielding
the best outcomes, particularly for the Exploitation SDP.

VI. LIMITATIONS

Determining Ground Truth. As noted by Foody [66],
ground truth data is assumed to be correct for studies, even
though this may not be the case. Industry research indicates
that vulnerability data may suffer from a range of issues,
including: (1) misattribution of a vulnerability to the wrong
part of the software; (2) disagreements between security
researchers and vendors on the validity of a vulnerability;
and (3) unavailable vulnerability data [67]. When evaluating
a model’s performance therefore, a model’s responses may
be labeled as incorrect when they are correct and vice versa.
While using Vulnrichment for this study may be an acceptable
ground truth, given it is curated by a reputable authority
like CISA, it may not be free from errors. An example of
the divergence between the Vulnrichment ground truth used
for this study and publicly available data curated by other
reputable entities in the cybersecurity field is CVE-2019-
2861. While Vulnrichment assigns an Exploitation value of
Non the entry in Exploit-DB indicates at minimum a Proof
of Concep Disagreements between security researchers are
not uncommon [68]], with researchers reasonably arriving at
different conclusions for a given vulnerability [69], and appear
to be an inherent limitation of the vulnerability prioritization
field.

Data Licensing. Vulnerability datasets tend to be permis-
sive, allowing use for research purposes. For example, the
Vulnrichment dataset is Creative Commons [70], the NVD
takes a custom “As Is” license [[71]], and the Exploit-DB dataset
is made available under GNU General Public License (GPL)
Version 2 [72]; requirements typically include attribution and
release of derivative works. However, some of the vulnerability
datasets have restrictive terms of use [[73]] and as such, would
not be suitable for a published academic study. If access to

Zhttps://github.com/cisagov/Vulnrichment/blob/
fb7d3feaabb7e8b4a2de53be5908088c2ee06d40/2019/2xxx/CVE-2019-
2861.json

Shittps://www.exploit-db.com/exploits/47196


https://github.com/cisagov/Vulnrichment/blob/fb7d3feaabb7e8b4a2de53be5908088c2ee06d40/2019/2xxx/CVE-2019-2861.json
https://github.com/cisagov/Vulnrichment/blob/fb7d3feaabb7e8b4a2de53be5908088c2ee06d40/2019/2xxx/CVE-2019-2861.json
https://github.com/cisagov/Vulnrichment/blob/fb7d3feaabb7e8b4a2de53be5908088c2ee06d40/2019/2xxx/CVE-2019-2861.json

these proprietary datasets could be secured, repeating this
study to include these proprietary, and ideally high-quality,
datasets may also improve LLM performance.

VII. CONCLUSION AND FUTURE RESEARCH

When evaluating LLM and PT performance by KCD, a
surprising result was the performance of vulnerabilities pub-
lished after LLM KCD. On the Fl-score metric, Gemini
Flash 1.5 scored 0.82 on the Exploitation SDP with Chain of
Thought. One explanatory hypothesis is selective or conflicting
vulnerability data, which could result in lower performance
of LLMs for vulnerabilities published pre-KCD. As such,
while select LLM and PT combinations have shown moderate
performance on recommending prioritizations, SOC teams
need to be aware of the limitations of LLMs for vulnerability
prioritization, namely the potential for compromised training
data to hamper response efforts. Future work needs to focus
on optimizing LLM training datasets for vulnerability pri-
oritization. In conjunction with this, methods that facilitate
transparency in neural network inferences would be key, as
this would provide insights on what sections of the data are
contributing to correct outcomes and conversely, which are
degrading LLM performance.
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APPENDIX A
PROMPTING CATEGORIES & TECHNIQUES
TABLE IX

PROMPTING TECHNIQUES AND THEIR CATEGORIES USED IN THIS STUDY. ADAPTED FROM TONY ET AL. [31]] (CE. §III-D).

Prompting Category & Description
Technique
Root Instructs an LLM to complete a task with varying numbers of examples: Zero-shot

Zero-shot (ZS)

One-shot (0OS) and Few-
shot (FS)

Refinement-based

Recursive  Criticism and
Improvement (RCI)

Self-refine (SR)

Decomposition-based

Self-planning (SP)

Reasoning-based
Chain-of-Thought (CoT)

Zero-shot Chain-of-
Thought (ZSCOT)

Self-consistency (SC)

Few-shot with Explanation
(FSWE)

Priming
Persona Pattern (PP)

Memetic Proxy (MP)

(no examples), One-shot (one example), and Few-shot (multiple examples).
Provides no supporting information or examples, forcing the LLM to rely on prior
training. Performance tends to be poorer than Few-shot prompting, but appropriate
when vulnerability data is limited [74].

Include examples as part of instruction; One-shot provides one example, Few-shot
provides several [75]]. Reduces need for task-specific data while still requiring some
exemplars [76].

Instructs an LLM to iterate, review, and provide feedback on responses before
returning optimized output.

Three-step approach: (1) original prompt, (2) critique prompt for critical analysis,
(3) improvement prompt based on analysis [[77]]. Helps LLMs critique and regenerate
responses.

Instructions to generate draft response, provide feedback, and improve iteratively until
satisfied or reaching iteration limit [[78]]. Requires iteration limits for time-sensitive
environments.

Breaks complex tasks into manageable subtasks, processes them separately, then
reconstitutes for optimized response.

Two-part process: (1) LLM generates plan for task completion, (2) uses generated
plan to complete task [[79]]. Minimal user input required as LLM handles problem
breakdown.

Instructs LLM to generate, explain, and follow lines of reasoning to develop responses.
Incorporates intermediate steps for progressive reasoning with demonstrations and
instructions [80]. Improves performance on arithmetic, commonsense, and symbolic
reasoning [81].

Encourages implicit reasoning process [82]. Simple instruction “let’s think step by
step” improved GPT-3 math reasoning from 17.7% to 78.7% [83]].

Generates multiple responses, uses Model Picks variant to determine most frequent
response [84]. Helps analysts working to tight deadlines.

Provides input/output exemplars with reasoning explanations. LLM generates answer
with explanation using template [85]. Shows improved performance over Zero-shot
and Few-shot.

Provides context for LLM to process subsequently provided tasks.

Instructs LLM to adopt specific person or role viewpoint before task completion [31].
May benefit security engineering environments for vulnerability prioritization.
Instructs LLM to assume given scenario or situation rather than specific role [31]].
Priming feature could improve vulnerability prioritization ability.
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APPENDIX B
PERFORMANCE METRICS

TABLE X

HARMONIC MEANS OF F1-SCORES ACROSS THE THREE TRIALS PER LLM, PT, SDP AND KCD COMBINATION (CF. §ITI).

Prompting SSvC Claude 3 Haiku Gemini Flash 1.5 ChatGPT 40-Mini
Technique Decision Point Harmonic Mean of F1-scores | Harmonic Mean of Fl-scores | Harmonic Mean of F1-scores
Pre Post Pre Post Pre Post
Chain of Thought Automatable 0.3106 0.3046 | 0.6454 0.6831 | 0.6324 0.6761
Exploitation 0.0423 0.0479 | 0.7704 0.8169 | 0.5892 0.6666
Mission & Wellbeing | 0.2370 0.2134 | 0.3484 0.3095 | 0.2423 0.2601
Technical Impact 0.5075 0.5391 | 0.5372 0.5176 | 0.4940 0.4262
Few Shot Automatable 0.2633 0.2987 | 0.6003 0.6569 | 0.6082 0.6259
Exploitation 0.0440 0.1065 | 0.6386 0.7862 | 0.4308 0.4863
Mission & Wellbeing | 0.2421 0.2578 | 0.3379 0.3090 | 0.2588 0.2133
Technical Impact 0.5333 0.6644 | 0.6353 0.6541 | 0.5210 0.5234
Few Shot with Explanation = Automatable 0.3211 0.3662 | 0.5953 0.6358 | 0.6411 0.6756
Exploitation 0.0595 0.1352 | 0.7404 0.7703 | 0.5360 0.6345
Mission & Wellbeing | 0.2513 0.2751 | 0.3300 0.3005 | 0.2721 0.2624
Technical Impact 0.6084 0.6811 | 0.6091 0.6358 | 0.5494 0.4829
Memetic Proxy Automatable 0.1659 0.1265 | 0.4865 0.6271 | 0.5966 0.6252
Exploitation 0.0275 0.0858 | 0.5398 0.5547 | 0.0964 0.2076
Mission & Wellbeing | 0.2235 0.2383 | 0.4677 0.3902 | 0.2489 0.2486
Technical Impact 0.4122 0.5635 | 0.6284 0.6399 | 0.5323 0.6728
One Shot Automatable 0.2504 0.2836 | 0.5980 0.6805 | 0.6175 0.6467
Exploitation 0.0334 0.0338 | 0.6199 0.7524 | 0.4504 0.5534
Mission & Wellbeing | 0.2325 0.2384 | 0.3428 0.3064 | 0.2551 0.2307
Technical Impact 0.5307 0.5828 | 0.5641 0.5596 | 0.5434 0.4814
Persona Pattern Automatable 0.1460 0.0897 | 0.5273 0.6815 | 0.5861 0.6204
Exploitation 0.0256 0.0660 | 0.5891 0.6468 | 0.1070 0.2278
Mission & Wellbeing | 0.2165 0.2454 | 0.4118 0.3740 | 0.2427 0.2319
Technical Impact 0.4105 0.5498 | 0.6245 0.6680 | 0.5175 0.6428
Recursive Criticism Automatable 0.1805 0.0882 | 0.5223 0.6597 | 0.6005 0.6481
Exploitation 0.0257 0.0457 | 0.5621 0.6083 | 0.1180 0.2021
Mission & Wellbeing | 0.2314 0.2525 | 0.4255 0.3804 | 0.2307 0.2323
Technical Impact 0.3769 0.5568 | 0.6305 0.6584 | 0.5038 0.6232
Self Consistency Automatable 0.1651 0.0536 | 0.5289 0.6452 | 0.5875 0.5993
Exploitation 0.0283 0.0116 | 0.5485 0.6076 | 0.1169 0.1968
Mission & Wellbeing | 0.2342 0.2388 | 0.4184 0.3857 | 0.2299 0.2340
Technical Impact 0.3842 0.4928 | 0.6458 0.6360 | 0.5075 0.6681
Self Planning Automatable 0.1339 0.1871 | 0.5561 0.6855 | 0.5891 0.6680
Exploitation 0.0270 0.1807 | 0.5746 0.6280 | 0.1829 0.3434
Mission & Wellbeing | 0.2164 0.2731 | 0.4070 0.3723 | 0.2461 0.2542
Technical Impact 0.4286 0.6173 | 0.6318 0.6522 | 0.5433 0.6738
Self Refine Automatable 0.1790 0.1174 | 0.5295 0.6463 | 0.6070 0.6240
Exploitation 0.0276 0.0948 | 0.5477 0.5996 | 0.0859 0.1830
Mission & Wellbeing | 0.2265 0.2813 | 0.4395 0.3905 | 0.2300 0.2312
Technical Impact 0.3988 0.6125 | 0.6438 0.6552 | 0.4940 0.6219
Zero Shot Automatable 0.1734 0.1139 | 0.5345 0.6441 | 0.6026 0.6369
Exploitation 0.0288 0.1137 | 0.5610 0.5796 | 0.1048 0.2251
Mission & Wellbeing | 0.2191 0.2474 | 0.4325 0.3651 | 0.2301 0.2331
Technical Impact 0.4140 0.6202 | 0.6328 0.6570 | 0.5125 0.6518
Zero Shot Chain of Thought Automatable 0.1797 0.1287 | 0.5333 0.6435 | 0.6002 0.6461
Exploitation 0.0264 0.1266 | 0.5612 0.6024 | 0.1212 0.2165
Mission & Wellbeing | 0.2336 0.2630 | 0.4284 0.3832 | 0.2342 0.2399
Technical Impact 04115 0.6308 | 0.6256 0.6646 | 0.5284 0.6587
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