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Abstract—Unlike traditional IP and IP-based SDN net-
works, DNS in 5G and emerging 6G networks functions as
a control-plane dependency, supporting telephony service dis-
covery, SIP/IMS signaling (e.g., ENUM E.164 number mapping
as a DNS application), and cross-slice traffic steering. Despite
cloud-native, virtualized, and sliced architectures, DNS continues
to rely on largely unchanged protocols and operational prac-
tices, leaving legacy vulnerabilities exposed. In this paper, we
systematically analyze 84 documented DNS threats through an
architecture-aware framework that evaluates their impact across
six dimensions: service disruption, privacy leakage, amplification
risk, traffic steering, slice impact, and misconfiguration risk.
Our analysis highlights mobile-specific factors—including shared
core functions, cross-slice resolvers, and DNS-mediated telephony
control—that amplify the effects of protocol downgrades, incom-
plete DNSSEC deployment, and resolver sharing. In combination,
these factors allow localized DNS failures to propagate across
services, privacy boundaries, traffic steering, and slice isolation.
We present a taxonomy that captures how DNS vulnerabilities
manifest in next-generation mobile networks and map a subset of
representative high-impact threats to architectural enforcement
points, providing guidance for measurement, mitigation, and
more robust 5G/6G design.

I. INTRODUCTION

Imagine a critical 5G or emerging 6G service failing be-
cause a minor DNS misconfiguration disrupts telephony ser-
vice discovery, halts mobility signaling, or exposes subscriber
traffic. Real-world incidents illustrate the plausibility of such
cascading failures. In October 2025, a DNS-related failure
in AWS’s US-EAST-1 region propagated across hundreds of
cloud services, affecting platforms from Snapchat to Red-
dit [[1]]. Similarly, a nationwide AT&T outage in February 2024
was traced to a misconfigured network element that triggered
an automated shutdown of wireless services [2].

While these events did not originate exclusively from mo-
bile DNS infrastructure, they underscore how configuration
errors and control-plane dependencies can propagate rapidly in
highly automated, distributed systems [3[|-[10]. DNS in mobile
networks differs in important ways from its role in traditional
IP and IP-based Software-Defined Networking (SDN) environ-
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ments (details in Appx.|A) [11]. Beyond hostname resolution,
DNS underpins telephony service discovery, SIP/IMSH signal-
ing (e.g., ENUM [135])), network function discovery, and cross-
slice service routing. As 5G deployments scale and 6G designs
emerge, cloud-native, software-defined, and edge-integrated
architectures increase the coupling between DNS and core
control-plane functions. However, DNS protocols and many
operational practices remain largely unchanged, leaving legacy
weaknesses exposed and, in some cases, amplified [16].

In mobile networks, DNS functions as a shared control-
plane dependency rather than a peripheral infrastructure ser-
vice. DNS resolution directly influences network function
discovery, mobility workflows, telephony control, and inter-
service communication within service-based cores [[16]. Con-
sequently, DNS failures or attacks can cascade across net-
work slices, disrupt telephony session establishment, and
leak subscriber identifiers or service metadata. Longstand-
ing weaknesses—such as resolver misconfigurations, incom-
plete DNSSEC deployment, and outdated software—persist,
while mobile-specific architectural features including shared
resolvers, cross-slice dependencies, and DNS-mediated tele-
phony control (ENUM/IMS) can magnify their operational
impact [[15], [[18]-[21].

We consider 5G and 6G together as future-generation (Fu-
tureG) mobile networks because both rely on service-based ar-
chitectures, virtualized network functions, and DNS-mediated
service discovery. As a result, DNS risks observed in 5G
are likely to persist—and potentially intensify—as networks
evolve toward 6G. This dependency is particularly relevant as
FutureG networks support ultra-reliable low-latency commu-
nications, massive machine-type communications, and large-
scale IoT deployments, where control-plane disruptions can
propagate across tightly coupled services and administrative
domains [[22[]-[25]].

In this work, we systematically analyze 84 documented
DNS threats in 5G and emerging 6G networks using an
architecture-aware framework. We examine how legacy DNS
weaknesses interact with mobile-specific architectural features,
which security properties they affect, and how their conse-
quences are shaped by sliced, cloud-native cores. We make
three primary contributions:

ISIP (Session Initiation Protocol) [12] controls multimedia session setup,
while IMS (IP Multimedia Subsystem) [[13]l, [14] delivers SIP-based voice,
video, and messaging in 3G-6G networks.
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Fig. 1: Layered DNS dependencies in the FutureG mobile networks stack—from user/IoT devices to edge/MEC, 5G/6G core, and recursive
resolvers—illustrate six threat categories (A-F, Sec. and show how mobile DNS functions (E.164 Number Mapping (ENUM) [15]],
Access and Mobility Management Function (AMF), Session Management Function (SMF), User Plane Function (UPF)) drive slice selection,
session binding, call routing, and allow failures to propagate beyond application reachability, potentially disrupting telephony signaling and

cross-slice service delivery [[17].

« We develop a systematic taxonomy of DNS threats tai-
lored to next-generation mobile architectures.

e We show that legacy DNS weaknesses remain relevant
even in highly virtualized, multi-tenant, and logically
isolated network deployments.

o We identify architectural and deployment factors that can
amplify DNS-related risk and map representative high-
impact threats to architectural enforcement points, pro-
viding guidance for improving the resilience of FutureG
networks.

II. WHY DNS THREATS?

DNS is a foundational control-plane dependency in 5G
and emerging 6G networks. Unlike traditional IP or SDN
environments [[11], where DNS primarily resolves hostnames
for end hosts, mobile networks rely on DNS for telephony ser-
vice discovery, control-plane signaling, and service-based core
operations. Misconfigurations or protocol flaws can propagate
across layers, slices, and services, turning minor errors into
systemic risks that disrupt mobility signaling, slice isolation,
or inter-service communication.

A. Why DNS Threats Matter

In cloud-native mobile cores, DNS integrates tightly with
service-based architectures, virtualized network functions, net-
work slicing, and edge deployments. Beyond basic name reso-
lution, it supports network function discovery, slice bootstrap,
and telephony signaling (e.g., ENUM-based IMS resolution).
Legacy flaws or misconfigurations can cascade across slices,
disrupt telephony services, misdirect traffic, or leak subscriber
information [[16], [[22], [23]]. Mobile networks differ fundamen-
tally from enterprise or SDN deployments: DNS resolution
directly affects mobility management, session establishment,
and inter-function communication, and shared core compo-
nents can amplify failures across tenants, creating systemic
control-plane risks largely absent in traditional networks.

B. Related DNS Taxonomies and Threat Assessments

Prior DNS taxonomies and measurements focus on protocol
flaws, resolver behavior, and operational misconfigurations in

traditional Internet settings [18]], [26[]-[29]], assuming static
trust boundaries and limited service coupling. Security sur-
veys for 5G/6G often treat DNS as peripheral, emphasizing
authentication, RAN, and core protocols [16], [30]-[33]. Our
work bridges these perspectives by analyzing 84 documented
DNS threats in FutureG networks, demonstrating how mobile-
specific dependencies amplify legacy weaknesses and create
systemic control-plane risks that demand architecture-aware
mitigation and secure design.

III. DNS THREATS IN FUTUREG NETWORKS

DNS is a critical control-plane dependency in 5G and
emerging 6G networks, enabling telephony service discovery,
slice orchestration, and traffic routing from user devices to
edge, core, and resolver infrastructure (Fig. [T). Misconfigura-
tions or protocol flaws can propagate across layers, slices, and
services, potentially causing service disruptionﬂ

At the user device and IoT layer, DNS supports telephony
discovery, authentication, and early mobility signaling; failures
can impair connectivity and latency-sensitive applications [34].
At the edge/MEC layer, DNS directs queries to edge instances
and slices; misconfigurations may compromise slice isolation,
expose telemetry, or reduce performance [35]-[37]. At the
5G/6G core, DNS maintains service-to-slice mappings, mo-
bility management, and inter-slice coordination; failures can
cascade, disrupting multiple services and tenants [38]], [39].
At the DNS infrastructure and recursive resolver layer, attacks
or misconfigurations—e.g., cache poisoning or spoofing—can
propagate upward, undermining correctness, availability, and
reliability [40].

While FutureG inherits standard DNS threats from IP
and IP-based SDN networks, mobile-specific features—shared
resolvers, cross-slice dependencies, and DNS-mediated tele-
phony control (ENUM/IMS)—amplify their impact [[15]], [41]].
These factors make DNS a high-leverage failure point, mo-
tivating layer-specific mitigation and enforcement strategies
discussed later.

2In this paper, we use the terms service disruption and telephony service
disruption interchangeably.



TABLE I: Adversarial Taxonomy for DNS threats in FutureG Mobile Networks.

ID Adversary Type Primary Capabilities

Targeted DNS Components

Typical Attack Mechanisms

Aj | On-Path Attackers Intercept or manipulate DNS traffic at
access, edge, or transit links, affecting
mobility, slice routing, & telephony services.
Exploit protocol or deployment weaknesses
remotely, impacting resolution integrity or
service availability.

Control recursive resolution logic in
multi-tenant or cross-slice deployments.

As Compromised
Resolvers

A4 | Malicious Domain Manipulate authoritative domain names and

Owners / delegations, affecting routing and service
Registrars discovery.

As Insiders / Misconfigure or abuse privileged access in
Misconfiguration- orchestration/management planes.
Capable Operators

Ag Cross-Tenant Exploit shared infrastructure in multi-tenant

Attackers or sliced deployments, impacting co-resident

services.

Client-resolver paths;
recursive caches.

Exposed resolvers; edge
caches.

Recursive resolvers; caches;
shared infrastructure.

Authoritative zones; delegation
records.

Resolvers; orchestration
planes; slice management.

Shared resolvers; edge
platforms; slice-adjacent
services.

Query/response injection;
tampering; passive monitoring.

Cache poisoning; protocol

downgrade; reflection/amplification.

Response injection; selective
censorship; metadata exfiltration;
telephony service disruption.
Domain hijacking; malicious
records; traffic steering.

Misconfiguration; policy abuse;
DNSSEC disablement; telephony
disruption.
Side-channel leakage; cross-slice
interference; shared-state abuse;
telephony service disruption.

IV. ADVERSARIAL TAXONOMY AND BEHAVIORS

DNS vulnerabilities in next-generation mobile networks
extend beyond classical on-path attackers. Cloud-native ar-
chitectures—including network slicing, edge computing, and
multi-tenant deployments—expand both the adversary set and
attack surface [42]-[47]]. Because DNS is shared across slices
and virtualized functions, a single weakness can be exploited
by external attackers, insiders, compromised infrastructure, or
co-resident tenants, blurring traditional trust boundaries and
enabling attacks to propagate across services.

To reason systematically, we introduce an adversarial tax-
onomy classifying attackers by capability and architectural
leverage, linking them to DNS assets, attack mechanisms, and
potential systemic impact (A;—Ag). Table [I] summarizes the
taxonomy.

A. Adversary Classes

We identify six classes based on access and architectural
leverage: On-path (A;) and attackers represent
classical network threats, capable of intercepting or manipulat-
ing DNS traffic, with impact amplified by mobility, telephony
service discovery, and slice-specific routing. Compromised
resolvers (Ajz) and Malicious domain owners or registrars
(Ay) capture infrastructure-level threats, enabling response
manipulation, traffic steering, or metadata exfiltration. Insiders
or misconfiguration-capable operators (As) represent opera-
tional risks where human error or privilege abuse can have
systemic consequences. Cross-tenant attackers (Ag) exploit
shared infrastructure in virtualized or sliced deployments,
affecting co-resident tenants without direct network access.
These six classes cover external, internal, infrastructural, and
architectural adversaries without overlap[]

B. Adversary Capabilities

Adversaries differ in access, visibility, and technical so-
phistication. A; attackers intercept or manipulate traffic at

3 Additional justification for the six adversary classes is provided in
Appx.[G

access or edge networks [48]. attackers exploit protocol
weaknesses remotely, including cache poisoning [49] and
downgrade attacks [SO]. As attackers compromise resolvers
to inject responses, selectively censor, exfiltrate metadata, or
disrupt telephony services [46]. A, attackers operate at the
domain or registrar level, enabling hijacking or abuse of traffic
steering [S51]]. A5 attackers introduce misconfiguration or priv-
ileged misuse in orchestration and management planes [30],
[47], [52]]. Ag attackers exploit shared infrastructure in multi-
tenant or sliced deployments, affecting co-resident services
and slices [53]].

C. Adversarial Behaviors

We characterize behaviors along three dimensions, linking
them to attacker classes, DNS threats (77-7%,), and six
evaluation dimensions (Sec. [VI-B).

1) Targeted Components: Resolver-level attacks—such as
cache poisoning or amplification—primarily involve Aq, /-,
and As. Attacks on authoritative zones or DNS management
infrastructure involve A, and As. Client- and edge-facing
attacks additionally engage Ag in shared or sliced networks.

2) Attack Goals: Adversaries target availability, integrity,
and confidentiality. Telephony service disruption involves A1,

, As, As, and Ag. Traffic redirection and integrity viola-
tions involve A;—As, while metadata collection and privacy
compromise involve A;, As, and Ag.

3) Attack Mechanisms: Misconfigurations are exploited by
Asz—Ag; incomplete DNSSEC deployment by and As;
exposed or open resolvers by and As; and passive DNS
observation by A;, As, and Ag.

This taxonomy systematically links adversary classes, be-
haviors, and mechanisms to DNS threats, providing a struc-
tured framework for understanding persistent DNS risks in
FutureG networks and guiding layer-specific mitigation and
enforcement strategies.

V. THREAT TAXONOMY

Building on the layered architecture in Fig. [I] we synthe-
sized a corpus of roughly eighty DNS threats across six cat-



egories, derived from academic research, operational reports,
and publicly disclosed incidents.

Corpus Construction Methodology

We systematically collected sources using keyword
searches, reference mining, and CVE analysis of DNS soft-
ware and infrastructure. The corpus draws from: (i) academic
studies of DNS vulnerabilities in legacy and modern networks
(CCS, CCSW, IEEE S&P, NDSS, PETS, USENIX Security);
(i) 5G/6G architectural specifications; and (iii) documented
operational misconfigurations. From these, we selected 84
high-impact threats for detailed analysis.

Each threat is analyzed by mechanism, affected network
layer, and potential impact on telephony service continuity,
privacy, and security. Threats are mapped to one or more of
the six categories in Fig. [T} forming Tables [V] [VI, and
(Appx. [B). Our methodology organizes existing DNS risks
within the realities of FutureG architectures rather than intro-
ducing new attacks.

A. Protocol-Level and Cryptographic Weaknesses ( )

This category encompasses mobile-specific protocol and
cryptographic weaknesses. For example, misconfigured
DNSSEC in ENUM domains (7, Table Appx.
can enable spoofed responses that misroute IP Multimedia
Subsystem (IMS) sessions [13], [14] and calls, directly
affecting telephony service discovery in SG/6G networks [54]].

B. Configuration & Operational Misconfigurations ( )

These threats arise from human or operational errors and are
increasingly critical in automated 5G/6G networks. For exam-
ple, mistakes in ENUM zone delegation or record management
(75>, Table [V} Appx. can misroute E.164-based service
discovery, disrupting IMS call setup and session management.
Moreover, such misconfigurations can propagate across slices,
shared resolvers, and edge deployments, amplifying telephony
service disruption and cross-tenant effects [54].

C. Infrastructure and Control-Plane Dependencies (157 —1T51)

These threats stem from coupling between DNS and core
control-plane functions. DNS underpins service orchestration,
slice management, and mobility workflows; failures can cas-
cade across slices and network functions. ENUM-based E.164
resolution failures, for instance, can disrupt control-plane
service discovery and IMS session setup [54] (151, Table

Appx. [B).
D. Privacy, Metadata Leakage, and Surveillance (155 — Tgo)

Threats in this category expose DNS metadata or query
patterns without directly affecting availability or integrity. For
example, ENUM queries for IMS services can reveal user
session details or service usage to passive observers in SG/6G
networks [54] (79, Table [VI] Appx.[B). Edge and multi-tenant
deployments further increase the granularity of observable
metadata by reducing traffic aggregation and introducing slice-
or tenant-specific resolution contexts, making query patterns
more easily attributable to individual users, services, or net-
work slices.

E. Software, API, & Impl. Vulnerabilities (7o — T7¢)

This category captures flaws in resolver software, manage-
ment APIs, and orchestration systems. For example, weak
input validation or authentication in 5G SBA/NEF/CAPIH|
APIs (7% in Table|[VII, Appx.[B) exposes DNS service discov-
ery endpoints to spoofing or injection, potentially degrading
resolution or telephony service binding [41]], [55], [58]. These
vulnerabilities can disrupt traffic steering, cache correctness,
or service availability in multi-slice, cloud-native deployments.

F. DNS Integrity and Resolution Manipulation (177 — Tg,)

These threats involve deliberate manipulation of DNS res-
olution, targeting correctness rather than software or configu-
ration. For example, 75, (Resolver Failover Manipulation in
Table Appx. B) [59] interferes with failover mechanisms,
redirecting queries to malicious servers or inducing service
disruption. Such attacks can bypass slice isolation and affect
multi-tenant deployments, amplifying impact on telephony and
cross-slice service delivery in FutureG networks.

VI. EVALUATION METHODOLOGY

We evaluate each DNS threat in next-generation mobile net-
works under realistic 5G/6G deployment assumptions, system-
atically quantifying its potential impact on security, privacy,
and operations. Our methodology accounts for both traditional
risks and mobile-specific factors—such as network slicing,
edge deployments, and service-based architectures—providing
a comprehensive, architecture-aware assessment of 84 persis-
tent threats|

A. Evaluation Approach

Each threat is assessed along six complementary dimensions
capturing security, privacy, reliability, and operational risks:
telephony service disruption, privacy leakage, amplification
risk, traffic steering, impact on network slices, and miscon-
figuration risk.

For each dimension, we assign a qualitative severity rat-
ing—high (@), medium (©), or low (M)—reflecting potential
impact in realistic deployments. Ratings are based on: (i) prior
literature and documented incidents, (ii) the threat’s underly-
ing mechanism, and (iii) architecture-aware reasoning rather
than exploit prevalence alone. A high (@) rating indicates
substantial impact even with mitigations, whereas a low (H)
rating indicates localized effects unlikely to propagate beyond
a single function, slice, or service.

B. Evaluation Dimensions

Threats are evaluated across six dimensions, each capturing
a distinct consequence of DNS vulnerabilities:

4In 5G Service-Based Architectures (SBA) [17], [55], core network func-
tions expose services via standardized interfaces. The Network Exposure
Function (NEF) [17], [S5] securely publishes capabilities to authorized con-
sumers, while the Common API Framework (CAPIF) [56], [57] provides a
unified framework for secure API discovery, authentication, and authorization
across 5G networks.

SDeployment assumptions, including network slicing, service-based inter-
faces, and edge computing, are detailed in Appx. P}



1) Service Disruption: Potential to impair telephony avail-
ability or reliability, including IMS session setup, call signal-
ing, voice or messaging services, and service-based interfaces.
Failures can propagate across slices and services, amplified by
interconnected control-plane orchestration, service discovery,
and dependency on DNS resolution [30]], [38].

2) Privacy Leakage: Potential to expose sensitive infor-
mation about subscribers, services, or network operations.
Adversaries may infer DNS query metadata, service identifiers,
or slice-specific communication patterns. Even encrypted DNS
can leak metadata if query minimization or padding is not
properly applied [44], [45], [60].

3) Amplification Risk: Potential for a threat to magnify
traffic volumes or exploit DNS infrastructure to induce large-
scale denial-of-service effects, affecting internal or external
resources and creating systemic risks [42], [43].

4) Traffic Steering: Potential to manipulate DNS resolution
outcomes, including cache poisoning, domain hijacking, or
exploitation of DNS-based load balancing and traffic steering,
which may bypass slice isolation, disrupt routing policies, or
undermine subscriber trust [51]], [59].

5) Impact on Network Slices: Potential to compromise slice
or tenant isolation. Attacks may propagate through shared
control-plane components, causing cross-slice interference,
information leakage, or service disruption in multi-tenant
deployments [61]], [[62].

6) Misconfiguration Risk: Likelihood that operational com-
plexity or human error introduces persistent vulnerabilities.
Examples include incomplete DNSSEC deployment, stale
or inconsistent records, or fragile dependency chains. In
automated, cloud-native networks, misconfigurations can be
systemic, affecting multiple slices, functions, and telephony
services simultaneously [30], [42], [[63].

VII. EVALUATION INSIGHTS

We evaluate 84 DNS threats (Tables Appx.
under realistic 5G/6G deployment assumptions using the six
evaluation dimensions defined in Sec. Each threat is
assessed according to its technical mechanism, operational
context, and potential impact on telephony service continuity,
privacy, and network integrity.

Recurring patterns emerge across threat categories. Threats
rarely remain localized: failures in one layer—such as fall-
back negotiation, cache state, or resolver configuration—can
cascade into IMS session disruption, traffic steering, and
slice interference. Multi-tenant deployments amplify these
effects, as shared resolvers and tightly coupled control-plane
functions turn minor weaknesses (e.g., incomplete DNSSEC
enforcement or delayed updates) into high-impact or high
misconfiguration-risk events. Individual threats often span
multiple adversary capabilities (1., A3, As), highlighting the
importance of architecture-aware, rather than threat-specific,
risk assessment.

To illustrate, we discuss representative threats from each
category: A in Sec. and B-F in Appx. to save

space. The complete evaluation, mapping threat types to

impact dimensions and adversary capabilities, is summarized
in Tables [I] and [T

A. Protocol-Level and Cryptographic Weaknesses

Category captures fundamental protocol and crypto-
graphic weaknesses that persist in next-generation mobile net-
works. A representative example is

(717) [54], where misconfigured ENUM DNSSEC
allows attackers to inject spoofed DNS responses, misrouting
SIP/IMS sessions and disrupting telephony services.

Under realistic 5G/6G assumptions (provided in Appx. [D),
the threat is rated as follows (see Table row ): tele-
phony service disruption is high (@), since spoofed ENUM
responses can prevent SIP registrations, block call setups, or
redirect signaling; privacy leakage is high (@), as attackers
can observe user identifiers, IMS subscription information,
and slice-specific metadata; amplification risk is medium (©),
because a single compromised ENUM resolver can propagate
forged entries across multiple subscribers; traffic steering is
medium (), due to potential misdirection of SIP signaling
paths between slices or tenants; impact on network slices
is high (@), as shared ENUM infrastructure links multiple
slices; and misconfiguration risk is high (@), reflecting the
operational complexity of maintaining correct DNSSEC keys
and signatures in distributed ENUM deployments.

This threat is exploitable by , who can
inject spoofed responses without direct access to user traffic,
and by malicious or compromised resolvers (As), which can
propagate integrity failures across slices. It demonstrates how
protocol-level DNSSEC weaknesses cascade through control-
plane components, disrupting SIP/IMS services and threat-
ening operational security and telephony privacy in 5G/6G
networks.

B. Cross-Category Observations on DNS Threats

Analyzing all six threat categories (A-F) in 5G/6G deploy-
ments reveals clear trends across each evaluation dimension.

1) Service Disruption: Infrastructure- and implementation-
focused threats (A, B, C, E) frequently cause high disruption
(@), whereas privacy-centric attacks (Category D) rarely affect
telephony services.

2) Privacy Leakage: Category D threats consistently have
high privacy impact (@), e.g., excessive DNS logging (755)
and DNS query fingerprinting (754). Some rebinding attacks
(Category IY) also leak metadata, indicating that observation
often accompanies active attacks.

3) Amplification Risk: Amplification potential is generally
low (M), with only select routing or API attacks able to
leverage misconfigurations for broader effect.

4) Traffic Steering: Certain attacks, including DNS hijack-
ing (T57), Anycast abuse (759), and resolver failover manipu-
lation (7%,4), can reroute signaling or traffic, affecting specific
network slices without causing complete telephony outages.



TABLE II: Evaluation of persistent DNS threats under realistic 5G/6G deployment assumptions (Categories A, B, C).
Keys: High (@), Medium (), Low (M), and colored labels indicate exploitable adversary classes (A1—Ag).

1D DNS Threat Service Privacy Amp. Traffic Impact on | Misconfig. | Exploitable
Disrup. Leakage Risk Steering Network Risk Adversary
Slices Types
A: Protocol-Level and Cryptographic Weaknesses (Sec. [V-A)
Ty DNS-over-TLS Certificate Misvalidation (] [ ) ] A1,
w DNS Cache Poisoning [49] ) o , As
T3 Plaintext DNS Exposure \I [ ) | [ ) [ | Ay
Ty Incomplete DNSSEC Deployment (] [ ) [ ) , As
Ts DNSSEC Misconfiguration || ) o [} , Az
Ts NXDOMAIN Hijacking Iml | | A1,
T DNS Tunneling , [ ] , As, Ay
T Long TTL Abuse [69] [ | | Az, As
Ty Resolver Capability Downgrade Attacks [ ] [ , As
T1o DNSSEC Key Exhaustion || ® [ | As
Ti1 Algorithm Downgrade Attacks [50] (] [ | , Az
Tio Fragmentation-Based DNS Attacks | ] Ay,
Tis EDNSO Abuse [ As
Th4 Protocol-Level DNS Downgrade Attacks [ J [ ] [ ] , As
T15 Stale DNSSEC Key Retention || [} Az, As
Tie DNSSEC Algorithm Downgrade [50] ) [ ) [ ) , As
Ty7 ENUM DNSSEC Integrity Failure [|54] ] [ ) [ ) [ J , As
(Sec. |V-B)
Misconfigured Wildcard Records [72], [ | [ ) As, Ag
Operational DNS Debt E__Il | [ J As
Insecure Bootstrap Resolvers [74; (] o , Asg
Misconfigured Reverse DNS (PTR) [ | [ | ® As
Registrar Account Takeover || o [ ] [ ) [ ) Ay, As
DNS Policy Inconsistency | [ J As
Stale DNS Records [[78] [ ) ] [ ) [} As
Lame Delegations || ] [} As
Missing Response Rate Limiting (RRL) | [ J [ J As
Edge DNS Misconfiguration \I [ ] [} As
Split-Horizon DNS Errors [_30] | o As
Lack of DNS Redundancy [52] o [ | [ ] As
Misconfigured Forwarders [81] | | [ As
Incorrect Glue Records (78, [ | [ ] [} As
|| ] | ] [ ) [ ) As, As
Broken Fallback Resolvers (82, [ ] | o Az, As
IPv6 DNS Misalignment [33], [ | [ ] ® As
Operational Visibility Gaps | | [ J As
Recursive Resolver Looping [86], [lﬁ]] [ ) As, As
C: Infrastructure and Control-Plane Dependencies (Sec.
Ts7 Cross-Slice DNS Leakage [ ] | | [ ] [ ] As, Ag
Tss Control-Plane DNS Dependence I\ (] o As
T39 Weak Access Controls on DNS APIs |@| (] [ ) [ ) [ ) As, As
Tyo | DNS-based Service Discovery Failures || IWI [} As
Tu1 NF Resolution Poisoning [47] () [ ) [} Az, As
Tyo Slice Bootstrap DNS Failures || ) [ ) [} As, As
Ty3 Open Recursive Resolvers || [ ] [ J [ ] , As
Tya Dependency on Third-Party DNS || [ ) [ ] [ ) [} Az, Ay
Tus DNS-based Traffic Steering Abuse [62] | Az, Ay
Tue Resolver Trust Assumptions | [ ] As
Ty Core Network DNS Flooding || () [ | o [ ) A,
Tus Misaligned DNS Load Balancing || ] [ ] As
Tao Cross-Tenant Resolver Contamination | [ ] | | o @ As, Ag
Ts0 DNS Dependency Loops (] [ ) [ ) As, As
Ts1 | Resolution Failures in 3GPP Control Plane M (] | | [ J [ J As, As

5) Impact on  Network Slices:  Multi-dimensional
threats—especially software and API vulnerabilities (Category
E)—can degrade slice performance. Infrastructure attacks
(Categories A, B, C, F) also target slices selectively,
highlighting localized adversary impact.

6) Misconfiguration Risk: Weak APIs, memory bugs, and
mismanaged updates increase misconfiguration exposure, en-

abling both passive and active attackers to exploit infrastruc-
ture more easily.

Finally, passive observers (A;) dominate privacy threats,
active manipulators (/\,, Ag) target routing and software,
and specialized adversaries (A4—Ag) appear in API or slice-
specific attacks, reflecting diverse attacker capabilities. Over-
all, DNS threats in modern networks are multi-faceted: some



TABLE III: Evaluation of persistent DNS threats under realistic 5G/6G deployment assumptions (Categories D, E, I).
Keys: High (@), Medium (<), Low (M, and colored labels indicate exploitable adversary classes (A1—Ag).

ID DNS Threat Service Privacy Amp. Traffic Impact on Misconfig. Exploitable
Disrup. Leakage Risk Steer- Network Risk Adversary
ing Slices Types
D: Privacy, Metadata Leakage, and Surveillance (Sec. @[}
Tso Excessive DNS Logging [96] [ | [ ] | Ay, As
Ts3 WebRTC DNS and IP Leakage [97] | ] o [ | Aq
Ts4 DNS Query Fingerprinting [60], [98] | [ ] | Ay
Tss Encrypted SNI Correlation [99] || [ ) | Aq
Ts6 Resolver-side Profiling [[100] [ | [ ] [ | As
Ts7 DNS Hijacking [[101], [102] [ [ J [ J { ([ , As
Tss Anycast Manipulation [103]] As
Tso Anycast Routing Abuse [51]] (] ® As, Ay
T(i(] GeoDNS Abuse [104] | A3
Te1 ISP-level NXDOMAIN Rewriting [[105]] [ ] | Ay
Ts2 DNS Enumeration [[106] | ] | Al, Asg
Te3 DNS over HTTPS Policy Bypass [[107]] | Ay
Tea Encrypted DNS Traffic Analysis [44], [45] ] | Aq
T65 DNS-based Service Enumeration [[108]], [109] [ | | A1, As
Tee Resolver Cache Snooping [96], [110] | | As
Ts7 DNS-based Covert Signaling [111]], [112] Aq,
Tes DNS Logging Jurisdictional Risk [[113], [114] Ay
Ts9 IMS Service Metadata Exposure via DNS [54] [ ) Aq
E: Software, API, and Implementation Vulnerabilities (Sec. [V-E
Tro Insecure Dynamic DNS Updates [115] (] | ] (] , As
T71 Resolver Software Vulnerabilities [[116] { ] { ] , Asg
T7o Memory Corruption Bugs [117]] { ] [ ) o , As
T7s API Token Reuse [89] [ J | o , Asg
T74 Orchestrator—-DNS Desynchronization [118]] | As
Trs Resolver Fingerprinting [119] || | A1, As
Tre Weak 5G Core DNS API Hardening [41], [[58] ([ J | [ J ([ J As, As
F: DNS Integrity and Resolution Manipulation (Sec. [V-F)
Tr7 DNS Rebinding Attacks [[120], [121] [ ) [ ] A1, Ay
Trs Resolution-State Manipulation [[122] | Az
Tr9 Negative Caching Abuse [123] [ | [ | As, As
Txo TTL Manipulation Attacks [18]], [[124] | | As, As
Txs1 Malicious DNS Prefetching [[125]] As
Tyo DNS-based Phishing Infrastructure [126] [ ] | [ ] ([ J , As
Ts3 DNS Shadowing [127] [ ] [ | (] , Asg
Ts4 Resolver Failover Manipulation (59| | [ ] [ J Ay, Az, As

cause overt telephony/service disruption, while others enable
subtle information leakage or targeted manipulation, underlin-
ing the need for evaluation across all six dimensions.

Taken together, these cross-category observations show that
DNS in 5G/6G networks is not a single-point failure domain,
but a layered control-plane dependency whose security, relia-
bility, and privacy implications must be assessed across threat
categories, attacker capabilities, and architectural layers.

C. Strategies for Mitigating DNS Threats in 5G/6G

DNS threats span multiple layers, so no single mitigation
strategy can address all vulnerabilities. We analyze a subset of
representative threats to illustrate how to apply mitigations and
where to enforce controls across the layered DNS architecture,
including the user/IoT layer, edge/MEC layer, 5G/6G core,
and recursive resolver layer, while considering trade-offs such
as operational complexity. Table [[V] summarizes the proposed
strategies. For brevity, we focus on representative threat from
Category A; mitigation strategies for representative threats
from Categories B—F appear in Appx.

For ENUM DNSSEC Integrity Failure (117) [54], integrity
failures arise from permissive DNSSEC deployment and fall-
back behavior in ENUM resolution. Such threats can be
mitigated by (see Table row 777) enforcing mandatory
DNSSEC validation at ENUM resolvers, explicitly disabling
insecure fallback paths, and managing trust anchors across
operators. These controls should be enforced primarily at the
core signaling infrastructure (e.g., ENUM resolvers supporting
IMS and interconnect services) to prevent telephony-wide
misrouting, while edge-level validation can help limit local
impact. The main trade-offs involve increased operational
complexity due to strict DNSSEC enforcement, including key
generation, secure rotation, trust anchor management, and
cross-operator coordination. There is also higher key man-
agement overhead, as resolvers must maintain and regularly
update cryptographic keys and trust anchors, and potential
interoperability challenges with legacy operators who may not
fully support DNSSEC.

This example illustrates that effective mitigation in 5G/6G
DNS systems requires enforcing controls at the appropriate
layer—core or edge—while balancing operational complexity,



TABLE 1V: Representative Mapping of High-Impact DNS Threats to Controls and Enforcement Points in 5G/6G Mobile Networks

(Telephony-Focused).

# Capability Impact Controls Enforcement Trade-Offs
Telephony disruption: Validate DNSSEC. Disable 5G/6G Core Increased operational
SIP/IMS registrations, call insecure fallback paths. Manage complexity. Key management
[54] setup, and signaling across trust anchors. overhead. Potential
slices. interoperability issues.
Telephony service failures: Automate zone validation. 5G/6G Core, Operational overhead.
misrouted calls, incomplete Configure with dependency Edge/MEC Continuous monitoring.
[154] IMS session setup, and awareness. Isolate slices at Inter-operator coordination
exposure of subscriber info. resolver level. (Appx. [E) required. (Appx.E{)
T51 | Resolution Failures Telephony disruptions due to Orchestrate with dependency 5G/6G Core, Orchestration complexity.
in 3GPP Control ENUM or control-plane awareness. Add resolver Edge/MEC Monitoring requirements.
Plane [54] resolution failures affecting redundancy. Synchronize state. Cross-service coordination
IMS call/session setup. Deploy anomaly detection. required. (Appx. B}
(Appx.
Tes9 IMS Service Telephony metadata leakage: Minimize reu@is. Use 5G/6G Core, Operational overhead. Added
Metadata Exposure IMS session info and split-horizon or private resolvers. Edge/MEC latency. Inter-slice
via DNS [54] subscriber identifiers inferred | Enforce access control. Apply rate coordination required.
from DNS queries. limiting. (Appx. [G) (Appx. [G)
T7e Weak 5G Core Telephony disruption via API Enforce authentication and 5G/6G Core Operational overhead.
DNS APIs [41], abuse impacting IMS or authorization. Validate inputs. Additional latency.
58] ENUM resolution. Apply rate limiting. Conduct Cross-slice coordination
security audits (Appx. @ required (Appx. [H).
134 Resolver Failover Telephony signaling Tune failover. Validate fallback Edge/MEC, Operational overhead. Added
Manipulation [59] disruptions: manipulated behavior. Monitor resolver DNS Infras- latency. Monitoring
resolver failover misroutes activity. (Appx. E]) tructure/RR complexity (Appx. .
calls or blocks IMS sessions.

monitoring requirements, and inter-operator coordination. The
remaining representative threats and their mitigation strategies

appear in Appx. [E{I}
VIII. DISCUSSION

This work synthesizes persistent DNS threats in 5G and
emerging 6G networks using a layered architectural perspec-
tive and a capability-driven adversary taxonomy. Rather than
advocating a single defense, our goal is to highlight where
DNS remains a fragile dependency and how next-generation
architectures can amplify long-standing risks. Minor proto-
col weaknesses or operational misconfigurations can cascade
through IMS signaling, slice orchestration, and resolver infras-
tructure, causing telephony disruptions, traffic steering, and
cross-slice interference.

A. Forward-Looking Recommendations and Validation

In 6G architectures, DNS should be treated as an explicit
control-plane component. Practical measures include limit-
ing legacy fallback mechanisms, aligning slice-specific trust
boundaries with resolver placement, and combining automa-
tion with resolver validation and isolation. Embedding runtime
monitoring and automated configuration checks can further
reduce the likelihood and impact of cascading failures.

Empirical validation of the presented threat taxonomy could
be pursued in 5G or early 6G testbeds, such as Open5GS [128]
or OpenAirInterface [129], [[130]. Experiments could, for ex-
ample, introduce resolver misconfigurations to observe cross-
slice propagation, measure latency and availability under traf-
fic amplification or downgrade attacks, and evaluate metadata
exposure through DNS-based inference. Such studies would
help quantify operational trade-offs and guide future deploy-
ment strategies.

B. Limitations

Our study has three main limitations. First, the taxonomy
relies on public literature and documented incidents; propri-
etary practices are not represented. Second, the assessment is
qualitative, focusing on relative impact rather than probability.
Third, threat prevalence is not measured; the analysis char-
acterizes feasible failure modes rather than their frequency.
Vendor-specific implementations are abstracted, and evolving
6G designs may alter threat manifestations. Despite these lim-
itations, our findings highlight persistent DNS dependencies
and provide a foundation for targeted mitigations and empirical
validation.

IX. CONCLUSION

DNS is a critical control-plane dependency in 5G and
emerging 6G networks, where minor misconfigurations or
legacy behaviors can cascade across multi-tenant, sliced ar-
chitectures. Our analysis of 84 documented threats using
an architecture-aware taxonomy highlights persistent high-
leverage weaknesses, including incomplete DNSSEC, protocol
downgrades, resolver sharing, and operational misconfigu-
rations. Securing DNS in next-generation mobile networks
is inherently socio-technical: protocol design, software engi-
neering, operational discipline, and inter-operator coordination
jointly determine risk. By mapping a small subset of repre-
sentative threats to concrete mitigations, this work provides
actionable guidance for designers and operators to treat DN'S
as a first-class control-plane component.
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APPENDIX

A. Why DNS Has Distinct Security Implications in Mobile
Networks?

Mobile networks adopt software-defined and cloud-native
architectures similar to those used in IP-based SDN en-
vironments, but DNS plays a fundamentally different role.
In 5G and emerging 6G systems, DNS resolution directly
supports service discovery, traffic steering, and slice-specific
policy enforcement. Because these mechanisms depend on
DNS outcomes before higher-level controls act, failures or
misconfigurations can propagate across slices and subscribers,
influencing telephony signaling and network behavior in ways
that differ from traditional SDN control-plane failures [11]],
[131].

1) DNS Precedes Policy and Traffic Steering: In conven-
tional SDN deployments, DNS primarily serves applications,
and failures typically affect reachability or performance. In
mobile networks, DNS can influence control-plane decisions
that affect telephony signaling and session establishment;
stale records, fallback behavior, or protocol downgrades may
lead to incorrect policy application or misrouted signaling
traffic. While such effects are not inevitable, DNS failures can

propagate before policy enforcement or traffic steering occurs,
giving DNS a distinct and earlier influence on telephony
service continuity.

2) Cross-Slice and Cross-Tenant Exposure: Unlike SDN
deployments that are often scoped to individual tenants or
applications, mobile DNS infrastructure is frequently shared
across slices, tenants, and services. As a result, misconfigura-
tions or failures affecting telephony-related resolution in one
slice may indirectly influence others. This shared dependency
does not imply unavoidable cascading disruption, but it re-
duces isolation and increases the potential scope of telephony
service impact.

3) Failure Semantics and Observability: DNS failures in
mobile networks commonly manifest as latency increases,
timeouts, or stale records. These symptoms can disrupt tele-
phony signaling and session establishment while remaining
transient and partially observable, complicating attribution
and diagnosis. In contrast, SDN failures are typically more
explicit and localized. The ambiguous nature of DNS failures
underscores the need for careful monitoring when assessing
telephony service disruptions.

4) Legacy Protocol Assumptions in Virtualized Cores:
Despite highly virtualized and multi-tenant cores, mobile net-
works retain legacy DNS behaviors, including partial DNSSEC
deployment, fallback mechanisms, and cache inconsistencies.
These behaviors interact with cloud-native orchestration and
shared infrastructure supporting telephony control. Unlike
SDN frameworks explicitly designed for isolation and control-
plane visibility, DNS remains a legacy dependency embedded
in mobile telephony workflows, increasing shared risk in some
scenarios without implying guaranteed failure.

5) Implications for Future-Generation Mobile Networks:
DNS occupies a distinct position in 5G and 6G architec-
tures: it informs telephony signaling behavior prior to traffic
steering and policy enforcement, may propagate telephony
service disruptions across slices under certain conditions, and
is difficult to attribute using external observation alone. These
characteristics motivate an architecture-aware analysis of DNS
threats focused on telephony service resilience in future-
generation mobile networks.

B. DNS Threats

Tables [V] [VI] and summarize the DNS threats analyzed
in Tables Each entry provides a one-line description of
the threat and its potential impact. This concise representation
highlights the diverse ways DNS can affect telephony service
discovery, traffic steering, and slice-level operations in 5G/6G
networks.

C. Why Only Six Adversary Classes?

Our taxonomy deliberately limits itself to six adversary
classes to balance expressiveness with analytical clarity. In-
troducing more granular roles—such as nation-state actors,
malware operators, or specific insider subtypes—primarily
refines motivation or scale rather than adding fundamentally
new DNS capabilities. The six classes are distinguished by
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qualitatively different access paths to DNS infrastructure and
control-plane state.

Each class maps to a distinct capability boundary: network-
level observation or manipulation (A;, /1.); control over reso-
lution infrastructure or naming authority (A3, A4); privileged
operational access (As); and architectural leverage from multi-
tenant or sliced deployments (Ag). Additional attacker roles
can be treated as specializations or combinations of these
classes without expanding the threat surface in a fundamentally
new way.

This approach avoids overfitting the taxonomy to specific
incidents or threat models while ensuring comprehensive cov-
erage of DNS attack vectors in both legacy Internet and next-
generation mobile networks.

D. Realistic 5G/6G Deployment Assumptions

For our evaluation, we assume operational characteristics
typical of current 5G networks and projected 6G architectures,
reflecting how DNS is embedded within control-plane and
service orchestration:

1) Network Slicing and Multi-Tenancy: Virtualized slices
share physical infrastructure. Misconfigurations or at-
tacks on shared DNS resolvers can propagate across
tenants, impacting isolation and service availability.

2) Service-Based Core and Discovery: DNS mediates dy-
namic discovery of network functions, slice bootstrap,
and mobility signaling. Resolution failures can cas-
cade into service orchestration errors or traffic steering
anomalies.

3) Edge Deployments: Edge-resident DNS caches and re-
solvers reduce latency but increase the attack surface.
Local failures can propagate upstream, affecting multiple
slices or tenants.

4) Shared Resolver Dependencies: Edge and core resolvers
are often shared across services and slices, creating high-
leverage points for cross-slice attacks.

5) Partial DNSSEC and Encrypted DNS Deployment:
Legacy protocol support, permissive fallback behaviors,
and incomplete DNSSEC deployment persist in op-
erational networks, leaving known vulnerabilities ex-
ploitable.

6) Tightly Coupled Control-Plane Dependencies: DNS fail-
ures can simultaneously affect mobility, orchestration,
traffic steering, and slice isolation. This coupling am-
plifies the impact of even minor misconfigurations or
protocol weaknesses.

These assumptions underpin our threat evaluations, ensuring
that severity ratings for service disruption, privacy leakage,
amplification, traffic steering, slice impact, and misconfigura-
tion risk are grounded in realistic deployment contexts.

E. Configuration and Operational Misconfigurations

Category B captures DNS vulnerabilities arising from con-
figuration errors and operational oversights, which are partic-
ularly consequential in complex 5G/6G deployments.

A representative example is

(152) [54]], where errors in ENUM zone delega-
tion, record provisioning, or namespace maintenance disrupt
E.164-based service discovery for IMS. Unlike protocol-level
integrity failures, this threat stems from configuration and
lifecycle management mistakes—such as incorrect NAPTR
records [132], [[133]], broken delegations, or stale ENUM
entries—which directly affect SIP/IMS resolution paths in
5G/6G networks.

Under realistic deployment assumptions (please refer to
Table row ), service disruption is high (@), because
misconfigured ENUM zones can prevent call routing, break
session establishment, or cause persistent registration failures.
Privacy leakage is medium (<), as misrouted queries or
exposed ENUM records may reveal subscriber identifiers or
service metadata without disclosing traffic content. Ampli-
fication risk is low (M), since misconfigurations typically
remain scoped to specific zones or operators. Traffic steering
is medium (©), as incorrect ENUM mappings can redirect
SIP signaling to unintended endpoints. Impact on network
slices is high (@), reflecting the shared nature of IMS and
ENUM services across slices, where a single configuration
error can affect multiple tenants. Finally, misconfiguration risk
is high (@), given the operational complexity of coordinating
DNS operations, IMS provisioning, and regulatory numbering
policies.

This threat is primarily exploitable by malicious or com-
promised infrastructure components (A3), which can introduce
or maintain faulty ENUM records, and by operational or ad-
ministrative adversaries (As), such as errors introduced during
maintenance or upgrades. It highlights how operational DNS
errors—rather than cryptographic failures—can persistently
undermine telephony reliability and control-plane integrity in
5G/6G IMS deployments.

For (7%5) [54]], miscon-
figured ENUM zones can lead to telephony service failures,
including misrouted calls, incomplete IMS session setup, and
inadvertent exposure of subscriber information. Such risks can
be mitigated through (see Table row ) automated zone
validation, dependency-aware configuration, and slice-specific
resolver isolation, which help prevent cascading failures across
services. These controls should be enforced primarily at the
core infrastructure to ensure consistent policy across operators,
while edge-level checks can provide local safeguards and
reduce immediate user impact.

The main trade-offs involve increased operational overhead,
as administrators must maintain automated validation and
dependency tracking, continuous monitoring to detect miscon-
figurations promptly, and inter-operator coordination to ensure
consistent zone policies across networks. These measures can
also introduce additional management complexity and require
careful synchronization with legacy systems.

FE. Infrastructure and Control-Plane Dependencies

Category C highlights risks arising from shared DNS infras-
tructure and control-plane dependencies in multi-tenant 5G/6G
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deployments.

A representative example is Resolution Failures in the
3GPP Control Plane (Ts1) [54], where DNS resolution failures
disrupt service discovery among control-plane network func-
tions. Unlike Category A threats (protocol or cryptographic
failures) or Category B threats (operator misconfigurations),
this threat stems from dependency and interaction failures
between DNS and tightly coupled control-plane components,
including IMS, SBA functions, or ENUM-backed discovery
mechanisms. Failures may arise from resolver unavailability,
inconsistent resolution states, dependency loops, or fragile
assumptions about DNS reachability in virtualized control
planes.

Under realistic deployment assumptions (please refer to
Table (I, row T51), service disruption is high (@), because
control-plane functions depend on timely DNS resolution for
registration, authentication, and session establishment; failures
can block call setup, mobility management, or service binding.
Privacy leakage is medium (<), as repeated failed lookups
or fallback behavior may reveal service identifiers, control-
plane naming structures, or slice metadata without exposing
user payloads. Amplification risk is low (M), since failures
are generally scoped to specific dependency chains. Traffic
steering is medium (), as partial resolution can redirect
control-plane signaling to backup functions, degraded paths,
or non-optimal service instances. Impact on network slices is
high (@), reflecting the shared nature of DNS-based service
discovery across slices. Finally, misconfiguration risk is high
(@), due to complex interdependencies between DNS, orches-
tration systems, and control-plane functions.

T51 [54] is exploitable by malicious or compromised infras-
tructure components (As), such as resolvers or control-plane
services introducing inconsistent resolution behavior, and by
operational or administrative adversaries (As), including errors
during deployment, scaling events, or orchestration changes.
This example demonstrates how even correctly configured and
cryptographically sound DNS can become a critical point
of failure when embedded in tightly coupled control-plane
architectures.

This threat can be effectively mitigated (see Table
row 75;) through dependency-aware orchestration, resolver
redundancy, state synchronization across core and edge com-
ponents, and anomaly detection. These controls should be en-
forced primarily at the core infrastructure, with supplemental
checks at the edge/MEC to limit localized impact. The main
trade-offs include orchestration complexity, due to managing
dependencies across core and edge components; the need
for continuous monitoring to maintain synchronized resolver
state; and cross-service coordination to ensure consistency
across multiple network slices. Implementing these measures
increases operational overhead and requires careful alignment
with legacy network functions.

G. Privacy, Metadata Leakage, and Surveillance

Category D captures threats that exploit observable patterns
in DNS traffic or metadata, even when payload content is
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encrypted.

A representative example is IMS Service Metadata Exposure
via DNS (Tg9) [54], where DNS queries and responses for
IMS service discovery inadvertently reveal metadata about mo-
bile services, control-plane functions, or subscriber handling.
In IMS deployments, DNS locates SIP servers, application
servers, and service anchors via SRV, NAPTR, and related
records. Even with encrypted payloads, these DNS interactions
can expose service structure, deployment topology, or usage
patterns to external observers.

Under realistic 5G/6G deployment assumptions (please refer
to Table row Tg9), service disruption is medium (©),
since metadata exposure alone does not directly block call
setup or session establishment but may facilitate follow-on
attacks. Privacy leakage is high (@), as observable DNS
records and query patterns can reveal IMS service roles,
numbering relationships, or coarse-grained subscriber and slice
associations. Amplification risk is medium (<), because leaked
metadata can be correlated across multiple observations but
does not automatically propagate system-wide. Traffic steering
is medium (<), as exposed service information can assist ad-
versaries in targeting resolution paths without directly altering
routing. Impact on network slices is medium (), reflecting
that shared IMS infrastructure may leak slice distinctions with-
out causing immediate cross-slice failures. Misconfiguration
risk is medium (<), as excessive metadata exposure typically
stems from permissive DNS publishing rather than operational
errors.

Tso [54] is primarily exploitable by passive observers (A1),
who can infer IMS service structure, deployment decisions, or
operational patterns by monitoring DNS traffic. This example
illustrates how DNS, even when functioning correctly, can
act as an information side channel in mobile control planes,
emphasizing the need to minimize metadata exposure in 5G
and emerging 6G IMS deployments.

An effective mitigation scheme (see Table row Tgo)
involves minimizing record exposure, using split-horizon or
private resolvers, enforcing access control, and applying rate
limiting. These controls should be enforced primarily at the
core infrastructure, with supplemental edge-level measures to
reduce local exposure. The main trade-offs include operational
overhead from managing fine-grained access controls, added
latency introduced by filtering and rate-limiting mechanisms,
and cross-slice coordination requirements to ensure consistent
enforcement across multiple tenants. Implementing these mea-
sures also requires careful integration with legacy systems to
maintain operational consistency.

H. Software, API, and Implementation Vulnerabilities

Category E concerns flaws in resolver software or DNS-
integrated APIs that can be exploited to disrupt resolution or
compromise multiple slices.

A representative example is Weak 5G Core DNS API
Hardening (Trg) [41]], [58]], where insufficient security controls
on DNS-related APIs in the 5G core expose service discovery



and resolution mechanisms to abuse. In Service-Based Ar-
chitectures (SBA), DNS functionality is increasingly accessed
via APIs used by components such as the Network Exposure
Function (NEF), CAPIF, and internal control-plane services.
Weak authentication, inadequate authorization, or poor input
validation in these APIs can allow unauthorized entities to
manipulate resolution behavior or inject malformed requests,
disrupting core network operations.

Under realistic 5G/6G deployment assumptions (please refer
to Table row 1%¢), service disruption is high (@), because
compromised APIs can interfere with service registration, dis-
covery, or binding between core network functions, potentially
causing widespread control-plane failures. Privacy leakage is
medium (<), as exposed APIs may reveal service identi-
fiers, topology information, or operational metadata without
necessarily exposing user-plane traffic. Amplification risk is
low (M), since API-level abuse generally requires targeted
access and does not automatically propagate across slices.
Traffic steering is medium (), because API manipulation
can influence how services locate or prioritize endpoints, even
without direct control of routing. Impact on network slices is
high (@), reflecting the shared nature of core DNS services and
APIs, where a single vulnerable interface can affect multiple
tenants. Finally, misconfiguration risk is high (@), due to the
complexity of securing numerous interdependent APIs and the
likelihood of persistent hardening gaps.

T [41], [58]] is exploitable by malicious or compromised
infrastructure components (As), which may already have par-
tial access to core services, and by operational or admin-
istrative adversaries (As), through insecure deployment or
insufficient access controls. This threat illustrates how software
and API hardening failures—rather than protocol flaws—can
undermine DNS reliability and security in cloud-native 5G/6G
cores.

Effective mitigation for this threat (see Table [[V] row T7¢)
involves enforcing strong authentication and authorization,
validating API inputs, applying rate limiting, and conducting
regular security audits. These controls should be enforced pri-
marily at the core infrastructure, with supplemental monitoring
at the edge where appropriate. The main trade-offs include
operational overhead from API hardening and auditing, added
latency due to authentication and rate-limiting mechanisms,
and cross-slice coordination requirements to ensure consistent
enforcement across tenants. Implementing these measures also
requires careful alignment with legacy systems and inter-
operator processes.

1. DNS Integrity and Resolution Manipulation

Category ' covers threats that exploit resolver behav-
iors—such as caching, prefetching, or failover logic—to ma-
nipulate DNS resolution outcomes.

A representative example is Resolver Failover Manipulation
(T54) [59], where attackers abuse resolver redundancy and
failover mechanisms to influence resolution paths. Modern
mobile networks employ hierarchical and tiered resolver de-
ployments to ensure resilience and low-latency access across
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core, edge, and slice-specific environments. However, failover
logic—including health checks, timeout thresholds, or resolver
prioritization—can be manipulated to suppress legitimate re-
solvers and force queries toward degraded or adversary-
controlled alternatives.

Under realistic 5G/6G deployment assumptions (please refer
to Table row 734), service disruption is medium (©),
since failover manipulation typically degrades resolution in-
termittently rather than causing total outages. Privacy leakage
is medium (), as redirected queries may expose service
identifiers, timing patterns, or slice affiliation to unintended
resolvers without revealing payload content. Amplification risk
is low (M), because effects usually remain localized to resolver
pools or domains. Traffic steering is high (@), as successful
failover manipulation can systematically redirect queries to-
ward adversary-influenced resolvers, enabling persistent obser-
vation or selective disruption. Impact on network slices is high
(@), reflecting shared resolver infrastructure where failover
decisions in common components affect multiple tenants.
Finally, misconfiguration risk is medium (<), due to overly
aggressive failover thresholds, inconsistent health checks, or
incomplete fallback validation.

T4 [59] is exploitable by on-path adversaries (A1), who can
induce timeouts or packet loss, by malicious or compromised
infrastructure components (Asz), which manipulate resolver
behavior internally, and by operational or administrative ad-
versaries (As), through misconfiguration of resolver priorities
or failover policies. This example demonstrates how mecha-
nisms intended to improve availability can become vectors for
integrity and traffic-steering attacks in multi-slice mobile DN'S
deployments.

An effective mitigation scheme (see Table row 754)
involves careful tuning of failover thresholds, consistent health
checks, fallback validation, and monitoring for anomalous
resolver behavior. Controls should be applied primarily at the
DNS infrastructure and recursive resolvers, with edge/MEC
oversight to detect and limit localized manipulation. The main
trade-offs include operational overhead from implementing
and maintaining these measures, added latency due to stricter
failover policies, and increased monitoring complexity across
slices.



TABLE V: A Taxonomy of Persistent DNS Threats in Future-Generation Mobile Networks (Categories

and B).

D |

DNS Threat

[

Description

(Sec. [V-A)

DNS-over-TLS Certificate Misval-
idation [48]]

DNS Cache Poisoning [49]
Plaintext DNS Exposure [64]
Incomplete DNSSEC

Deployment [[19]
DNSSEC Misconfiguration [65]

NXDOMAIN Hijacking [66]
DNS Tunneling [67], [68]
Long TTL Abuse [69]
Resolver Capability
Attacks [50]
DNSSEC Key Exhaustion [[70]

Downgrade

Algorithm Downgrade Attacks [50]]
Fragmentation-Based DNS
Attacks [71]]

EDNSO Abuse [18]

Protocol-Level DNS Downgrade
Attacks [50]
Stale DNSSEC Key Retention [46]

Improper certificate validation enables man-in-the-middle interception of encrypted DNS queries between
mobile core and edge functions.

Forged responses injected into recursive resolvers can redirect subscribers or control-plane functions to
attacker-controlled endpoints.

Unencrypted queries allow passive adversaries to infer service usage, mobility, and application behavior
in cellular networks.

Partial DNSSEC adoption leaves mobile core and edge resolution paths unsigned or unvalidated.

Broken trust chains or expired signatures cause validation failures or silent bypass, affecting mobile
services.

Manipulated non-existent domain responses redirect traffic or inject content, disrupting service discovery.
Abuse of DNS queries/responses enables covert channels for data exfiltration or command-and-control.
Excessive TTL values delay recovery from compromise, prolonging incorrect routing in mobile networks.
Forcing fallback from secure mechanisms weakens DNS resolution in service-based mobile architectures.

Excessive validation triggers resource exhaustion in resolvers, degrading availability of mobile network
functions.

Forcing weaker cryptographic algorithms undermines DNS integrity relied upon by mobile services.
Exploiting IP fragmentation in large responses allows forged records to be injected along mobile resolution
paths.

Misuse of EDNSO inflates responses or triggers parser failures in resolvers across mobile and MEC
environments.

Active interference forces fallback to insecure resolution paths used by mobile devices and network
functions.

Retaining retired keys increases replay and compromise risk in long-lived mobile deployments.

DNSSEC Algorithm | Permissive validation policies weaken trust anchors for mobile services.
Downgrade [50]
Misconfigured DNSSEC in ENUM domains allows spoofed responses, misrouting IMS sessions and calls
[54) in 5G/6G networks.
(Sec. |V-B)
Misconfigured Wildcard | Overbroad wildcards expose unintended services or facilitate impersonation of mobile core and edge

Records [72], [73]
Operational DNS Debt [42]
Insecure Bootstrap Resolvers [[74]

Misconfigured Reverse DNS (PTR
Records) [75]
Registrar Account Takeover [76]

DNS Policy Inconsistency [77]
Stale DNS Records [78]

Lame Delegations [79]

Missing Response Rate Limiting
(RRL) [43]

Edge DNS Misconfiguration [63]]

Split-Horizon DNS Errors [80]
Lack of DNS Redundancy [52]

Misconfigured Forwarders [81]]
Incorrect Glue Records [78]

[54]
Broken Fallback Resolvers [82]]

IPv6 DNS Misalignment [|83]], [84]]
Operational Visibility Gaps [85]

Recursive Resolver Looping [86],
(871

endpoints.

Legacy misconfigurations persist across network upgrades, virtualization, and slice reconfiguration.
Reliance on insecure or hardcoded resolvers during initialization weakens trust establishment for devices
and network functions.

Incorrect or missing PTR records undermine authentication, logging, and abuse detection.

Compromised registrar accounts enable large-scale DNS record manipulation for operator-managed
mobile domains.

Divergent policies across regions, roaming domains, or slices cause unpredictable resolution behavior.
Outdated resource records redirect traffic to decommissioned or reassigned infrastructure in mobile
networks.

NS records pointing to non-authoritative or unreachable servers increase spoofing and DoS risk.
Absence of RRL on authoritative servers amplifies susceptibility to volumetric attacks targeting mobile
services.

Improper deployment at edge or MEC nodes expands attack surface and reduces fault isolation for
latency-sensitive services.

Inconsistent internal and external views expose internal services or disrupt access-network resolution.
Single points of failure in authoritative or recursive DNS increase outage risk for mobile cores and edge
services.

Forwarding queries to unreachable, untrusted, or misconfigured upstream resolvers degrades DNS
reliability.

Outdated or invalid glue records disrupt resolution for operator-managed domains.

Errors in ENUM zone delegation or record management misroute E.164-based service discovery,
disrupting IMS call and session setup in 5G/6G networks.

Secondary/backup resolvers fail to respond, causing resolution delays or outages for mobile core and
edge services.

Inconsistent IPv4/IPv6 records misroute traffic or weaken security in dual-stack mobile networks.
Limited monitoring or auditing obscures attacks, misconfigurations, or drift in distributed mobile
infrastructures.

Misconfigurations trigger recursive loops, amplifying traffic and degrading resolver performance for
mobile functions.
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TABLE VI: A Taxonomy of Persistent DNS Threats in Future-Generation Mobile Networks (Categories C and D).

ID | DNS Threat Description
C: Infrastructure and Control-Plane Dependencies (Sec. [V-C)
T37 | Cross-Slice DNS Leakage [61] Insufficient isolation leaks queries or cached responses across network slices, violating slice security
boundaries.
T35 | Control-Plane DNS Depen- | Tight coupling of control-plane functions to DNS causes failures to cascade into signaling or service
dence [88] outages.
T39 | Weak Access Controls on DNS | Inadequate authentication/authorization allows unauthorized changes to DNS records used by mobile
APIs [89] services.
Tio | DNS-Based Service Discovery | Failures in DNS service discovery disrupt resolution of network functions in service-based architectures.
Failures [47], [90]
T41 | Network Function Resolution Poi- | Corrupted DNS mappings misdirect signaling/data-plane traffic, causing service disruption.
soning [47]
Tyo | Slice Bootstrap DNS Failures [30] | Resolution failures during slice initialization prevent service instantiation or connectivity.
T43 | Open Recursive Resolvers [91]] Public resolvers within operator networks enable reflection attacks and expose internal naming structures.
T44 | Dependency on Third-Party | Reliance on external DNS introduces availability, supply-chain, and jurisdictional risks.
DNS [92]
Tu4s | DNS-Based  Traffic ~ Steering | Manipulation of DNS load balancing or geolocation reroutes mobile traffic through adversarial or
Abuse [62] suboptimal paths.
Tu6 | Resolver Trust Assumptions [88] Overreliance on upstream resolvers without validation/redundancy creates single points of failure.
Ty7 | Core Network DNS Flooding [93] | High-rate query floods target DNS-dependent 5G/6G core functions, degrading performance.
Tyg | Misaligned DNS Load Balanc- | Incorrect DNS load balancing overloads core, edge, or slice resources, violating SLAs.
ing [94]
Ty9 | Cross-Tenant Resolver Contamina- | Shared resolver caches leak queries or records across tenants and slices.
tion [53|
T50 | DNS Dependency Loops [95] Circular dependencies among zones/resolvers cause failures affecting service continuity and control-plane
functions.
T51 | Resolution Failures in 3GPP Con- | Failures in ENUM-based E.164 resolution disrupt control-plane service discovery and IMS call/session
trol Plane (54| setup.
D: Privacy, Metadata Leakage, and Surveillance (Sec. V-DJ
Ts2 | Excessive DNS Logging [96] Overcollection or prolonged retention of DNS logs exposes subscriber metadata and mobility behavior.
Ts53 | WebRTC DNS and IP Leak- | STUN/TURN interactions reveal real IP addresses or DNS-resolved endpoints, undermining privacy.
age [97]
Ts54 | DNS Query Fingerprinting [60], | Analysis of query patterns uniquely identifies devices, applications, or users across mobile sessions.
(98]
T55 | Encrypted SNI Correlation [99] Correlation of DNS queries with encrypted SNI or timing reveals accessed services.
Ts6 | Resolver-Side Profiling [[100] Resolvers or upstream providers profile users using DNS telemetry from mobile access networks.
Ts7 | DNS Hijacking [[101]], [[102] Unauthorized record changes redirect mobile traffic via compromised registrars or control planes.
Tss | Anycast Manipulation [[103] Abuse or misconfiguration of anycast DNS attracts traffic to adversarial or suboptimal locations.
Ts59 | Anycast Routing Abuse [51]] Routing-layer manipulation of anycast paths diverts DNS traffic for interception or disruption.
Ts0 | GeoDNS Abuse [104] Exploitation of geographic responses selectively targets regions, roaming domains, or edge deployments.
Ts1 | ISP-Level NXDOMAIN Rewrit- | NXDOMAIN modification injects redirects, monitoring, or censorship into mobile DNS resolution.
ing [105]
Ts2 | DNS Enumeration [[106] Zone walking or brute-force queries reveal internal services, functions, or identifiers.
Ts3 | DNS over HTTPS Policy By- | DoH circumvents carrier DNS monitoring, filtering, or policy enforcement.
pass [107]
Ts4 | Encrypted DNS Traffic Analy- | Timing, size, or destination metadata leaks behavioral information about mobile users.
sis [44], [45]
Ts5 | DNS-Based Service | Systematic probing identifies exposed services, APIs, or management endpoints.
Enumeration [108]], [109]
Ts6 | Resolver Cache Snooping [96], | Inference of other users’ queries by probing shared resolver cache state.
[110]
Ts7 | DNS-Based Covert Signal- | Low-bandwidth signaling via DNS timing or query patterns enables covert coordination.
ing [LL11]], [112]
Tss | DNS  Logging  Jurisdictional | Exposure of DNS logs to foreign legal regimes due to cross-border storage and roaming.
Risk [113]], [114]
Teg | IMS Service Metadata Exposure | DNS queries for ENUM-based IMS services leak metadata about user sessions or service usage.
via DNS [54]]
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TABLE VII: A Taxonomy of Persistent DNS Threats in Future-Generation Mobile Networks (Categories E and F).

ID DNS Threat Description
E: Software, API, and Implementation Vulnerabilities (Sec.
T7o Insecure Dynamic DNS | Weak authentication or authorization allows unauthorized record changes, affecting distributed mobile
Updates [115] services.
T Resolver  Software  Vulnerabili- | Exploitation of implementation bugs causes crashes, DoS, or remote code execution, impacting core
ties [[116] and edge resolution.
Tro Memory Corruption Bugs [[117] Use-after-free, buffer overflow, or parsing flaws in DNS libraries disrupt mobile service discovery
and resolution.
T73 API Token Reuse [89] Leaked or reused DNS management tokens enable persistent unauthorized access to DNS control
planes.
T74 Orchestrator—DNS  Desynchroniza- | State inconsistencies between orchestration systems and DNS cause stale records or misrouting in
tion [[118] cloud-native mobile deployments.
T7s Resolver Fingerprinting [119] Inference of resolver type or configuration via crafted queries enables targeted exploitation in mobile
deployments.
T7e Weak 5G Core DNS API Harden- | Insufficient input validation or authentication in SBA/NEF/CAPIF APIs exposes DNS service
ing [41], [58] discovery endpoints to spoofing or injection, degrading resolution or service binding.
o F: DNS Integrity and Resolution Manipulation (Sec.
T77 DNS Rebinding Attacks [120], [121] [ Short TTLs remap domains to internal IPs, enabling cross-origin access to internal or edge services.
T8 Resolution-State Manipulation [[122]] | Altering resolver state or response handling changes resolution outcomes, affecting service routing
without record compromise.
I'79 Negative Caching Abuse [[123] Manipulating NXDOMAIN or SERVFAIL caching suppresses service reachability, disrupting mobile
network access.
Tgo TTL Manipulation Attacks [18], | Malicious TTL inflation or reduction destabilizes traffic steering and prolongs incorrect mappings.
[124]
131 Malicious DNS Prefetching [125] Abuse of prefetching primes caches with attacker-controlled domains or overloads resolvers in mobile
deployments.
Ty2 DNS-Based Phishing Infrastruc- | Fast-flux or short-lived domains support phishing campaigns targeting mobile users and services.
ture [[126]
Tg3 DNS Shadowing [127] Attacker-controlled subdomains persist unnoticed under legitimate domains, potentially misdirecting
mobile traffic.
T34 Resolver Failover Manipulation [S9|] | Interference with failover redirects queries to malicious servers or induces service disruption in tiered

resolver stacks.
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