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Abstract—The increasing amount of electric vehicles and a
growing electric vehicle ecosystem is becoming a highly het-
erogeneous environment with a large number of participants
that interact and communicate. Finding a charging station,
performing vehicle-to-vehicle charging or processing payments
poses privacy threats to customers as their location and habits can
be traced. In this paper, we present a privacy-preserving solution
for grid-to-vehicle charging, vehicle-to-grid charging and vehicle-
to-vehicle charging, that allows for finding the right charging
option in a competitive market environment and that allows
for built-in payments with adjustable and limited risk for both,
producers and consumers of electricity. The proposed approach
builds on blockchain technology and extends a state-of-the-art
protocol with payments, while still preserving the privacy of the
users. The protocol is evaluated with respect to privacy, risk and
scalability. It is shown that pseudonymity and location privacy
(against third parties) is guaranteed throughout the protocol,
even beyond a single protocol session. In addition, both, risk
and scalability can be adjusted based on the used blockchain.

I. INTRODUCTION

Electric vehicles (EVs) are gaining widespread attention in
both, academia and real-world implementation, see e.g., [7],
[13], [14]. In order to meet the increasing demand, the wide-
spread roll out of EVs also requires to establish a massive
charging infrastructure, which also impacts the electricity grid
in terms of demand and supply. In the context of heterogeneous
market participants in smart grids and local energy communities,
the finding of suitable charging stations and the payment
processes are of particular importance. These processes are
executed in an environment that is shaped by a large number
of players and participants that do not necessarily trust each
other to full extent and where the privacy of customers is
crucial. Customer privacy can be impacted severely by allowing
charging stations or other EVs to track the customer, to establish
movement profiles and to learn customer habits [12].

EVs can either use the (public) electricity grid for charging
and approach one of the charging stations available or EVs use
another EV to charge. This leads to a dynamic and competitive
market situation with volatile demand and supply. In order
to simplify and optimize the process of finding a charging
station, a number of protocols have been proposed [2], [11],
[24]. These protocols often build on blockchain technology
in order to have a public and immutable record for managing
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and ordering requests and offers. Furthermore, some protocols
propose blockchain technology for handling the payment.

However, the proposed protocols often (i) do not cover
customer privacy to a full extent; (ii) do not allow for combined
bidding and payment transfer with limited risk for both, the
EV and the charging station; and (iii) do not cover both, grid-
to-vehicle and vehicle-to-vehicle charging.

Due to limited trust and anonymity in privacy-preserving
systems, there is also a substantial financial risk for both, the
EV (or the consumer in general) and the charging station
(or the producer in general). While the EV runs the risk of
paying without receiving a sufficient amount of energy (or any
energy at all), the charging station runs the risk of providing
energy and not receiving sufficient compensation. This is largely
unaddressed in prior work.

Following a privacy-preserving protocol for grid-to-vehicle
charging presented in [11], in this paper, we present a
comprehensive protocol for EV charging with payments. The
protocol preserves the privacy of all participants and the
location privacy of the EVs during the exploration and bidding
phase. Furthermore, pseudonymity is preserved during the
charging phase and the payment phase, and a parameter is
proposed which allows for controlling risk. Two different
implementations for transferring installments in exchange for
energy are described and evaluated. These implementations are
compared in terms of risk, scalability, performance and privacy.

The rest of this paper is structured as follows: Section
IT describes EV charging, blockchain technology, hash time-
locked contracts and state channels. Section III describes the
proposed privacy-preserving protocol. Section IV evaluates the
protocol with respect to risk, privacy and scalability. Section V
provides an overview of related work. Section VI summarizes
this paper.

II. BACKGROUND

This section summarizes the relevant background for EV
charging and blockchain technology.

A. Electric Vehicle Charging

One of the most common types of EVs relies on batteries
which need to be recharged from an electric power source [15].
Depending on their capacity and usage, these batteries may
retain significant portions of their initial charge over longer
periods of time. Three different types of charging can be
distinguished [15], [20]: (i) G2V (Grid-to-Vehicle) Charging:
The EV is charged by the power grid. This is the most common
case and is usually done via a charging station, see e.g., [15]



(i) V2V (Vehicle-to-Vehicle) Charging: As described in [20],
EVs may also rely on other EV’s batteries instead of charging
stations to recharge; and (iii) V2G (Vehicle-to-Grid) Charging:
Reversing the G2V process, the EV may also provide power to
the power grid during peak hours [15]. Due to its properties, the
EV can act as both, a consumer (G2V, V2V) and a producer
(V2V, V2G). In this paper, all three types of charging are
supported, despite existing standards, e.g., ISO 15118 [9] and
OCPP [17], focusing on the V2G case. To the best of our
knowledge, at the time of writing, no finalized standards for
V2G and V2V exist.

B. Blockchain

A blockchain is a decentralized append-only database,
initially presented by Bitcoin [16], to enable a chronologi-
cally ordered and practically tamper-proof log of financial
transactions.

To interact with the decentralized database, signed trans-
actions are used as write requests. Blockchain nodes, which
are responsible to find a consensus [1] for the global state,
group multiple transactions together and create a new block,
which is cryptographically linked to the previous block. The
index of the block is denoted as block height. Users in a
blockchain are represented by public-private key pairs. The
ID of a user is the public key or the hash of the public
key and it is possible to use a new ID for each transaction.
Blockchains are often used as a decentralized programmable
service. Additionally, blockchains enable programmable and
conditional payments, which require that predefined constrains
are met before the payment is considered valid. Conditional
payments in Bitcoin are enabled by a scripting language '
with limited functionality. In contrast to Ethereum, [22], where
a Turing complete language, e.g., Solidity, > allows for the
creation of smart contracts where any condition for payments
can be implemented.

1) HTLCs: Hash Time Locked Contracts (HTLCs) are
conditional payments, supported by both, the Bitcoin scripting
language and by smart contracts. They consist of a hash
and a time lock and are mostly used to allow for off-chain
payments over multiple untrusted hops [8], [18] as well as other
applications [6]. A transaction that transfers = coins from A to
B, secured with a HTLC can be represented by the function
HTLC(A, B,z,y,t) [5]. To create this HTLC, A needs to
create a random number 7 with y = H (r) and specify ¢, which
is the time (maximum block number) where the transaction
can be spent by B. To unlock the HT'LC, B need to publicly
disclose (cryptographically proof) the knowledge of r via a
blockchain transaction within the period defined in ¢. If B does
not provide the necessary information to unlock the transaction,
A gets back the control over = coins and can spend them again.
HTLC can also be time-bounded commitment schemes with
additional payment functionalities. The random value r used
to open the hash lock can be replaced by a commitment value
of A.

2) State-Channels: An alternative to HTLCs is the use of
state channels. They can be implemented in blockchains with
support for Turing complete smart contracts, such as Ethereum

Uhttps://en.bitcoin.it/wiki/Script [Last access: April, 2020]
Zhttps://solidity.readthedocs.io/en/latest/ [Last access: April,2020]

[22]. The purpose of a state-channels is to reduce the number
of on-chain transactions by enabling an off-chain negotiation
of a locked portion of a global blockchain state. For this, a
state-channel uses three steps: (i) opening; (ii) off-chain state
modifications; and (iii) closing. In the opening step, a pre-
defined set of participants p lock a collateral by sending a
single on-chain transaction to a previously deployed smart
contract. Once all participants locked a state, the off-chain state
modification starts. In this step, all participants need to exchange
signed off-chain messages, in which the new distribution of the
locked state is defined. The new off-chain state is considered
valid if signatures of all participants have been collected. The
negotiation can be repeated as often as needed. In the last
step, the state channel will be closed by using an signed off-
chain state and the new distribution of the locked collateral
will be send back to the participants. A detailed description
of state-channels and off-chain solutions can be found in [8]
and a comparison of use cases for state-channels in the energy
domain is summarized in [4].

In order to create and use a state-channel with n participants,
n on-chain transactions are needed to lock the collateral for
all participants. In addition, for deploying the smart contract
and for closing the state channel two additional transactions
are required.

For the protocol proposed in this paper, we use the
blockchain to publicly store and timestamp small amounts
of data and to enable conditional payments for the consumed
electricity.

III. ELECTRIC VEHICLE CHARGING WITH PAYMENTS

This section describes the proposed EV charging protocol
and its separate phases. The protocol builds upon [11], but
includes a built-in payment phase. Furthermore, it generalizes
the role of the EV as it can act as both, a producer and a
consumer, as described in Section II-A. Thus, as opposed to
[11], where the EV is always assumed to be a consumer, the
proposed protocol uses the notion of producers for entities who
offer electrical power and consumers for entities who require
it. The EV may be either or both, at the same time, depending
on the use case.

For the description of the phases of the protocol the structure
and notation of [11] are retained. Figure 1 provides an overview
of the phases in the protocol and shows the operations by the
actors and the exchanged messages.

¢ denotes the unique ID of a consumer looking to acquire
(charge) an energy amount e € Q*\{0}, e.g., 20 kWh, within a
specified time interval 7' € P(T), e.g., between 12 p.m. and 2
p.m., within a certain geographical (world) region R € P(W),
e.g., the city of Salzburg, Austria. Similarly, 7 denotes the
unique ID of a producer at a location w; € W. Both, the
unique ID of a consumer and a producer are represented by
blockchain ID. While the protocol is expressed from the point
of view of one consumer (, there can be arbitrarily many
producers, each denoted with an index ¢ equal to its ID.

A. Exploration

In order to find producers who can offer the required
energy amount e within the time interval 7' in the region
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Fig. 1. This diagram shows the phases of our proposed protocol and the protocol presented in [11]. In the deposit phase either 1) HTLCs or 2 state channels
can be used. Messages are exchanged between a consumer, a blockchain and a producer.



R, a consumer posts its ID (, together with the aforementioned
required parameters on the blockchain. The request (R, T e, ()
is visible to all actors in the network and allows all producers
to subsequently prepare bids.

B. Bidding

After a request has been placed, all actors who can provide
energy within the specified region R (producers) can post
prices for the desired time interval 7' and energy amount e on
the blockchain, considering an actor-specific price-computing
function f;(T,e,@). The bid b; = f;(T,e, @) is the initial
offer of producer ¢, which may also be an EV. Producers may
act upon observing other actors’ bids b; and, in turn, update
their own bid, b; to b;. To do so, they consider the other bids
in their actor-specific price-computing function f; so that the
new bid b, = f;(T, e, U;b;) considers the existing parameters
as well as the other actors’ bids b;.

C. Evaluation

After either a certain number of bids has been observed
or a time limit has passed, the consumer collects all bids and
computes the best one using its decision function g(d, b) that
is based on the distance d to each producer and the bidding
price b that this producer offers, i.e., the consumer chooses the
desired producer i = argmin, g(d;, bz) where d; := ||w; — w||
is the geographical distance between the consumer and the
producer 4 and b} is the most recent bid of producer . Once
the consumer has decided to use the producer 7, it commits to
this producer, its bid b% and the time interval.

D. Deposit

In order to communicate the decision for producer ¢ and
time interval 7', the consumer creates a commitment for a
payment in N installments in order to reduce the risk on both
sides. In order to implement the installments on a blockchain,
the payment can either be split up into a total of N HTLCs or
alternatively a state channel is created. Instead of submitting
the full payment of b at once, one N-th is used as a deposit
in both cases.

1) HTLCs: For HTLCS, initially, an
HTLCy(C,i,m, Yo, tmaz) is created, where the sender
is ¢, the receiver is i, m is the amount of money to be locked
and yo = H(ro) is created with a fresh random number ry.
tmax 18 chosen by the consumer with respect to the charging
time interval so that this value lies before the beginning of the
charging period, i.e., tmaa < min(7T"). The monetary amount

m := 4 is one N-th of the agreed-upon price. The HTLC
guarantees that only the consumer ¢ (who knows rg) can
reveal itself and the payment, at the producer. To activate
the initial payment and to unlock the deposit from HT LC),
the producer needs to know r(, the pre-image of yy, which
is communicated from the consumer to the producer before
the charging process can start. If ry is not revealed or if it is
revealed too late, the charging process cannot begin.

2) State Channel: Alternatively, for state channels, the total
amount 7 is locked as collateral by the consumer. The initial
state of the channel is defined, so that one /N-th of the amount
belongs to the producer and the remaining amount is used for
off-chain transfers during the payment and charging phase.

E. Payment and Charging

During payment and charging the risk for both, consumer
and producer is minimized by continuously transferring frac-
tions of the payment for exchange of energy. More precisely,
after each transfer one N-th of the total energy e, one N-th of
the payment is released. If either the consumer or the producer
violate the protocol, e.g., by not confirming the charge and
withholding the next installment, the charging process can be
aborted with a maximum remaining loss of £ in energy and
m in funds.

1) HTLCs: When using HTLCs, once the producer has
received r¢ and thus the deposit, the charging process can start.
After having received £, i.e., one N-th of the agreed-upon
charge, the consumer confirms the receipt and reveals r; to
unlock the next fraction of the payment through HT LC;. This
process continues for every fraction of energy + received until
charging is completed, i.e., the N-th HTLC, HT LCyn_1, is
opened and the full amount e has been charged.

2) State Channel: When using state channels, all intermedi-
ate states are handled off-chain. After having received < x> ie.,
one N-th of the agreed-upon charge, the state is updated, so that
another V-th of the collateral is assigned to the producer. Both,
the producer and the consumer need to sign this state change
off-chain. After exchanging the last N-th of energy, one final
on-chain transaction is required to lock the last agreed-upon
state on the blockchain.

IV. EVALUATION

In this section, we evaluate our proposed protocol with
respect to risk, scalability, performance and privacy.

A. Risk

Since this protocol is about a financial transaction in
exchange for a good, i.e., electricity, there is a risk of not
receiving either the good or the money. In different phases of
the protocol the risk is with different entities.

If the full amount of money is paid upon reserving a
charging slot at the producer, the risk of not receiving energy
is with the consumer. Conversely, if the payment happens after
receiving the energy, the risk of not receiving any money for
the provided energy is with the producer. In order to minimize
the risk for both, the producer and the consumer, the payment
is split into a total of N fragments. A fraction of ~ « of the
total amount Zr is reserved as a deposit upon reservation via
either an HTLC or a state channel. If the producer ceases
communication fraudulently, the loss is limited to % on the
consumer side. While the producer suffers no damage, a scoring
system can be used to mark the producer as non-trustworthy
for future consumers [2]. If, on the other hand, the consumer
does not show up for charging, the lost time of the producer

is compensated by the deposit of %

After the charging process is started successfully and a
fraction of J{, of the total amount to be charged e has been
transferred from the producer to the consumer, the risk on both
sides is zero. The consumer has received what he paid for and
the producer has provided not more than he has been paid. For
the next fraction % of the payment and energy, the same risk
distribution applies: While there is a maximum risk of ﬁ of



the total amount with the consumer directly after payment, the
risk goes to zero for the producer and the consumer after the
corresponding fraction of energy has been transferred. This
repeats for the remaining fractions, but limits the risk with %
at any time. For small values of N, the risk is relatively large,
while higher values of N reduce and limit the risk. However,
in case of HTLCs, a larger number of N requires more HTLCs

and therefore more transactions, which impact scalability.

B. Scalability

In case of HTLCs, the number of blockchain transactions is
proportional to N, and the charging process is limited by the
reserved time interval 7. Thus, the number of transactions per
second is proportional to % (where ||T|| denotes the length of
the time interval). For example, a charging time of 10 minutes
in two installments requires less than one transaction per minute.
Conversely, a charging time of one hour in 100 installments,
more than 3 transactions per second are required. The number
of transactions per second is limited by the blockchain design
and varies greatly [1]. It is thus crucial to select a blockchain
with sufficient throughput, especially considering that multiple
charging sessions may be ongoing at the same time. Any
practical implementation of the protocol must therefore find
reasonable bounds for (i) the number of installments N; (ii)
the length of charging intervals 7T'; and (iii) the number of
concurrent charging sessions in a given blockchain.

However, when using state channels instead of HTLCs, only
four on-chain transactions are required, one for deploying, two
for opening the state channel and one for closing it. Since
all other transactions are performed off-chain, the number
of transaction on-chain are independent of the number of
installments N.

C. Performance

From a producer and consumer perspective, the guarantees
and results of both, HTLCs and state channels, are the same.
However, in terms of performance, the two implementations
vary significantly.

Table I summarizes the key performance metrics of the
proposed protocol as described in the sections above. First, the
risk for producer and consumer is the same for both, HTLCs
and state channels (see Section IV-A). Second, the required
number of on-chain transactions is dependent on N for HTLCs
and limited to four for state channels (see IV-B). Conversely,
HTLCs do not require off-chain transactions, whereas a state
channel requires N — 1 updates off-chain until the full deposit
belongs to the producer. Third, the scalability of the blockchain
in terms of transactions per second, is proportional to the
number of on-chain transactions. Note that the costs for on-
chain transactions are proportional to the number and speed
in which they need to be processes. Thus, for high values
of N and the corresponding low risk, HTLC transactions are
expected to be impracticably expensive (e.g., splitting a ten
Dollar payment into N = 10 installments with transaction costs
of one Dollar each, would incur transaction costs as high as the
energy costs [21]). In contrast, state channels avoid this issue
and require a constant amount and therefore constant costs.

TABLE 1. PERFORMANCE COMPARISON OF HTLCS AND STATE

CHANNELS.
HTLC State Channel
Number of on-chain transactions N 4
Number of off-chain transactions 0 N -1
. . e N 4
Required blockchain scalability 77T T
b’ b’
Maximum consumer risk ~ ~
Maximum producer risk 0 0

D. Privacy

The proposed protocol is designed to preserve the privacy
of both, the consumer and the producer. The location privacy
of the consumer and producer is preserved during the bidding
phase and pseudonymity is preserved during the charging phase
and the payment phase. While, for the charging process itself,
the consumer has to approach a producer, the location of either
participant is neither revealed to each other nor to third parties
before the charging process and as long as no contract is
established. Within the blockchain, each participant is identified
with a unique ID. This ID can be changed after each protocol
run to preserve privacy. Each new ID is a pseudonym of the
participant. Thus, pseudonymity is preserved [19].

V. RELATED WORK

Related work in the area of e-mobility is roughly clustered
in the following areas: (i) blockchain-based approaches, having
the focus on a decentralized approach for finding charging
stations or for handling payments; (ii) approaches that primarily
focus on privacy-preservation; and (iii) protocols that discuss
similar use cases, such as ride sharing, but attempt to provide
comparable guarantees for privacy.

In [2], a privacy-preserving ride sharing protocol based on
a blockchain is presented. The proposed protocol uses zero
knowledge proofs and is evaluated in an Ethereum test net. This
protocol provides similar privacy guarantees with respect to
location privacy and the protocol implements a pay-as-you-go
service where the driver proofs the elapsed distance in order
to get paid. In contrast, our approach uses HTLCs in order to
spread payments over a longer period of time and we propose a
risk-limiting variable for balancing risk and costs. This allows
for high flexibility in various practical settings and is widely
blockchain independent.

While our proposed protocol allows individual consumers,
e.g., EVs, to find a producer, e.g., a charging station, individu-
ally, approaches exist in literature which aim at optimizing
more globally given multiple charging requests [3], [23].
However, these protocols do not allow for individual decisions
and introduce a waiting time until the optimized solution is
computed. [23] supports V2V charging with these limitations
via a distributed optimization process. [3] uses such a process —
on the basis of a blockchain — not for EV charging, but for the
use case of privacy-preserving energy storage unit charging.

In [10], an approach similar to ours is proposed, but privacy
aspects are not considered as they remain future work. In
contrast, the protocol in our paper is designed with strong



guarantees for location privacy and identity. Furthermore, the
risk for the producer and the consumer is fixed in [10], i.e., it
cannot be changed. In contrast, our proposed approach allows
for flexible distribution of risk with a risk parameter.

In [24], privacy additions to ISO 15118 and other common
standards for EV charging are analyzed and it is found that this
is not possible in a fully privacy-preserving way. The authors
propose their own protocol to mitigate this, but they require pre-
installed trusted platform modules (TPMs) in the EVs, which
puts the required trust to the entities manufacturing these TPMs.
In contrast, our approach is blockchain based, which means
that the trust is distributed among all actors, minimizing single
points of failure in a security sense.

VI. CONCLUSION

In this paper we present a protocol for privacy-preserving
charging of EVs with payments, supporting vehicle-to-grid,
grid-to-vehicle and vehicle-to-vehicle configurations. It has
been demonstrated that the proposed protocol preserves
pseudonymity and location privacy. Furthermore, the scalability
and risk of both, the producer and the consumer, have
been evaluated. A novel risk parameter has been shown to
allow for adjusting the trade-off between risk and scalability.
The performance has been evaluated for two implementation
variations, HTLCs and state channels. It is found that state
channels are better-suited to implement risk-minimized charging
due to its lower number of on-chain transactions and thus
practical costs.
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