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- Time does not exist in the syntax or semantic 

- Large applications with dynamic features



7

Data-Driven Differential Debugging: Program Analysis + ML
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Attacker’s Local Observations Attacker’s Remote Observations
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Point-wise Noninterference: Nilizadeh et al., ICSE’19

Functional Noninterference: Tizpaz-Niari et al., NDSS’20



Clustering: Distinguishable Functional Observations
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Classification: Root Cause of Timing Side Channels
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Regular Expressions in Java 

(#Methods: 620)
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iControl-SOAP 
(User Credential)

#Method: 41,541

Java X 
(Crypto)


#Method: 63

SnapBuddy 
(Social Network)

#Method: 3,071

Stegosaurus 
(Message Service)


#Method: 273
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