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Accessing information online
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The way we access 
information online

is changing

Source: https://www.statista.com/chart/9555/referral-traffic---google-or-facebook/



What are Link Previews?
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https://www.ndss-symposium.org/
ndss2020/accepted-papers/
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Security Risks
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Link Previews
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Misuse of Link Previews
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https://developers.facebook.com/blog/post/2017/06/27/API-Change-Log-Modifying-Link-Previews



Contributions
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1. First comprehensive study of the link preview creation process of 20 social 
platforms

2. Identified 14 different link preview templates

3. Experimented with link preview creation in an adversarial setting

4. Performed experiments for active or passive malicious content spread 
prevention

5. Present seven recommendations towards more robust and trustworthy previews



Link Preview Creation
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• Link previews are usually created server-side because of the SOP

• A series of processes takes place to retrieve link-associated resources and build the 

preview

https://ndss.com
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Designing Link Previews
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<meta property="og:site_name"
content="(1)" />

The Open Graph and Twitter Cards 
mark-up languages define the content of 

each field of a link preview

1

<meta property="og:title"
content=“(2)" />

2

3
<meta property="og:image"

content=“(3)" />



• Case studies
- 10 Social Networks
- 10 Instant Messaging applications

• Performed a set of controlled experiments
• Set up a server, registered accounts (two mobile phones/social network accounts)

Experimental Setup
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Social Networks

Facebook Tumblr

Twitter Medium

VK Xing

LinkedIn Plurk

Pinterest MeWe

Instant Messaging Apps

Instagram Line

Messenger Viber

Skype KakaoTalk

Snapchat Telegram

WhatsApp Slack



Comprehensive study of the link preview generation:

● Displayed fields: title (16/20), domain (14/20), image (11/20), desc. (5/20) 

● Position fields: 14 different link preview patterns

Dissecting Link Preview Generation

11



Comprehensive study of the link preview generation:

● Network signatures: 35 bot UAs, 18 browser UAs, 23 social platform networks and 3 
residential networks

● Caching behavior (14 days): rarely preview update (8/10 only at submission time) 

Dissecting Link Preview Generation
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GET



Link Previews in an Adversarial Setting

https://mal.com
GET
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How can an attacker generate
benign-looking Link Previews for 

a malicious web site?



Link Preview Generation (Adversarial Sett.)
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Preview of External Reference via og:url
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<meta property="og:url" 
content="youtube.com/XZ"/>



Link Previews without Domain Name
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<meta property="og:title" 
content="Big Bang Theory..." />

<meta property="og:image" 
content=“benign-img.jpg" />



Replacing Domain using og:site_name
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IMDB

<meta property="og:site_name" 
content=“IMDB" />

<meta property="og:title“
content="Big Bang Theory’s…"/>

<meta property="og:image“
content=“benign-img.jpg"/>

<meta property="og:description" 
content=“The Big Bang Theory…"/>



Removing Shared URL
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Sharing Malicious Content

19

Can be bypassed through
client-side redirection

Can be bypassed through
server-side redirection



1. Introduce a standardized way of building previews
2. Show domain or URL
3. Rebuild or update Link Previews after edits
4. Create Link Previews without retrieving referred pages
5. Enforce type constraints to prevent domain overwrite
6. Do upstream URL validation (e.g., using blacklist services)
7. Inspect redirection chains

Recommendations
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IMDB



• First comprehensive characterization of Link Preview creation process spanning over 20 

popular social platforms

Ø Inconsistent use of metatags, variety and heterogeneity of templates

• Studied Link Preview creation in an adversarial setting

Ø 4 platforms indistinguishable preview, 16 all fields but domain/URL

• Analysis of in-place countermeasures against spread of malicious content

Ø 2 platforms do URL filtering, bypassed with server and client redirects

• Present seven recommendations

Takeaways
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Automated Agent’s Behavior (SNs) 
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Facebook Twitter LinkedIn Tumblr VK Pinterest Xing MeWe Plurk Medium

Resources requested 
before sharing ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Resources requested after 
sharing ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Parse OG tags ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Parse Tw tags ✓ ✓ ✓ ✓
Parse HTML code ✓ ✓ ✓ ✓ ✓ ✓

Follow client HTML 
redirection ✓ ✓ ✓
|_ Fetch redirector 
resources ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Follow client JS redirection ✓ ✓
|_ Fetch redirector 
resources ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Inspect og:url resources ✓ ✓

Follow server 303 redirect ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Follow server 307 redirect ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓



Automated Agent’s Behavior (IMs)
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Instagram Messenger Skype Snapchat WhatsApp Line Viber KakaoTalk Telegram Slack

Resources requested 

before sharing ✓ ✓
Resources requested after 

sharing ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Parse OG tags ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Parse Tw tags ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Parse HTML code ✓ ✓ ✓ ✓ ✓ ✓

Follow client HTML 

redirect ✓ ✓ ✓
|_ Fetch redirector 

resources ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Follow client JS redirect ✓
|_ Fetch redirector 

resources ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Inspect og:url resources ✓ ✓

Follow server 303 redirect ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
Follow server 307 redirect ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓


