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1 Karande et al. ”SGX-log: Securing System Logs With SGX." ASIACCS 2017.
2 Hartung et al. “Practical and Robust Secure Logging from Fault-Tolerant Sequential Aggregate Signatures”, ProvSec 2017
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• Deploy Custos on 100 nodes.

• Replay attack from DARPA Transparent Computing engagement:
– Professional red-team emulating a nation state attacker.



10:52

51Custos: Practical Tamper-Evident Auditing of Operating Systems Using Trusted Execution – Riccardo Paccagnella

1. Failed Compromise 
Attempt (Exploit of 

Firefox 54.0.1) 2. Initial Access
(Exploit of Firefox 54.0.1)
3. Unprivileged Shell

11:42

Complete the attack

11:46



10:52

52Custos: Practical Tamper-Evident Auditing of Operating Systems Using Trusted Execution – Riccardo Paccagnella

1. Failed Compromise 
Attempt (Exploit of 

Firefox 54.0.1) 2. Initial Access
(Exploit of Firefox 54.0.1)
3. Unprivileged Shell

11:42

Complete the attack

11:46



11:46:17

53Custos: Practical Tamper-Evident Auditing of Operating Systems Using Trusted Execution – Riccardo Paccagnella

4. Download Drakon

5. Privilege Escalation 
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