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Emoji are popular, 
especially on smartphones and social media.

They can be used to add an emotional dimension to language.

Graphics: Twitter Emoji (“Twemoji”), CC‐BY 4.0 https://creativecommons.org/licenses/by/4.0/
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Smartphone Unlock Issues

Unlock Patterns 4/6-digit PINs Passwords Fingerprints

6 [Img. 1] Touch ID, apple.com
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There Are More …
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[Img. 2] Lollipop Smart Lock, androidpolice.com



San Diego, February 26., 2017 | USEC’17

Emoji Passcodes
In 2015, Intelligent Environments proposed 
emoji‐based authentication. [1]

‐ The obvious next step?
‐ In 2016, Kraus et al. analyzed the
implications of emoji‐based passwords. [2]

Is it really a good idea?
• How secure is emoji‐based 

authentication?
• How do selection strategies differ from 

PIN selection?

8
[Ref. 1] Intelligent Environments: Now You Can Log Into Your Bank Using Emoji. (intelligentenvironments.com, 2015)

[Ref. 2] Lydia Kraus et al.: Implications of the Use of Emojis in Mobile Authentication. (WAY ’16)
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Outline
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EmojiAuth
Similar to 4‐digit PIN‐based authentication.

Step 1: Enrollment
‐ User selects 4 emoji as a passcode
‐ No restrictions on selection
‐ User repeats passcode to prevent mistypes + training

Step 2: Authentication
‐ User enters the passcode to login
‐ User is allowed to make three login attempts
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Approach
Online user study, collect emoji‐passcodes

Estimate Security Level:
1. Build Markov model‐based emoji guesser
2. Compare with existing schemes (limited)

Selection Strategy:
Questionnaire:
“How did you choose your emoji passcode?”

[Img. 3] Illustration by Zohar Lazar, nymag.com

[3]
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Grid Size
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[Ref. 1] Intelligent Environments: Now You Can Log Into Your Bank Using Emoji. (intelligentenvironments.com, 2015)

[Ref. 2] Lydia Kraus et al.: Implications of the Use of Emojis in Mobile Authentication. (WAY ’16)

44 emoji 20 emoji 12 emoji

Intelligent Environments[1] Our Approach Kraus et al.[2]
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Attacker
Comparison: Guesser + methodology similar to Uellenbeck et al. [6] 

Markov Model‐Based Guesser:
‐ Model probability of the next emoji, based on the previous emoji in passcode
1) Model for content
2) Model for position
3) Fusion of both: Content + position model

Methodology:
‐ 5‐fold cross‐validation

[Ref. 3] Sebastian Uellenbeck et al.: Quantifying the Security of Graphical Passwords:  
The Case of Android Unlock Patterns. (CCS '13)13
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Measure Position Bias
Emoji grid is randomized on a 
per user basis.

Fixed grid between enrollment 
and authentication.

User BUser A



San Diego, February 26., 2017 | USEC’17

Outline

15

Motivation

Background

User Study

Results



San Diego, February 26., 2017 | USEC’17

User Study
‐ Online user study 
‐ Lasted: 21 days
‐ Recall after 2 days, reminder after 4 days

Limitations:
Snowball sampling bias
‐ 37% female
‐ Young participants (20 ‐ 30 years)
‐ More than average technical background
 Protects the study from overestimating the offered security level

Progress Participants
Enrollment 795

Dropout + Email Issues 141 + 22
Clicked Recall Link 632
Authentication 623

Success / Unsuccessful
All 535 88

1st try 464 8
2nd try 58 14
3rd try 13 66
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Selection Bias: Most Frequent Emoji

35



San Diego, February 26., 2017 | USEC’17

Selection Bias: Popular 2‐grams

36



San Diego, February 26., 2017 | USEC’17

Selection Bias: Top 5 Passcodes

37

Occ. Passcode Prob.

4 0.64%

3 0.48%

2 0.32%

2 0.32%

2 0.32%

In our dataset 13 passcodes occurred more than once.
Tendencies: 
‐ Cheerful emoji
‐ Single emoji passcodes
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Selection Bias: Position

Entry Bias Exit Bias
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Position 1

Position 5

Position 2 Position 3 Position 4

Position 6 Position 7 Position 8

Selection Bias: Position
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No. Strategy Users Example

1 Created a story 268

2 Used important things of their lives 234

3 Tried to select a random passcode 83

4 Repeating event of my life 54

5 Emoji frequently used while texting 44

6 Visual pattern: “A‐B‐A‐B” 31

7 Positions within the grid 19

8 Emoji I like the most 17

9 Emoji I find hilarious and funny 6

10 Emoji of the same color 3

11 Constructed a passphrase: “Super‐Baby‐Pig‐Poo” 3

12 Emoji related to the same category: “food” 3

40
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Online Guessing: Content, Position, Fusion
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Online Guessing: Content, Position, Fusion
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Offline Guessing: Content, Position, Fusion
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Comparison with Existing Solutions

Limitations:
‐ Data from different studies and circumstances.
‐ Samples may be influenced by demographic bias.
‐ Guessing success depends on algorithm used and quantity of samples.
‐ Markov models seems like a sound approach, but better models may exist.

Unlock Patterns 4-digit PINsEmojiAuth

44
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Guessing Success
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Scheme λ1 λ10 λ100 λ1000
Emoji – Position 0.2% 2.4% 02.6% 005.0%
Emoji – Content 0.3% 1.9% 04.7% 008.5%
Emoji – Fusion 0.2% 1.6% 06.6% 010.8%
4‐digit PIN (user) 2.6% 9.2% 17.7% 038.0%
3‐digit PIN (uniform) 0.1% 1.0% 10.0% 100.0%
Unlock Pattern 0.9% 3.8% 17.0% 050.0%

λ = guesses
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Guessing Success
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Guessing Success
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Online Guessing: Comparison with PIN and Pattern
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Offline Guessing: Comparison with PIN and Pattern
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Takeaway

Unlock Issues Emoji‐based 
Authentication

Emoji ≥ PIN > Pattern
Security Level
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Online Guessing: Fusion Comparison
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Practical Implications
Emoji are unicode characters, font developers 
provide their own implementation.

‐ Representations differ[4] (Privacy)

‐ Can cause misleading interpretations[5] (Usability)

EmojiAuth uses the vector graphics version of 
the ”Twemoji” font to ensure same 
representation on all devices.

[Ref. 4] Pierre Laperdrix et al.: Beauty and the Beast: Diverting Modern Web Browsers to Build Unique Browser Fingerprints. (SP '16)

[Ref. 5] Hannah Miller et al.: "Blissfully Happy" or ”Ready to Fight": Varying Interpretations of Emoji. (ICWSM ’16)


