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A novel static analysis for 
deciding if an app matches  
the signature of a family 

A high-level language for 
describing semantic 
properties of malware
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Given n malware samples from family 
F, compute its signature S

Any signature that matches n samples

Empty signature could also be a solution!
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Infer signatures by finding  a 
Maximally Suspicious Common 
Subgraph of n malware samples

Given n malware samples from family 
F, compute its signature S
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Hard Clause: has to be satisfied
Soft Clause: preferable to be satisfied but could be 
UNSAT. Each has different weight since some are 
more important than the others        

MaxSat: Given a UNSAT boolean formula in CNF,  
determine the maximum number of satisfied clauses

(x0 _ x1) ^ (¬x0 _ x1) ^ (x0 _ ¬x1) ^ (¬x0 _ ¬x1)

Find an assignment s.t. the total weight  
of satisfied clauses is maximized

{x0 7! 0, x1 7! 0}
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• Hard Clause: common subgraph (control-flow property) 

• Soft Clause: maximally suspiciousness (data-flow property)

• Weight for each clause  

• Inverse frequency from benign samples 

• Higher weight to features that are commonly found in malware
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Now that we have the signature…

Utilize existing signature inference algorithm  
to decide if a sample A belongs to a family F:

�(A,F) =
f(InferSignature(A,SF ))

f(SF )
f(S): Weighted sum of the number of nodes and edges in S
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Outperform manual version!
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Our approximate matching is effective!
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Astroid achieves high detection rate with low FP!
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• Automatically infer semantic malware signature 
from very few samples
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• Automatically infer semantic malware signature 
from very few samples

• Our approximate matching is resilient to 
semantic obfuscations
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