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Is it possible to have a decentralized 
payment system without a blockchain?
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 Credit Network Examples

✦ Academic proposals: 
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✦ SilentWhispers uses distributed 
landmark routing, secure multi-
party computation and 2-step 
transactions

Inspired by our work in NDSS’15

✦ SilentWhispers overcomes several 
challenges: existence of a path, 
credit on a path and integrity of 
transactions

✦ SilentWhispers is feasible in 
practice and offers interesting 
alternatives to current emerging 
payment systems
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Challenges

✦ Find paths between users 

✦ Calculate credit available in the path 

✦ Ensure integrity of transactions 

✦ And more …
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✦ Common problem in standard networks and ad-hoc networks 

✦ The max-flow approach:
✦ Not scalable enough: O(V3) or O(V2log(E)) 

✦ Landmark routing [Tschusiya ’89]
✦ Calculate subset of all paths
✦ Distributed BFS: Local information suffices
✦ Enough in practice1,2

✦ More efficient than max-flow1,2

11

U2 U3

…

U1 U4 1[Our work in NDSS ’15] 
 2[Viswanath et al. EUROSYS ’12]
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Transaction Integrity and Dispute Resolution

✦ 2-step transaction: on hold and settle
✦ Example:

15

2510

Incentive

Ok, received!

5

No! our credit is 15!

✦ Integrity:
✦ All landmarks cannot make the user lose credit

✦ Accountability:
✦ In case of dispute, users must prove the link value
✦ Local logs suffice to determine the valid current value
✦ The disputed value is bounded
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✦ SilentWhispers has attracted attention from industry: 
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Transfer  
of funds

Direct transactions between  
any two wallets

Transactions only 
 via a path with enough credit

Transaction 
flexibility

Fixed currency agreed  
between sender and receiver

Support for cross-currency 
transactions

Transaction 
verification Globally verified

Locally verified by users  
in the path
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@pedrorechez


