
S
e
c
u
re
P
a
ssw
o
rd
-B
a
se
d
C
ip
h
e
r
S
u
ite
fo
r
T
L
S

M
ich
ael
S
tein
er

S
aarlan
d
U
n
iversity,
S
aarbr�u
cken
,
G
erm
an
y

s
t
e
i
n
e
r
@
a
c
m
.
o
r
g

P
eter
B
u
h
ler,
T
h
om
as
E
irich
,
M
ich
ael
W
aid
n
er

IB
M
R
esearch
,
R
�u
sch
likon
,
S
w
itzerlan
d

f
b
u
p
,
e
i
r
,
w
m
ig
@
z
u
r
i
c
h
.
i
b
m
.
c
o
m

IS
O
C
N
etw
ork
an
d
D
istrib
u
ted
S
ystem
s
S
ecu
rity
S
ym
p
o
siu
m
,

S
an
D
iego,
F
ebru
ary,
2000.



Secure Password-Based Cipher Suite for TLS 1

On Password-Based Authentication : : :

"Obs
olet

ed b
y pu

blic
 key

 cry
pto 

and 
PKI?

"

"Esoteric  toy for researchers ..."

"I
ns
ec
ur
e?
!"

"SSL handles that already ..."

"Who cares?"

"Dictionary attacks!!"

"Old fashioned ..."

"Protocols don’t scale!"
"Trivial !!"

NDSS 2000, San Diego, February, 2000. Michael Steiner
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Secure Password-Based Cipher Suite for TLS 3

Sending Passwords On One-Way Authenticated SSL Channels

Password

2. Verify URL

    Authority
4. Verify Certification 

1. Verify lock
3. Verify Distinguished name

5. Verify Fingerprint

The user's (too) heavy burden : : :

NDSS 2000, San Diego, February, 2000. Michael Steiner



Secure Password-Based Cipher Suite for TLS 4

SSL Channels With Passwords In Ideal World

Password

steiner@telebank1.ubs.com
Enter TLS/DH-EKE password for user

NDSS 2000, San Diego, February, 2000. Michael Steiner



S
ecu
re
P
a
ssw
o
rd
-B
a
sed
C
ip
h
er
S
u
ite
fo
r
T
L
S

5

N
o
ta
tio
n

p
;q

P
rim
es;
qj�
(p
)

g

G
en
erator
in
Z
�p

h

G
en
erator
in
su
b
grou
p
G
of
Z
�p

w
ith
ord
er
q

x
;y

S
ecret
exp
on
en
t2
R

Z
q

p
w
d

P
assw
ord
/
w
eak
secret

E
p
w
d

S
ym
m
etric
en
cryp
tion
w
ith
p
assw
ord
as
sh
ared
key

M
A
C
(k
;:::)

M
essage
au
th
en
tication
co
d
e
o
n
:::
w
ith
key
k

H
x

P
seu
d
o-ran
d
om
fu
n
ction
s

G
x

K
ey
d
erivation
fu
n
ction
s

k
m
s
tr

m
aster
key
for
a
session

k
c
o
n
f

h
an
d
sh
ake
con
�
rm
ation
key

k
s
e
s
s

session
key

N
D
S
S
2
0
0
0
,
S
a
n
D
ieg
o
,
F
eb
ru
ary,
2
0
0
0
.

M
ich
a
el
S
tein
er



S
ecu
re
P
a
ssw
o
rd
-B
a
sed
C
ip
h
er
S
u
ite
fo
r
T
L
S

6

D
iÆ
e
-H
e
llm
a
n
E
n
cryp
te
d
K
e
y
E
xch
a
n
g
e
(D
H
-E
K
E
)

C
lie
n
t

(p
assw
ord
p
w
d
)

S
e
rv
e
r

(p
assw
ord
p
w
d
)

x

R
 

Z
q

�
�
�
�
�
�

E
p
w
d
(h
x)

�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�!

y

R
 

Z
q

k
m
s
tr
 

(h
x)
y

k
c
o
n
f

 

G
1 (k
m
s
tr )

k
s
e
s
s
 

G
2 (k
m
s
tr )

 � h
y;
M
A
C
(k
c
o
n
f
;
\
1
"
;
h
x
;
h
y)

�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
��

k
m
s
tr
 

(h
y)
x

k
c
o
n
f

 

G
1 (k
m
s
tr )

k
s
e
s
s
 

G
2 (k
m
s
tr )

ab
ort
if
M
A
C

n
ot
O
K

�
� M
A
C
(k
c
o
n
f
;
\
2
"
;
h
x
;
h
y)

�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
��
�!

ab
ort
if
M
A
C

n
ot
O
K

N
D
S
S
2
0
0
0
,
S
a
n
D
ieg
o
,
F
eb
ru
ary,
2
0
0
0
.

M
ich
a
el
S
tein
er



S
ecu
re
P
a
ssw
o
rd
-B
a
sed
C
ip
h
er
S
u
ite
fo
r
T
L
S

7

P
ro
b
le
m
s
W
ith
E
n
cryp
tio
n
A
n
d
C
h
o
ice
O
f
A
lg
e
b
ra
ic
G
ro
u
p

E
n
c
ry
p
tio
n
a
s
v
e
ri�
e
r
o
f
p
a
ssw
o
rd
g
u
e
sse
s

accep
t
g
u
e
s
s
if
T
est(
g
u
e
s
s;
e
n
c)
=
O
K

h
x

2

m
u
ltp
lic
a
tiv
e
g
ro
u
p
Z
�p

�
D
en
se
m
ap
p
in
g)
en
cryp
tion
\ok"
:::

�
:::
b
u
t
ran
d
om
oracles
req
u
ired
for
pro
of
of
secu
rity

h
x

2

su
b
g
ro
u
p
G
o
f
Z
�p

w
ith
p
rim
e
o
rd
e
r
q

�
M
ore
eÆ
cien
t

�
S
ecu
rity
b
ased
solely
on
D
iÆ
e-H
ellm
an
D
ecision
prob
lem
:::

�
:::
b
u
t
vu
ln
erab
le
to
d
iction
ary
attack
w
ith
\straigh
tforw
ard
en
cryp
tion
":

T
est(
g
u
e
s
s;
e
n
c)
:=
(E
�
1

g
u
e
s
s (
e
n
c))
q

?6=
1
(m
o
d
p
)

N
D
S
S
2
0
0
0
,
S
a
n
D
ieg
o
,
F
eb
ru
ary,
2
0
0
0
.

M
ich
a
el
S
tein
er



Secure Password-Based Cipher Suite for TLS 8

New Encryption For Elements Of G

Spread elements of G uniformly over Z�p before encryption

����������
����������
����������
����������
����������
����������
����������
����������
����������
����������
����������
����������
����������
����������

����������
����������
����������
����������
����������
����������
����������
����������
����������
����������
����������
����������
����������
����������

Z
�

p

x 2R G co
p

x

EG(x) := root R co
p

x ; EZ�p(root) [co := (�(p)=q)]

E�1G (x) := (E�1
Z�p
(r))
co

EÆciency

� No need to calculate root: choose gx
0 2R Z
�

p ) x = x0 � co

� Exponentiation in decryption combined eÆciently with other

exponentiations.

NDSS 2000, San Diego, February, 2000. Michael Steiner
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Secure Password-Based Cipher Suite for TLS 14

SSL With Client Certi�cation : : :

Client’s certificate
and key pair

Password-encrypted key on harddisk?

Involved registration procedure ...

NDSS 2000, San Diego, February, 2000. Michael Steiner
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