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Smartphones are very popular

> 1 Billion users 
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‣Running in the background

‣Continuously monitoring



Unobservable Re-authentication for Smartphones

Usage Patterns

‣ Intermitted Usage

‣Spatial Disconnection

‣Orientations

7



Unobservable Re-authentication for Smartphones

Gestures

8

sliding 
right

sliding 
left

sliding 
down

sliding 
up

tap

sliding up sliding down sliding lefts sliding right tap others pinch double tap others spread

adjustment

283 112 73 574 117 7 11 11
752 357 71 48 483 19 58 22
55 19 20 18 73 2 5 4

2570 312 105 51 600 31 62 42
713 207 166 97 303 1 40 3
471 325 23 39 86 3 21 4
44 8 15 16 61 4 7 6

501 370 102 145 174 6 10 72
35 30 11 29 77 2 19 21

129 53 9 12 93 2 26 13
-2500 100 500 -200 800 700
3053 1893 1095 829 2867 1234 77 959 198

11.2%

26.1%

7.6%10.0%
17.3%

27.8% sliding up
sliding down
sliding lefts
sliding right
tap
others



Unobservable Re-authentication for Smartphones

Touch Data

9

333 444 555 666 777 888 999
70
2

62
4

54
6

46
8

39
0

31
2

23
4

15
6

78
0

Touch Position

Touch Area

Touch Pressure

sliding up



Unobservable Re-authentication for Smartphones

Metrics of Sliding

10

‣ First Touch Position

‣ First Touch Pressure

‣ First Touch Area

‣ First Moving Direction

‣ Moving Distance

‣ Moving Duration

‣ Average Moving Direction

‣ Average Moving Curvature

‣ Average Curvature Distance

333 444 555 666 777 888 999

70
2

62
4

54
6

46
8

39
0

31
2

23
4

15
6

78
0

A

B C



Unobservable Re-authentication for Smartphones

Metrics of Sliding

10

‣ First Touch Position

‣ First Touch Pressure

‣ First Touch Area

‣ First Moving Direction

‣ Moving Distance

‣ Moving Duration

‣ Average Moving Direction

‣ Average Moving Curvature

‣ Average Curvature Distance

333 444 555 666 777 888 999

70
2

62
4

54
6

46
8

39
0

31
2

23
4

15
6

78
0

A

B

C

D

A

B C



Unobservable Re-authentication for Smartphones

Metrics of Sliding 

11

‣ Average Pressure

‣ Average Touch Area

‣ Max-area Portion

‣ Min-pressure Portion

333 444 555 666 777 888 999

70
2

62
4

54
6

46
8

39
0

31
2

23
4

15
6

78
0



Unobservable Re-authentication for Smartphones

Metrics of Sliding 

11

‣ Average Pressure

‣ Average Touch Area

‣ Max-area Portion

‣ Min-pressure Portion

333 444 555 666 777 888 999

70
2

62
4

54
6

46
8

39
0

31
2

23
4

15
6

78
0

P



Unobservable Re-authentication for Smartphones

Metrics of Sliding 

11

‣ Average Pressure

‣ Average Touch Area

‣ Max-area Portion

‣ Min-pressure Portion

333 444 555 666 777 888 999

70
2

62
4

54
6

46
8

39
0

31
2

23
4

15
6

78
0

P

12



Unobservable Re-authentication for Smartphones

Metrics of Sliding 

11

‣ Average Pressure

‣ Average Touch Area

‣ Max-area Portion

‣ Min-pressure Portion

333 444 555 666 777 888 999

70
2

62
4

54
6

46
8

39
0

31
2

23
4

15
6

78
0

P

12

22



Unobservable Re-authentication for Smartphones

Metrics of Sliding 

11

‣ Average Pressure

‣ Average Touch Area

‣ Max-area Portion

‣ Min-pressure Portion

333 444 555 666 777 888 999

70
2

62
4

54
6

46
8

39
0

31
2

23
4

15
6

78
0

P

12

22

max-area portion = 12/22



Unobservable Re-authentication for Smartphones

Metrics of Tap

‣Average Touch Area

‣Duration

‣Average Touch Pressure
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Conclusions
! It is possible to use gesture patterns to re-authenticate 

users

! Exploring the gesture patterns, we can construct an 
unobservable and continuous user re-authentication 
system

23
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Thank you !
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