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Network Security: The First Plateau

● 2QO\����\HDUV�ODWHU�«
● &RPPHUFLDO�,36(&
● :LGHVSUHDG�66/
● 3*3�LQ�SURGXFWV
● &HUWLILFDWHV�QR�ORQJHU�VHHP�ZHLUG
● 6HFXUH�NH\�H[FKDQJH�VWDQGDUGV

± ,(((��$16,��$70��,(7)

● :KR�FRXOG�DVN�IRU�DQ\WKLQJ�PRUH"
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Government Concerns

● 0DQDJHDEOH�VHFXULW\
± 5ROHV��FURVV�FHUWLILFDWLRQ��&$¶V

● )OH[LEOH�SROLF\
± )HGHUDO��VWDWH��ORFDO�JRYHUQPHQWV
± &RDOLWLRQ�SDUWQHUV

● 5LVN�DVVHVVPHQW
● $OO�HJJV�LQ�WKH�QHWZRUN�EDVNHW"

± 3HDFHWLPH�LQIUDVWUXFWXUH
± :DUWLPH�LQIUDVWUXFWXUH
± &RRUGLQDWHG�DWWDFNV��FRRUGLQDWHG�GHIHQVH
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Industry Concerns

● (QG�WR�HQG�FRQILGHQWLDOLW\�FODVKHV�ZLWK
QHWZRUN�PDQDJHPHQW

● 0DQDJLQJ�931�FRQILJXUDWLRQV�WR�PDWFK
LQWHU�RUJDQL]DWLRQDO�SROLF\
± WKH�UHWXUQ�RI�0/6"
± 0HUJH�VHFXUH�PXOWLFDVW�ZLWK�VHFXUH�931"

● 3HUIRUPDQFH�LPSDFWV
● 3UHVHUYDWLRQ�RI�LQWHOOHFWXDO�SURSHUW\
● 6HFXULW\�FRUUHFW�VRIWZDUH
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New Network Security Concerns

● (PEHGGHG�GHYLFHV�PHHW�WKH�,QWHUQHW
± 7KH�,QWHUQHW�ZDVKLQJ�PDFKLQH¶V�UHSDLU�KLVWRU\
± &DQ�D�WRDVWHU�WDNH�GRZQ�WKH�,QWHUQHW"

● 6HQVRU�QHWZRUNV
± 7KRXVDQGV�RI�VPDOO�VHQVLQJ�DFWXDWLQJ�GHYLFHV
ZLWK�ZLUHOHVV�FRPPXQLFDWLRQ

± ,V�WKHLU�GDWD�UHOLDEOH"
± ,V�DFFHVV�VDIHO\�DXWKRUL]HG"
± &DQ�WKH�QHWZRUN�EH�WXUQHG�DJDLQVW�³XV´"
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The Next Plateau: Research Areas

● 6HFXUH�JURXS�FRPPXQLFDWLRQ
± (IILFLHQW�VHQGHU�DXWKHQWLFDWLRQ
± *URXS�PDQDJHPHQW
± 6HFXUH�0XOWLFDVW�URXWLQJ
± 6HFXUH�931�YV��6HFXUH�0XOWLFDVW

● 0DSSLQJ�SROLF\�WR�PHFKDQLVP�DFURVV
RUJDQL]DWLRQV
± 3ROLF\�UHSUHVHQWDWLRQ��QHJRWLDWLRQ��HQIRUFHPHQW�
FRQVLVWHQF\
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Research Areas

● +LJK�VSHHG�QHWZRUNV
± &U\SWRJUDSK\�LQ�WKH�RSWLFDO�GRPDLQ

● 3UDFWLFDO�PRELOH�VHFXULW\
● ,QWHJULW\�RI�DXWRQRPRXV�GHYLFHV
● 6WURQJ�DYDLODELOLW\�JXDUDQWHHV

± $�VFLHQWLILF�HQJLQHHULQJ�EDVLV�IRU�ULVN�DVVHVVPHQW""
± 6WURQJ�UHGXQGDQF\�JXDUDQWHHV�DQG�PRQLWRUV

● 6PDUW�DWWDFN�FRUUXSWLRQ�GHWHFWLRQ�
DGDSWLYH�DQG�DXWRPDWHG�UHVSRQVH
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New Political Concerns

● &RRUGLQDWHG�DWWDFN�GHWHFWLRQ�UHTXLUHV
ZLGHVSUHDG�PRQLWRULQJ�DQG�FRUUHODWLRQ

● &HUWLILFDWHV�WLHG�WLJKWO\�WR�OLDELOLW\
● 7KH�DXWKHQWLFLW\�RI�DQG�DFFHVV�WR�WKH�RQ�
OLQH�JRYHUQPHQW

● 0DGQHVV�RI�FURZGV


