
ValueShu�e: Mixing Confidential Transactions

CoinJoin [1]

Input Output
A: Com(1.0, rin,1) RA: Com(0.1, rout,1)

A′: Com(0.9, rout,2)

Confidential Transactions [3]

Input Output
A: 1.0 BTC RC: 1.0 BTC

B: 1.0 BTC RA: 1.0 BTC

C: 1.0 BTC RB: 1.0 BTC

P2P Mixing [2]
(CoinShu�e++)

Com(x1,r1) + Com(x2,r2) =Com(x1+x2,r1+r2)Input Output
A: 1.0 BTC RA: 0.1 BTC

A′: 0.9 BTC
Alice

● Sender and receiver linkable
● Leakage through change address
● Amounts disclosed

fresh 
addresses

Pros:
✔ Sender and receiver 
unlinkable
Cons:
✗ Amounts disclosed
✗ Only fixed amounts to
ensure unlinkability

Com(1.0,rin,1)
Com(0.1,rout,1)

+
Com(0.9,rout,2)

Pros:
✔ Hidden amount
Cons:
✗ Linkability
✗ User creating
the transaction 
learns amounts

Challenge: Combining CoinJoin and CT

∑
i
rin,i=∑

i
rout,i

How to ensure

without revealing rin,i  and rout,i to other peers?
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Privacy 
Landscape

Our Solution: ValueShu�e [4]
Input Output

A: Com(5.4, rin,A) C′:  Com(0.1, rout,C′)
B: Com(1.2, rin,B) B′:  Com(0.7, rout,B′)
C: Com(0.3, rin,C) RA: Com(0.4, rout,RA)

RC: Com(0.2, rout,RC)
A′:  Com(5.0, rout,A′)
RB: Com(0.5, rout,RB)
F: Com(0.0, G r*)

Also possible without
adding this output

rΔ =∑
i
rin,i− (∑

i
rout,i+∑

i
rout,i) =∑

i
(rin,i− (rout,i+rout,i))

We need to compute a sum
such that individual summands 

are not revealed.

CoinShu�e++

Secure Sum Protocol
(DC-net)

ValueShu�e

● Sender Anonymity
● Termination in the presence of disruptive peers
● Mixing with diJerent amounts
● No leakage through change addresses
● Mixing and actual spending in just one transaction
● E;ciency: Just 4 + 2f communication rounds for f 
actively disrupting peers (uses central bulletin board)

Benefits

If a malicious peer sends garbage in the secure sum 
protocol, how can we identify and exclude him to ensure 
termination of ValueShu�e without hurting privacy?

ValueShu'e

Stealth
Addresses

Confidential
Transactions

CoinJoin
Schnorr
aggregate
signatures

Compatible
with scripts

Compatible
with pruning

Aggregate signatures save
● blockchain space
● verification time
● fees

Main Technical Challenge

?
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