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Ø  Study	  of	  user-‐centered	  security	  
Ø  Several	  lab-‐based	  studies	  on	  security	  warnings	  and	  security	  

indicators	  are	  done	  
Ø  Conclusion:	  users	  hardly	  perform	  well	  at	  these	  tasks.	  

Ø  Akhawe	  and	  Felt	  [Usenix	  Sec’13]	  large	  scale	  field	  study	  of	  
modern	  browser’s	  phishing,	  SSL	  and	  Malware	  Warnings	  	  
Ø  Conclusion:	  users	  actually	  heed	  these	  warnings	  with	  high	  likelihood	  
	  

Ø MoDvaDon:	  
Ø  Need	  a	  be[er	  understanding	  of	  user-‐centered	  security	  behavior	  

	  

	  

IntroducDon	  and	  MoDvaDon	  
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Ø What	  we	  studied?	  
Ø  User-‐centered	  security	  from	  a	  neuropsychological	  standpoint	  
Ø  Measured	  user’s	  security	  performance	  and	  the	  underlying	  neural	  

ac<vity	  with	  respect	  to	  two	  cri<cal	  security	  tasks	  
Ø Phishing	  DetecDon	  dis<nguishing	  between	  a	  legi<mate	  and	  a	  phishing	  
website	  	  

Ø Malware	  Warnings:	  Heeding	  security	  (malware)	  warnings	  

Ø  How	  we	  did	  it?	  
Ø  Using	  fMRI	  (func<onal	  Magne<c	  Resonance	  Imaging)	  
Ø  What	  fMRI	  does?	  

Ø Blood	  Oxygen	  Level	  Dependent	  func<on	  measure.	  
Ø Measures	  brain	  ac<vity	  by	  detec<ng	  related	  changes	  in	  local	  cerebral	  blood	  
flow	  

Ø Be[er	  spa<al	  resolu<on	  

Our	  Work	  
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Ø What	  we	  were	  looking	  for	  ?	  
Ø  Brain	  Areas	  that	  might	  be	  controlling	  user’s	  performance	  in	  phishing	  

and	  warnings	  tasks	  –	  Neural	  Signatures	  

	  

	  

Our	  Work	  (Contd.)	  

Fig:	  A	  Pilot	  Subject	  being	  prepared	  for	  the	  scan	  
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Ø Fundamental	  ques<ons	  driving	  our	  research	  
Ø Whether	  or	  not	  users	  ac<vely	  engage	  in	  security	  tasks?	  
Ø What	  brain	  regions	  get	  ac<vated	  while	  performing	  these	  

tasks?	  
Ø Does	  certain	  personality	  traits	  influence	  users’	  security	  

behavior	  and	  task	  performance	  ?	  
Ø  Is	  users’	  behavior	  in	  one	  task	  related	  to	  their	  behavior	  in	  

other	  tasks	  ?	  

Research	  QuesDons	  
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Ø Novel	  methodology	  to	  study	  user-‐centered	  security	  
Ø  Interdisciplinary	  innova<on	  across	  Computer	  Science,	  

Psychology,	  and	  Neuroscience	  

Ø Designed	  and	  developed	  in-‐scanner	  fMRI	  
experiments	  	  

Ø Comprehensive	  analysis	  of	  neural	  and	  behavioral	  
data	  

Ø Limita<ons	  	  
Ø  Tasks	  performed	  inside	  fMRI	  scanner	  
Ø  Constrained	  interface	  

	  

ContribuDons	  
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Ø  Phishing	  Experiment	  
Ø  Presented	  snapshots	  of	  real	  &	  fraudulent	  versions	  of	  popular	  

websites	  
Ø  Instruc<on:	  	  

Ø Figure	  out	  if	  the	  website	  was	  real	  or	  fake	  
	  	  

Ø  Phishing-‐Control	  
Ø  Baseline	  for	  Phishing	  Experiment	  to	  capture	  the	  effect	  of	  visual	  

ac<va<on	  
Ø  Presented	  snapshots	  of	  popular	  websites	  	  
Ø  Instruc<ons:	  	  

Ø  View	  each	  website	  (no	  response	  needed)	  
	  

	  

	  

Design	  of	  Experiments	  (1/8)	  
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Ø  Sample	  snapshot	  used	  in	  Phishing-‐Control	  &	  Phishing	  
Experiments	  

	  
	  

	  
	  
	  

Design	  of	  Experiments	  (2/8)	  

2/26/14	  2/26/14	  
Fig:	  Sample	  website	  easy	  fake	  	  
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Ø  Sample	  snapshot	  used	  in	  Phishing-‐Control	  &	  Phishing	  
Experiment	  

	  
	  

	  
	  
	  

Design	  of	  Experiments	  (3/8)	  
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Fig:	  Sample	  website	  difficult	  fake	  	  
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Ø  Timing	  Structure	  Phishing	  and	  Phishing-‐Control	  Experiment	  
	  

	   	   	   	   	   	   	   	  	   	  	  

Design	  of	  Experiments	  (4/8)	  
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FixaDon:	  Baseline	  when	  not	  
	  doing	  anything	  

	  
Phishing:	  	  

	  No	  of	  trials=	  36	  
	  Real	  :	  12,	  Easy	  Fake:	  12,	  
	  Difficult	  Fake:	  12	  

	  
Phishing	  Control:	  

	  No	  of	  trials=	  20	  
	  



Ø Malware	  Experiment	  
Ø  Par<cipants	  asked	  to	  read	  abstract	  of	  news	  item	  
Ø  Interrupted	  by	  Pop-‐Ups	  while	  reading	  
Ø  Pop-‐up	  Types:	  

Ø Warnings	  
Ø Non-‐Warnings	  –	  Casual	  Pop-‐Ups	  

Ø  Constrained	  interface	  –	  only	  able	  to	  display	  rudimentary	  
versions	  of	  warnings	  

	  	  

Design	  of	  Experiments	  (5/8)	  
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Ø Malware	  Experiment	  

	  	  	  	  

Design	  of	  Experiments	  (6/8)	  

2/26/14	  2/26/14	   13	  /	  29	  

Fig:	  Sample	  Trial	  Malware	  Experiment	  



Ø Malware	  Experiment	  

	  	  	  	  

Design	  of	  Experiments	  (7/8)	  
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Fig	  :	  Sample	  Trial	  Malware	  Experiment	  



Ø  Timings	  Structure	  of	  Malware	  Experiment	  

	  	  

Design	  of	  Experiments	  (8/8)	  
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Malware:	  	  
	  No	  of	  trials	  =	  18	  
	  Warnings	  Pop-‐Up	  =	  9	  
	  Non-‐Warnings	  Pop-‐Up=9	  
	  	  



Ø  Par<cipant	  Recruitment	  
Ø  Study	  Approved	  by	  UAB’s	  IRB	  	  
Ø  25	  Par<cipants	  recruited	  

Ø  Pre-‐Scanning	  Phase	  
Ø  Par<cipants	  answered	  (BIS)	  Barra[’s	  Impulsivity	  ques<onnaire.	  Why	  BIS?	  

Ø  To	  determine	  the	  trait	  impulsivity	  level	  of	  the	  par<cipants	  

Ø  Scanning	  Phase	  	  
Ø  fMRI	  scan,	  E-‐Prime	  to	  display	  s<mulus,	  response	  and	  response	  <me	  

recorded.	  
Ø  Phishing-‐Control-‐Experiment	  	  
Ø  Phishing	  Experiment	  	  	  
Ø  Malware	  Experiment	  

	  

Data	  CollecDon	  
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Overview	  of	  Brain	  Regions	  

Fig:	  Brain	  Image	  
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Ø  Phishing	  Experiment	  
Ø  Contrasts:	  Fake,	  Real,	  and	  Real+Fake	  vs	  Fixa<on	  	  

Data	  Analysis	  And	  Results	  (2/10)	  

Ac<vity	  in	  Parietal,	  Frontal,	  
and	  Occipital	  brain	  areas.	  
	  
What	  does	  it	  Mean?	  	  
•  Areas	  associated	  with	  

searching,	  a[en<on	  ship,	  
problem	  solving	  	  and	  
decision-‐making	  

	  
•  Par<cipants	  were	  

undergoing	  significant	  
effort	  in	  making	  important	  
judgments	  about	  the	  
legi<macy	  of	  the	  website	  
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Data	  Analysis	  And	  Results	  (2/10).	  

AcDvity	  in	  middle	  
frontal,	  bilateral	  insula	  
for	  Phishing	  expt.	  	  
	  
What	  does	  it	  mean?	  
•  Areas	  associated	  with	  

cogni<ve	  judgments	  

•  Par<cipants	  were	  
conscien<ously	  
making	  an	  effort	  as	  to	  
differen<ate	  real/
fake	  websites	  
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Ø  Phishing	  Experiment	  	  
Ø  Contrast	  Phishing	  vs	  Phishing-‐Control	  



Ø  Phishing	  Experiment	  
Ø  Fake	  contrasted	  with	  Real	  &	  Real	  contrasted	  with	  Fake	  

Data	  Analysis	  And	  Results	  (3/10)	  

Fake	  >	  Real	  (increased	  ac<vity	  in	  
middle	  frontal	  and	  inferior	  parietal	  
areas)	  
•  Inline	  with	  Mengfei,	  Fron<ers	  in	  

Human	  Neuroscience,	  Vol,5,	  2011	  
What	  does	  it	  Mean?	  
•  Areas	  implicated	  with	  memory,	  

decision-‐making	  
•  Suggests	  more	  strategic	  and	  

controlled	  approach,	  	  iden<fying	  
fake	  websites	  	  

	  
Real	  >	  Fake	  (Ac<vity	  in	  cerebellum,	  
precentral)	  
What	  does	  it	  mean?	  
•  A[en<on,	  Decision-‐Making,	  Visual	  

Processing	  
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Ø  Phishing	  Experiment	  
Ø  RelaDonship	  between	  Trait	  Impulsivity	  and	  Phishing	  task	  

Ø  Nega<ve	   rela<onship	   in	   medial	   prefrontal	   cortex	   (MPFC),	   more	   impulsive	  
individuals	  had	  less	  ac<vity	  in	  MPFC	  

Data	  Analysis	  And	  Results	  (4/10)	  

Less	  AcDvity	  in	  Pre-‐Frontal	  Cortex	  
	  
What	  does	  it	  mean?	  
•  Area	  associated	  with	  decision-‐

making	  and	  Problem-‐Solving	  
	  
•  Conflict	  and	  difficulty	  involved	  in	  

making	  real	  or	  fake	  decisions	  
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Ø  Phishing	  Experiment	  
Ø  Behavioral	  Data	  Analysis	  
	  

	  

	  

Ø  Accuracy	  of	  iden<fying	  fake	  websites	  low.	  
Ø  Inline	  with	  Dhamija’s	  study,	  CHI’06	  

	  

	  

	  

	  

	  

Data	  Analysis	  And	  Results	  (5/10)	  

Trials µacc    (σacc) µtime   (σtime) 

Real 76.68%  
(18.84%) 

3323 ms      
 (1066 ms) 

Fake 46.48%  
(20.58%) 

3276 ms       
 (584 ms) 

Easy Fake 56.57%  
(23.29%) 

3077 ms    
 (625 ms) 

Difficult Fake 33.98%  
(23.61%) 

3538 ms 
(645 ms) 

All 60.42%  
(13.99%) 

3347 ms 
(654 ms) 

STATISTICS	  FOR	  ACCURACY	  AND	  RESPONSE	  TIME	  –	  PHISHING	  EXPERIMENT	  	  
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Ø Malware	  Experiment	  
Ø  Contrasts	  Abstract	  vs.	  Warning/	  Abstract	  vs.	  Non-‐Warning/Abstract	  vs.	  

both	  

Data	  Analysis	  And	  Results	  (6/10)	  

Frontal,	  temporal	  and	  occipital	  
acDvity	  
	  
What	  does	  it	  mean?	  
•  Areas	  associated	  with	  Language	  

Comprehension,	  Visual	  Processing,	  
Reading	  

	  
•  Par<cipants	  were	  poten<ally	  

reading	  warnings/non-‐warnings	  
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Ø Malware	  Experiments	  
Ø  Contrasts	  Warning	  vs.	  Non-‐Warning	  

Data	  Analysis	  And	  Results	  (7/10)	  

More	  AcDvity	  in	  Inferior	  
Frontal	  Middle	  Temporal	  
and	  Occipital	  areas	  
	  
What	  does	  it	  mean?	  
•  Areas	  associated	  with	  

Language	  
Comprehension,	  Visual	  
Processing,	  Reading	  

	  
•  Par<cipants	  were	  

poten<ally	  reading	  
through	  Warnings	  
carefully	  
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Ø Malware	  Experiments	  
Ø  Impulsivity	  as	  Covariate:	  

Ø Nega<ve	  rela<onship	  in	  medial	  prefrontal	  cortex	  (MPFC),	  more	  impulsive	  
individuals	  had	  less	  ac<vity	  in	  MPFC	  

	  

Data	  Analysis	  And	  Results	  (8/10)	  

Less	  AcDvity	  in	  Prefrontal	  Cortex	  
and	  Precuneus	  	  
	  
What	  does	  it	  mean?	  	  
•  Area	  associated	  with	  decision-‐

making	  and	  Problem-‐Solving	  
	  
•  Tendency	  to	  react	  quickly	  
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Ø Malware	  Experiment	  
Ø  Behavioral	  Data	  Analysis	  
	  

	  

	  

	  

	  

Ø  Par<cipant	  heeded	  warnings	  almost	  89%	  <mes.	  
Ø  Inline	  with	  Akhawe-‐Felt	  field	  study	  

Ø  Response	  Time	  for	  warnings	  shorter	  than	  Non-‐Warnings	  

	  

	  

Data	  Analysis	  And	  Results	  (9/10)	  

Conditions µacc       (σacc) µtime   (σtime) 

Non-Warnings 67.49 %  
(26.57%) 

4228 ms           
 (664 ms) 

Warnings 88.71%   
(28.62%) 

3715 ms           
(1141 ms) 

All 81.05%   
(19.59%) 

4022 ms             
(588 ms) 

STATISTICS	  FOR	  ACCURACY	  AND	  RESPONSE	  TIME	  –	  MALWARE	  EXPERIMENT	  	  

2/26/14	  2/26/14	   26	  /	  29	  



Ø  Cross-‐Experimental	  Analysis	  
Ø  Phishing	  vs.	  Malware	  

	  

	  

	  

Data	  Analysis	  And	  Results	  (10/10)	  

AcDvity	  in	  middle	  frontal	  
	  
What	  does	  it	  mean?	  
•  Areas	  associated	  with	  

decision	  making	  
	  
•  One’s	  ability	  to	  heed	  

malware	  warnings	  may	  
be	  associated	  with	  his	  
decisions	  about	  the	  
legi<macy	  of	  a	  website	  
and	  vice	  versa.	  
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Ø Users	  engage	  acDvely	  in	  security	  tasks.	  
Ø  Suggested	  by	  ac<va<on	  in	  different	  brain	  areas	  
Ø  Phishing	  -‐	  behavioral	  performance	  was	  poor	  despite	  significant	  

ac<va<on	  in	  brain	  regions	  correlated	  with	  higher	  order	  cogni<ve	  
procession	  	  
Ø  Lack	  of	  User’s	  Knowledge	  

Ø  Malware	  Warnings	  -‐	  the	  level	  of	  brain	  ac<va<on	  matched	  with	  user’s	  
good	  task	  performance	  reflected	  by	  behavioral	  data	  

Ø  Personality	  traits	  impact	  security	  
Ø  Impulsive	  individuals	  showed	  lower	  brain	  ac<va<on	  and	  may	  

eventually	  have	  poor	  task	  performance	  
Ø  Behavior	  in	  one	  task	  may	  potenDally	  be	  related	  to	  another	  

Ø  High	  degree	  of	  correla<on	  in	  brain	  ac<vity	  (with	  respect	  to	  decision	  
making	  areas)	  across	  phishing	  and	  malware	  tasks	  

	  

	  

	  

Conclusions	  and	  ImplicaDons	  
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Ques<ons	  ?	  



N=25	  

Gender	   14	  Male;	  11	  female	  

Age	  Range	   19-‐32	  years	  

Handedness	   24	  right-‐handed;	  1	  lep-‐	  handed	  

Race	   13	  Caucasian;	  5	  Hispanic;	  6	  Asian;	  1	  
African	  American	  

Non-‐Na<ve	  English	  Speakers	   7	  

Educa<on	  Programs	   Biology,	  Music,	  Athle<cs,	  Psychology,	  
Communica<onal	  Studies,	  Physical	  
Educa<on,	  Biomedical	  Engineering,	  
pathology	  ,	  Physical	  Therapy,	  
Mathema<cs,	  Medicine	  and	  CS	  

Demographics	  
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Table:	  Par<cipant	  Demographics	  Summary	  



•  Barrat’s	  Impulsivity	  Ques<onnaire	  
•  Paper	  and	  Pencil	  Test	  
•  h[p://www.impulsivity.org/pdf/BIS11English.pdf	  
•  h[p://www.impulsivity.org/measurement/bis11	  
	  

•  Edinburgh	  Handedness	  form	  
•  The	  purpose	  of	  the	  handedness	  may	  relate	  to	  the	  

lateraliza<on	  of	  hemispheric	  ac<vity	  in	  the	  par<cipants	  

	  Pre-‐Scanning	  Phase	  
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