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Motivation – Finding Firmware Bugs 

 

Image source: https://github.com/elvanderb/TCP-32764 
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Baseline 

Image source: https://www.vectorstock.com/royalty-free-vector/1068869 
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Generation of a Ground Truth 

Image source: http://www.imagemagick.org/image/wizard.png 
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Derivation of discovRE‘s Key Properties 
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discovRE 
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Cross-Architecture Bug Search 

 



© Sebastian Eschweiler, Cyber Analysis and Defense Department, Fraunhofer FKIE 

Conclusion 

 Systematic analysis of a wide collection of function-level features 

 

 Multi-staged approach to find similar functions in large code bases 

 

 discovRE is able to discover vulnerable functions in complete firmware 
images fast: 
< 1 hour preparation time 
< 100 ms query time 
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