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Component & Connector View

Goal 
View

Asset 
View

Architectural pattern DERm DERc DERi

Context Policy Management 1.2 6.1 28.6
NFC 1.4 4 39.5
PZH Authentication 9.6 6.1 29.7
PZP Enrolment 11.2 5 16.6
TV Service Discovery 3.7 4.2 29
Widget Processing 1.1 1 22.9
Widget Rendering 2.8 2 28.6

Architectural Modelling & Attack Surface Measurement

 S. Faily, J. Lyle, C. Namiluko, A. Atzeni, and C. Cameroni. Model-driven architectural risk analysis using architectural and contextualised attack patterns. 
In Proceedings of the Workshop on Model-Driven Security, pages 3:1–3:6. ACM, 2012.
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User research is not easy

A. Atzeni, C. Cameroni, S. Faily, J. Lyle, and I. Flèchais. Here’s Johnny: a Methodology for Developing Attacker Personas. In Proceedings of the 6th International 
Conference on Availability, Reliability and Security, pages 722–727, 2011.



Usability is not a priority



Technique 
misappropriation is easy

Law abiding

Prudent with purchases

Buys a gift from the gift shop

Presumably

Probably

Has a large collection of paid-for music

Looks at reviews before purchasing

Authenticates to his mobile phone before 
using it to purchase a car

“Peter is generally law-abiding and rule following.  He is prudent with his purchases, and has an 
expectation of some security around financial transactions.”



Sustaining adoption 
requires creativity

S. Faily, J. Lyle, A. Paul, A. Atzeni, D. Blomme, H. Desruelle, and K. Bangalore. Requirements sensemaking using concept maps. In Proceedings of the 4th 
International Conference on Human-Centered Software Engineering, pages 217–232. Springer, 2012.



Lessons Learned

• Learn to work with 
imperfect data and expertise

• Security and usability design: 
better together

• Make time for designing 
security

• Designing for security is not 
just a process



Thank you for listening!

• Any questions?


